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1. OBIIASI XAPAKTEPUCTUKA PABOYEM ITPOI'PAMMBI
IMMPO®ECCHUOHAJBHOI'O MOAYJIA
IIM.01 SKCIINIYATAIIUA ABTOMATHU3NPOBAHHBIX (MH®OPMALIMOHHBbIX)
CUCTEM B 3BAIIMIIEHHOM NCIIOJIHEHUUA

Heab u ni1annpyeMble pe3yabTaThl 0CBOCHHS NMPO(PEeCCHOHATBLHOI0 MOAYJIA

B pesynbrare uzydeHusi mpopecCHOHATHLHOTO MOAYJSI CTYACHT JOJKEH OCBOUTH OCHOBHOU BUJI
NEeSTeNIbHOCTH DKCHIyamayus agmomamusupo8anHulx (UHGOPMAYUOHHBIX) CUCTEM 8 3AUUUEeHHOM
UCNOJHeHUuYU ¥ COOTBETCTBYIOLIHE eMy PO eCCHOHATBHBIC M 00IIHEe KOMIIETEHIMH:

Kon HaumeHoBaHue BUI0B 1€ATEJILHOCTH U NPO(EeCCHOHATBHBIX KOMIIETEHIUI

BI1 IKCIUTyaTalluA ABTOMATU3UPOBAHHBIX (MH(POPMALMOHHBIX) CUCTEM B
3alUIIIeHHOM HCIOJTHEHNH

[IK 1.1. | [Ipon3BOaUTh YCTAaHOBKY M HACTPOMKY KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHBIX
(I/IH(i)OpMaLII/IOHHBIX) CHUCTEM B 3alITUIIICHHOM HCIIOJIHCHHUHN B COOTBETCTBHU C
TpeOOBAHUSAMH SKCILTYyaTAlIMOHHOM TOKYMEHTALIUH.

[IK 1.2. | AIMHUHUCTpUPOBATH MPOrPAMMHBIE U MPOTPAMMHO-AIIAPATHBIE KOMITOHEHTHI
aBTOMAaTH3UPOBAHHON (MH(POPMALIMOHHOI) CHCTEMBI B 3AIIUIIIEHHOM UCIIOJIHEHUH.

[1K1.3. Ob6ecneunBaTh Oecriepe0oiHYI0 PabOTy aBTOMATU3UPOBAHHBIX (MH(DOPMAITMOHHBIX )
CHCTEM B 3alUIICHHOM UCIIOTHEHUH B COOTBETCTBUH C TPEOOBAHUSMHU
AKCILTYaTalMOHHOW JOKYMEHTAIHH.

IIK 1.4. | OcymiecTBIsTh TPOBEPKY TEXHUYECKOTO COCTOSIHHS, TEXHUUECKOE 00CITy)KHMBaHUE U
TEKYIIUIA PEMOHT, YCTPAHITh OTKA3bl M BOCCTAHABINBATh PA0OTOCIIOCOOHOCTD
aBTOMAaTH3HPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alIUILIEHHOM HCIIOJHEHHH.

O01ue KOMIEeTEHLUHU

Kon HanMeHoBaHMe BUIOB JeATEJIBHOCTH U NPO(PECCHOHATBHBIX KOMIIETEeHIH I

OK 1. | BriGupaths criocoGsl pemenus 3a1a4 npodecCHOHATbHON AeTebHOCTH IPHMEHUTEIBHO K
Pa3TMYHBIM KOHTEKCTAM.

OK 2. Hcnonws30BaTh COBpEMEHHBIE CPENICTBA MTOMCKA, aHAIIW3a M HHTEPIIpETaiii HHopMaIuu u
WH(pOpMaITMOHHBIE TEXHOJIOTHH JJIS BHITOTHEHHS 3a71a4 MPOo(eCCUOHATBLHOMN NeITeIbHOCTH

OK 9. | [Tonw3oBarbes mpodeccuoHaIbHOM JOKYMEHTAIMEH Ha TOCYITapCTBEHHOM U MHOCTPAHHOM
SI3BIKaX

B pe3ynbraTe ocBoeHHS MPOPECCHOHATHLHOTO MOAYJIS CTYIEHT J0JIKEH:

HNmetsn — YCTaHOBKM M HACTPOHKM KOMIIOHEHTOB CHCTEM 3allUThl WH(GOpMAIHU

NpaKTHYeCKHii | ABBTOMATU3UPOBAHHBIX (MH(pOPMAIIMOHHBIX ) CUCTEM;

OIIBIT — aJIMUHHUCTPUPOBAHUA ABTOMATU3UPOBAHHBIX CUCTEM B 3allMIUIIICHHOM
HUCITOJIHCHUU,
— OKCIUTyaTaluu KOMITOHEHTOB CUCTEM 3allIUThI I/IHq)OpMaI_[I/II/I
aBTOMATH3HPOBAHHBIX CHCTEM;
— JUAar"HoCTUKHU KOMITOHEHTOB CUCTEM 3alIUThI I/IH(bOpMaI_[I/II/I
aBTOMATH3MPOBAHHBIX CHUCTEM, YCTPaHEHUS OTKa30B M BOCCTAaHOBJICHUS
paboTOCITOCOOHOCTH aBTOMATH3WPOBAHHBIX (MH(POPMAIIMOHHBIX) CHCTEM B
3alMUIIICHHOM UCIIOJTHCHUHN




CHUCTEM 3allIUThI I/IH(i)OpMaHI/II/I ABTOMAaTHU3UPOBAHHBIX CUCTEM;

ceTel, paboTaTh C CETEBBIMH MPOTOKOJIAMH Pa3HBIX YPOBHEH;

uH(pOpMAaIUY aBTOMATU3HPOBAHHBIX CUCTEM;

uH(pOpMAIUY aBTOMATU3UPOBAHHOM CUCTEMBI

— OpPraHU30BbIBATb, KOH(HUTypHpPOBATb, IIPOU3BOAUTH
OCYUIECTBJIATh JUAarHOCTUKY M YCTPaHATh HEUCIPABHOCTH KOMIIBIOTEPHBIX

ymeTb — OCYILECTBIIATH KOMIIJIEKTOBAaHHUE, KOH(HUTYpUpPOBaHHE, HaCTPOUKY
ABTOMATU3UPOBAHHBIX CHCTEM B 3alIUIIEHHOM WCIOJHEHUM M KOMIIOHEHT

MOHTAaX,

— OCYUIECTBIJIATh KOH(PUTYpHUPOBaHUE, HACTPOUKY KOMIIOHEHT CHCTEM 3alUThI

— HOPOU3BOAWMTL YCTAHOBKY, aJdalTaluil0 HW  COIIPOBOXACHHUE  THUIIOBOI'O
IporpaMmMHOIO obOecreyeHus , BXOAdAmEro B COCTaB CHCTEM  3alllUThI

— HacTpauBaTb M YCTPaHSTh HEHCIPABHOCTH MPOTrPaMMHO-ANIapaTHBIX
CPEICTB 3alluThl HMHGOPMAMU B KOMIBIOTEPHBIX CETSIX IO 3aJaHHBIM

CHCTEM U Cpef;

MIPOrPaMMHPOBAHUS;
— Mojeny 0a3 TaHHBIX;

YCTpPOMCTB;
CETEBBIX MOJEJIEH, IPOTOKOJIOB U IIPUHIIUIIOB aIpECalliy;

B KOMIIBIOTCPHBIX CETAX;

nH(popMaTH3aIHH.

IIpaBUJIaM;
— obecrnieunBaTh  pabOTOCHIOCOOHOCTh,  OOHAapYXHMBAaThb U YCTPaHAThH
HCUCIIPAaBHOCTHU

3HAThb — COCTaB U NMPUHIUIIBI paGOTbI ABTOMATU3UPOBAHHBIX CUCTCM, OIICPATUOHHBIX

— MPUHLIHUIIBI Pa3pabOoTKU alTOPUTMOB ITPOrPaMM, OCHOBHBIX IIPUEMOB

— TIPUHITUIIBI IOCTPOCHMSI, (PU3NUECKHE OCHOBBI pabOTHI TTepU(EepUHHBIX
— TCOPCTUUCCKNEC OCHOBLI KOMIIbIOTCPHBIX ceTed U ux arrapaTHbIX KOMIIOHCHT,
— TIOPSZIOK YCTAaHOBKH W BBOJIA B OKCIUTYaTALUIO CPEJCTB 3alIUTHI HH()OpMAIHH

— NPHUHOUIIBI OCHOBHBIX METOA0B OpTraHU3allui U MIPOBCACHUSA TEXHUYCCKOI'O
OGC.Hy)KI/IBaHI/IH BBIYHCIIUTEILHON TEXHUKHU APYTUX TCXHUYCCKUX CPCACTB

Kosan4yecTBo 4acoB, 0TBOAMMOE HA 0CBOCHHE NMPO(eCCHOHAIBLHOI0 MOYJIA

Bcero wacos 724
B TOM 4HcCIIe B popMe MPaKTHUECKON MOATOTOBKHY - 454 yaca

W3 sux Ha ocBoeune MJIK - 460 gacos
B TOM YHCJIE CAMOCTOsITeIbHas paboTa 12
poMexyTouHas arrectanus no M/IK 18
MPaKTUKH, B TOM uncie yueOHas - 108 yacon
IIPOM3BOJCTBEHHAs - 1444acoB

IIpoMexyTouHas aTTecTanms — 3K3aMeH 110 MoayIro — 12 yacoB




2. CTPYKTYPA U COAEP KAHUE NPO®PECCUOHAJIBHOT'O MOAVYJIsA
Crpykrypa npogecCHOHAIBHOT0 MOXYJIA

O6Bem npodeccHoHaTEHOTO MOIYJIS, aK. Jac.
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IIK 1.1. Pa3nea 1 moayJst. YcraHoBka U 172 80 172 86 80 6
OK 1, HaCTPOMKa aBTOMAaTHU3UPOBAHHBIX
OK 2, (MH(POPMAIIMOHHBIX) CHCTEM B 3alTUIIIEHHOM
OK9 VCIIOJTHEHUH
I[IK 1.2., | Pa3men 2 moay.is. 288 110 288 108 142 6 14 | 18
K 1.3, AJIMUHUCTpUPOBAHUE aBTOMATU3UPOBAHHBIX
MK 1.4 (uH(OpPMAITMOHHBIX ) CHCTEM B
OK 1 3alUIIIEHHOM UCIIOJIHEHUN
OK 2,
OK9
VYuebHas mpaKkTUKa 108 108 108
[Ipon3BOACTBEHHAS MPAKTHKA, YACOB 144 144 144
[IpomexyTouHas aTTecTanus (IK3aMeH Mo 12 12
MOJYJIIO)
Bcero: 724 454 | 724 194 | 222 | 12 [ 14 ] 18| 108 144




Temamuueckuit nnan u cooeprcanue npogheccuonanvrozo mooyasa (IIM)

HaumenoBanue
pa3aesioB U TeM

npogeccHoHaNBHOIO0 Coaepixanue yueOHOro MaTepuaJa, JJabopaTopHbie padoThbl M NPAKTHYECKHE 3aHATHS, caMocTosiTeIbHAst | O0bem
moayas (IIM), paboTa o0y4aommxcs 4acoB
MEKIHCHUIIIMHAPHBIX
kypeos (MJIK)
1 2 3
Paznesn 1moay.si. YCTaHOBKA M HACTPOIKAa ABTOMAaTU3MPOBAHHBIX (MHPOPMALNMOHHBIX) CUCTEM B 3aIIMIIIEHHOM UCIIOJTHEHUN 177
M/AK.01.010nepanuoHHbIe CHCTEMbI 92
Paznenl.DunemMeHThITEOpHHONIEPAIIMOHHBIXCUCTEM. CBOMCTBA ONEPAIIMOHHBIX CHCTEM
Tema 1.1. OcHOBEHI Conep:xanue 6
TEOPHHU U ONEPAIMOHHBIX | OnpeeneHre onepauoHHoi cucteMbl. OcHOBHBIE OHSTHS. VcTOpus pa3BUTHS ONEpallMOHHBIX cUCcTeM. Bubl
CHCTEM ornepaoHHbIX cucteM. Kiaccudukanus onepaimoHHbIX CUCTEM MO pa3HbIM Ipu3HakaM. OnepanuoHHas
cucTema Kak uHTepdelic Mex1y mporpaMMHBIM U anmnapaTHeIM oOecriedeHreM. CHUCTEMHBIE BBI3OBBI.
HccnenoBanus B 001acTH OMIEPAIMOHHBIX CUCTEM.
Tema 1.2. Mamunso- Conepxanne 8
3aBUCUMBIE U MalIMHHO- | 3arpy3unk OC. Maunnnanu3zanus annapatHsix cpeacTs. [Iponece 3arpysku OC.
He3aBMCcUMBbIe CBOMCTBA | [lepenocumocts OC. Mammnno-3aBucumbie Moxyiin OC. 3agaun OC 10 yIpaBIIeHHIO OIEpalisIMU BBOIA-
OIEPAlMOHHBIX CUCTEM | BbIBOJIA. MHOTrOCIIOHAA MOJIENb MOJICUCTEMBI BBOJIa-BbiBOIA. [paliBepsl. [loanepxkka onepaiinii BBO1a-BbIBOIA.
Pabora ¢ ¢aitnamu. @aiinosas cucrema. Bunel ¢aitnoBeix cuctem. @usnueckas opranuzanus (aitioBoil CHCTEMBI.
Tumnsl ¢aiino. QaitnoBeie onepanuu, KOHTPOIb HOCTYMA K (aiiiam.
TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT 8
Bupryansusie mammmasl. Co3ganne, Moaudukanms, padbora
VYceranoska OC
Coznianue 1 U3y4eHue CTPYKTYpPBI pa3/ieoB JKECTKOTO IMCKa
Onepanuu ¢ daiimamu
Tema 1.3.MoaynpHas Copnepxanne 4

CTPYKTypa

DK30 sapo. Mojens kiueHT-cepBep. PaboTa B pexxume nosb3oBaTessi. PaboTa B KOHCOTBHOM peXUME.




OTIEPALMOHHBIX CHCTEM,
MIPOCTPAHCTBO
MIOJTH30BATEIIS

O060J109KH OTIEPAIIIOHHBIX CHCTEM.

TeMaTuka NPAKTHYECKUX 3AHATHH U J1A00PATOPHBIX padoT

PaGoTa B KOHCOJIBHOM U TPaUIECKOM peKUMaX

Tema 1.4.Ynpasnenue
MaMSThHIO

Conepxanne

OcHoBHOE ynpaBieHue namsatblo. [logkauka. BuptyanbHas namsaTe. AJTTOPUTMBI 3aMEILIEHUS CTpaHuIl. Bormpockl
pa3pabOTKU CHCTEM CO CTPAaHUYHOM opraHu3anuei nmamsaTa. Bonpock! peanuzamuu. CerMeHTaIus naMsITi

TeMaTuKka NPAKTHYECKHUX 3AHATHH U J1A00PATOPHBIX padoT

MOHI/ITOpI/IHF 3a UCIIOJIb30BAaHUEC ITaMATHU

Tema 1.5.Ynpasnenue

Conep:xanue

npoleccamy, [Tonsarue npouecca. Ilonstue noroka. [loHsiTHe mpuopuTeTa M OUYEPEIU MPOLIECCOB, OCOOCHHOCTH
MHOT'OITPOLIECCOPHBIE MHOTOITPOLIECCOPHBIX CUCTEM. MeXIpoIiecCOpHOE B3aUMO/IeHCTBHE
CHCTEMBI [Tonsarue B3auMo0OI0KHUpOBKH. Pecypcrl, oOHapykeHrne B3auMoOIOKUPOBOK. M30eranue B3anMoOIOKHPOBOK.
[TpenoTBpaiienne B3auMOOIOKHPOBOK
TemaTuka NpaKTHYECKUX 3aAHATHH M J1a00paTOPHBIX padoT
VYipasieHue nmporueccamm
Habmronenue 3a CIoIb30BaHUEM PECypPCOB CHCTEMBI
Tema 1.6. Conepxanne

Bupryanuzauus u
00J1aYHbIE TEXHOJIOTUH

TpebGoBanusi, mpuMEHsieMbI€ K BUpTYyaiau3amnuu. [ unepsuzopsl. TexHomornn 3HPeKTUBHON BUPTYaTHU3AIINN.
Bupryanuzauus namsatu. Bupryanusanus BBoJa-BbIBOAA. BupryanbHbie ycTpoiicTBa. Borpocsl
JMLEH3UPOBAHUS

O6naunbie TexHogoruu. MccnenoBanus B 00J1aCTH BUPTyaInu3aiuu 00JIaKoB

TemaTuka NpaKTHYECKUX 3AHATHH U JIA0OPATOPHBIX padoT

N3yuenune npumepoB BUpTYyaabHbIX MamuH (VMware,VBox)

Pa3pen 2. BesonacHocTh

OnepanuoOHHbIX CHCTEM

Tema 2.1.1TpuHUHNIBI
MMOCTPOCHHUS 3AIIUTHI
nH(popManuu B
OTIepaIMOHHBIX

Conepxanne

[Tonsitue 6e3onacuoctu OC. Knaccudukanus yrpo3 OC. Mctounnku yrpo3 nHGOPMAITMOHHONW 0€30MaCHOCTH U
00BbeKThI Bo3aecTBUs. [lopsinok obecnieueHust 6€30macHOCTH HHPOPMAIIMH MPU IKCIUTyaTaI[iH ONEePAIIMOHHBIX
cucteM. [lItatabie cpeactBa OC m1s 3amMThl HHOOPMAIIUH.




CUCTEMAX

AyTteHTuduKanus, aBTopu3anus, ayauT.

TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

VYrpaBieHre y4eTHBIMU 3alUCAMU MOJIb30BATENEH U JOCTYIIOM K pecypcam

AyauT COOBITHI CHCTEMBI

W3ydeHre MTaTHBIX CPENICTB 3alIUThl HHOPMAIIUU B ONEPAIIMOHHBIX CHCTEMax

Paznen3. OcodeHHOCTH Pa0dOTHI B COBPEMEHHbIX ONlEPAIIMOHHBIX CHCTEMAX

Tema 3.1. Conep:xanue
OnepanyonHble 0630p cuctems! Linux. [Iponecce! B cucreme Linux. Ynpasienue namsateio B Linux. BBoa-BbIBOI B cucteme
cucteMbl UNIX, Linux, | Linux. ®@aiinoBas cucrema UNIX.
MacOS u Android OnepanoHHble cucTeMsl ceMeiicta MacOS: 0COGEHHOCTH, IPEMMYILECTBA M HETOCTATKH.
Apxutextypa Android. [Ipunoxxenust Android
TemaTuka NpakKTHYECKUX 3AHATHH U JIA0OPATOPHBIX padoT
Coznanne nuctpuObroTHBA Linux. YcTaHoBKa.
Pa6ora B OCLinux.
Tema3.2. Conepxanne

OnepanmoHHasi cucteMa
Windows

Crpykrypa cuctemsl. [Iponeccs! u motoku B Windows. Ynpasnenue namsateio. BBoa-seiBogs Windows.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

YcraHoBKa u nepBuyHast HacTpoiika Windows.

Tema3.3.CepBepHblie
OIl€palliOHHEIE
CHUCTEMBbI

Conep:xanue

OcnoBHoe Ha3zHaueHHe cepBepHbIX OC. Ocobennoctu cepBepubix OC. PacnipeneneHnsie GpaioBbie CHCTEMBI.

TemaTuKka NpaKTHYECKUX 3aHATHH M J1a00pPaTOPHBIX padoT

Pabora c cereBoii (aillIoBOI CHCTEMOM.

Pabora ¢ cepBepnoit OC, nanpumep, AltLinux.

IIpumepHasi TeMaTHKa camMocTOsITeIbHOM padoTsl npu n3yvyennu MJIK.01.01
1. Co3nanue BUPTyaIbHON MalIUHBI.
2. YcraHOBKa ONEpaluoOHHON CUCTEMBI.

3. Amnamums xypHain aynuta OC Ha pabodyeM mecTe.




4.M3yueHne aHaTUTHYECKUX 0030pOB B 00JIACTH MOCTPOCHHS CUCTEM O€30MaCHOCTH ONEPALMOHHBIX CHCTEM.

IIpome:xkyrounas arrecrauust no M/IK. 01.01 qrud¢epenuupoBaHHbIii 3a4eT 2
MJK.01.02 ba3bl JaHHBIX 80
Pazngen 1.0cHOBBI Teopuu 0a3 JTaHHBIX
Temal.l.OcHOBHEIE Conepxanne 2
MOHSATHSI TeOpUH 6a3 [Tonsitrie 6a3b1 aHHBIX. KOMIMOHEHTHI cUCTEMBI a3 TaHHBIX: JaHHbIE, allllapaTHOE o0ecreueHre, MporpaMMHoOe
naHHbIX. Monenu oOecnieveHue, moiap3oBaTen. OAHOMOIB30BaTEIbCKME M MHOTOIIOJIB30BATEIbCKUE CUCTEMBI 0a3 TaHHBIX.
JAHHBIX HNuTterpupoBannbie u oOue ganabie. O0BEKTHI, CBOMCTBA, OTHOIICHUS. [[eHTpann3oBaHHOE yIipaBiieHNe
JTAaHHBIMU, OCHOBHBIE TPEOOBaHMUSI.
Monenu nanusix. Mepapxudeckue, CeTeBble U PEISLIUOHHBIE MOJENIN OpraHu3aluu naHHbIX. [locTpensiunonnble
MOJIEH JaHHBIX.
TepmuHOIOTHS pensauuOHHBIX Mojenel. Kimaccudukamus cynnoctei. JIBenaamars npaswmn Komxnaas
orpezeNieHus: KOHIENINH PESIIMOHHON MOJIEINH.
Tema 1.2.0OcHOBBI Conep:xanue 2
peIsMOHHON anreOpbl | OCHOBBI PENSIMOHHON aareOpbl. TpaJuIIMOHHbIE ONlEpallMy Ha [ OTHOMICHUAMH. ClienHaIbHbIC OTIEPAIlUH Ha/l
oTHomeHusaMHU. Onepany HajJ OTHOIICHUSIMH JTOTTOTHEHHbIE JleiiToM.
TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT 2
Onepanuu HaJl OTHOIICHUSIMU
Temal.2.ba3oBsie Conep:xanue 2
MIOHATHUSA U bazoseie nonstust CYB/l .OcHoBHbIe QyHKIINH, peanu3yeMbie B CYBJl OcnoBuble komnoneHTsl CYB/I 1 ux
Knaccudukanus cucreM | B3aumopeiicteue. Mutepgeiic CYB/. S3bikoBbie cpeacta CYB/I. Kinaccudukamus CYB/l. CpaBHuTenbHas
yIpaBjieHus1 OazaMu xapakrepuctuka CYB/]. 3nakomctBo ¢ CYB/] (10 BEIOODY)
TAHHBIX
Tema 1.3. Conep:xanue 2
[lemocTHOCTD JTaHHBIX [TonsATHE 11IETOCTHOCTU U HENTPOTUBOPEUMBOCTHU AaHHBIX. [[prMepbl HapyIIeHUs IETOCTHOCTH U
KaK KJIFOUYEBOC MOHSATHE | HEMMPOTHUBOPEUMBOCTHU AaHHBIX. [IpaBuia u orpaHuyeHus.
0a3 JaHHBIX
Pa3nea 2. IIpoekTnpoBanue 6a3 JaHHBIX
Tema 2.1. Conepxanne 2




Nudopmanmonnsie
MOJIENTN PEIISIIIMOHHBIX
0a3 JaHHBIX

Tunbl nHGOPMAIMOHHBIX MoJenel. Jlornueckue Monenu qaHHBIX. PU3MUECKUE MOJICTH TaHHBIX.

TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

[TpoexTupoBaHue HHHOIOTUIECKON MOJICTH TaHHbBIX

Tema2.2.
Hopmanm3arus Tabmuig
PENSIIMOHHON 0a3bl
JAHHBIX.
IIpoexktupoBanue
CBSI3eU MEXIY
TaOJIUIIAMU.

Conepxanne

HeoOxoaumocTbHOpManu3aunu. AHOMaTUUBCTaBKY, ylaneHusinoOHoBIeHus . I [puBeneHneTabuIbik
MepBO,BTOpOHUTpeTheHOpMaTTbHBIM(DopMmam. JlanpHelmassHopManu3anuaTadaui. YeTBeprasumnsitas
HOpManbHbIe hopMbl. [IprMeHeHHe TTpoliecca HOpMAaTU3aIINH.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

[TpoexTupoBaHue CTPYKTYpbI 0a3bl JaHHBIX

Tema2.3.CpencrBa
aBTOMaTu3almnuu
MIPOSKTUPOBAHHMSI

Conepxanne

CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukanus CASE-cpencts. ['paduueckoe
npeacTaBieHue Mozeneit npoexktupoanusa. UML. J[narpamma cynmiHOCTh-CBSI3b, IMarpaMma NOTOKOB JJAHHBIX,
AuarpaMma npeucacHTOB UCITOJIb30BaHUA.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

[IpoexTupoBanue 6a3bl NaHHBIX ¢ ucnoiab3oBanneM CASE-cpencts

Pa3nea 3. Opranusanus

0a3 JaHHBIX

Tema3.1.Co3ganue
0a3nl JaHHBIX.
ManunynupoBaHue
JTAHHBIMM,

Conep:xanue

Co3nanue 6a3bl naHHBIX. PaboTa ¢ Tabnunamu: co3ganue TabIuIbl, I3MEHEHUE CTPYKTYpPHI, HAlTOJTHEHHUE
TaOJIMIIBI TaHHBIMH. Y TIPaBJICHUE 3alUCSIMU: T00aBlIeHHE, peIaKTHPOBAaHKE, ylaJleHHe U HaBuraims. Padora ¢
0a30i1 TaHHBIX: BOCCTAHOBIICHHE U CkaTHe. OTKpbITHE M MoAu(UKaIMs JaHHBIX. KOMaH bl XpaHeHHs,
N00aBJICHUS, PEJaKTUPOBAHUS, YIAJIICHHUS U BOCCTAaHOBJICHHI JaHHBIX. HaBuraiyst mo Habopy TaHHBIX.

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

Co3nanue 6a3bl nanubIx cpeacrsamMu CYB/I. Pabota ¢ Tabnunamu: no0aBieHue, pelakTHpOBaHKe, YAalIeHUe,
HaBHUTALUS 10 3aMUCSM.

Tema 3.2.11HaeKcChL.
CBsi3u MEXIY
TaOJIULAMHU.

Conep:xanue

[TocnenoBarenbHbIi ouck naHHBIX. COpTHPOBKA U (puiIbTpanus AaHHBIX. MHaekcupoBanue tadbnui. Paznuunbie
TUIIBI HHJIEKCHBIX (paiinoB. Paboune obnactu u nceBaoHuMbl. CBsi3b Tabaun. OObennHeHne Tabuu.




O0BeanHeHNE TAOINILL

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Co31anue B3aMOCBSI3EN

CoptupoBka, Noucku GUIbTpalus JAaHHBIX

Croco0bl 00beIMHEHNS TaOJIHIT

Paznen 4. Ynpasiienue 60a30i 1aHHbIX ¢ momombio SQL

Tema 4.1.
CrpyKTypupOBaHHBII
sI3bIK 3armpocoB SQL

Conepxanne

OO01as XapakTepUCTHKA SI3bIKa CTPYKTYpUPOBaHHBIX 3a1ipocoB SQL. CTpykTypsl 1 TUIBI JaHHBIX. CTaHAApThI
a3bika SQL. Komanp! onpenesieHust JaHHBIX M1 MAHUMYJIUPOBAHUS JAaHHBIMH.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

Cosznmanue 6a3pl JaHHBIX ¢ TOMOIIBIO kKoMaH SQL. PenaktupoBanue, BCTaBKA U yIAICHUE JaHHBIX CPEACTBAMHU
si3pika SQL

Temad.2.0neparopbin
¢dbyskun s3p1ka SQL

Conep:xanue

Crpykrypa komanasl Select. Yenoue Where. Onepatops! u (pyHKIIUHM TPOBEPKH ycaoBuid. Jlornueckue
orepaTopsl. I'pynmossie GyHknnu. @yHKIMK AaThl 1 BpeMeHn. CUMBOIIBHbBIE (QYHKIHH.

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

Coztanue 1 UCIOJIb30BAHME 3aMIPOCOB. I'pyIIIMpOBKa U arperupoOBaHUE TaHHBIX

KoppennpoBaHHbie BI0KEHHBIE 3aITPOCHI

Coznanue B 3anpocax BhIYMCIsAEMBIX ToJel. Mcnonp30Banue yciaoBuit

Paznen S. Opranuzanus

pacnpeneéHHbIX 0a3 JaHHBIX

Tema 5.1.
ApPXUTEKTYPBI
pacripesielieHHbIX 0a3
JTAHHBIX

Conepxanne

ApPXUTEKTYpbI KIHEHT/cepBep. JloCTOMHCTBA U HEAOCTATKU MOJIENe apXUTEKTYphl KIIMEHT/CEepBEp U UX BIUSHUE
Ha ¢pyakuronupoBanue ceteBbix CYB/I. [IpoekTupoBanue 6a3bl JaHHBIX MO KOHKPETHYIO apXUTEKTYpPY:
KJIIMEHT-CEPBEP, pacipeiesieHHbIe 0a3bl TaHHBIX, MapajuiebHast 00paboTKa JTaHHBIX.

OTan4us ¥ MPEeuMYIIECTBA yAaJeHHbIX 0a3 TaHHBIX OT JOKAIBHBIX 0a3 JaHHBIX. [IpenmyiecTBa, HEIOCTaTKU 1
MECTO MPUMEHEHUS ABYX3BEHHON U TPEX3BEHHOUN apXUTEKTYPBHIL.

TeMaTuka NPAKTHYECKHUX 3AHATHH U J1A00PATOPHBIX padoT

VYrpasneHnue J0CTyoM K 00beKTaM 0a3bl TaHHBIX

Tema 5.2.CepBepHast

Conepxanne




4acTh paclpeeseHHON
0a3bl JaHHBIX

[TnanupoBanue u pa3BépteiBanre CYBJ[ m1st paboThl ¢ KIIMEHTCKUMU TTPHIIOKEHUSIMU

TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

VYcranoBka CYB/I. Hactpoiika komnoneHToB CYB/I.

Tema5.3. KaneHtckas
4acTh paclpeesIeHHON
0a3bl JaHHBIX

Conepxanne

[TnanupoBanue npunoxennit. Opranuzanus uaTepdeiica ¢ moap3oBareneM. 3HAKOMCTBO ¢ MacTepaMu U
KOHCTPYKTOpPaMH IpH MPOEKTUPOBaHUU (HopM U 0T4eTOB. Tunsl MeHi0. PaboTa ¢ MeHIo: co3aanue,
MOTU(UKAIIHSL.

Hcnonp3oBanne 00bEKTHO-OPUEHTUPOBAHHBIX S3bIKOB IPOrPaMMUPOBAHUS I CO3JaHMs KIMEHTCKON YacTH
0a3bl JaHHBIX. TE€XHOJIOTHH JIOCTYTIA.

Ontumuzanus npousBoauTenbHocT pabotel CYB/I.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

Co3znanue GopM U OTHETOB

Coznanue meHro. ['eHepanus, 3amyck.

[IpodpunupoBanue 3anpocoB KIMEHTCKUX MPHIIOKESHUH.

Pa3nesa 6. AtMuHNCTpHpOBaHue U 0€30MaCHOCTD

Tema 6.1.
OO0ecneuenue
LIETTOCTHOCTH,
JIOCTOBEPHOCTH H
HEMPOTHBOPEYHBOCTH
JTAHHBIX.

Conep:xanue

VYrpo3ss! nenoctHoctr CYBJI. OCHOBHBIEC BHIBI M TPUYUHBI BOSHUKHOBEHHUS YTPO3 11eTOCTHOCTH. CIIOCOOBI
nporuBoercTsus. IIpaBuiia, orpaHuyeHusl.

ITonsaTHe xpanumoii npoueaypsl. JI0OCTOMHCTBA U HENOCTATKH MCIOIb30BaHNS XpaHUMBIX Ipouenyp. [lonarue
Tpurrepa. S3pIKk XpaHUMBIX TPOLIEAYp U TpUrrepoB. KackaaHbie BO3A€CTBUS. YTIpaBICHUE TPAH3AKIUAMHU U
KALIMPOBAHUE TIAMSTH.

TemaTuKka NpaKTHYECKUX 3aHATHH M J1a00pPaTOPHBIX padoT

Pa3paboTka XpaHUMBIX IPOLEAYD U TPUTTEPOB

Tema 6.2. IlepexBat
HNCKIIFOUUTCIBHBIX
cUTyanui u oopadboTKa
OLIOO0K

Conepxanne

[ToHsATHE UCKITIOYUTENBHON CUTYallMU. MATKUI U )KECTKUH BBIXOJ U3 UCKIIOUUTEIIBHON cuTyaruu. Mecto
BO3HUKHOBEHHUSI HCKITIOUUTENbHON cuTyaruu. OnpeneneHne XxapakTepa OnMOKy, BEI3BABIICH HCKITIOUYUTETHHYIO
CHUTYALHUIO.

Tema 6.3. Mexanu3Mel

Conepxanne




3aImuThl HHQOPMAITUHU B
crcTeMax yrpaBlIeHUS
0a3zaMH TaHHBIX

Cpencta nnentudukanuu ayreHTudukanuu. Oomue ceenenus. Opranuzanus Bzaumoseicteus CYB/[
6azoBoit OC. Cpencta ympasieHus: 70cTynoM. OCHOBHBIC MTOHATHS: CYOBEKTHI M O0BEKTHI, TPYIIITHI
M0JIb30BaTENeH, MPUBMIIETHH, POJIU U MPEACTABICHUS. SI3bIKOBBIE CPE/ICTBA pa3rpaHUUeHus JocTyna. Busl
NPUBUJIETHI: TPUBHIIETUN 0€30IIaCHOCTH M JTocTymna. KoHlenus u peainsanus MexaHu3Ma pojiei.
CootHolrenue npas goctymna, onpenensembix OC u CYB/I.

Cpenctsa 3amuThl HHGOpPMAIMU B 0a3ax JaHHBIX

TeMaTuka NPAKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT

VYmpasieHnue npaBaMu JocTyna K 0a3aM JaHHBIX

Tema 6.4.
KonmpoBanue n
MePEHOC TaHHBIX.
Boccranosnenue
JAHHBIX

Conepxanne

Co3nanue pe3epBHBIX KONHM Beelt 0a3bl JaHHBIX, )KypHaJla TPaH3aKIUi, a TAK)KE OJHOTO HIIM HECKOJIBKHX
daiinoB wim QaitoBeix rpymn. [Tapamienusm oneparuii MoauUKAIIMN TaHHBIX ¥ KOMUPOBaHUS. THITBI
PEe3epBHOrO KONMMPOBaHMsI. Y IPABIIEHUE PE3EPBHBIMU KOMUSIMHU. ABTOMAaTHU3aLMs IPOLIECCOB KOIMPOBAHUSI.
BoccTaHnoBieHne qaHHBIX

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Aynut gansbIx ¢ nomouisto cpencts CYB/] u tpurrepos

PesepBHOE KOMMPOBAaHUE U BOCCTAHOBIICHHE 0a3 JAHHBIX

IIpumepHasi TeMaTHKa caMOCTOSITeIbHOM padoTel npu n3yvyennu MJIK.01.02

XNk

Brinonaenne naAMBUyaIbHOTO 3a1aHus 10 TeMe «IIpoekTupoBanre HHPOIOTHIECKOW MOIEH 0a3bl JaHHBIX.

BrinosiHeHNE MHIUBUAYAIBHOTO 3a7aHus 110 TeMe « Hopmann3zanuus OTHOLLEHUID.

[Toarororka pedeparos Ha Temy «Pa3Butue CYB/» (konkpetHoit CYB/).

Brimonaenne naaMBUIyanbHOTO 3aaaHus 1o TeMe «Co3nanue 6a3pl JaHHBIX. Co3nanne Tadui. OpraHu3amnus MEKTaOJIUIHBIX CBSI3CH»
BrinonHenne MHAMBUYATBHOTO 3aaHus 10 TeMe «Opranu3aius 3ampocoBy.

BrinosiHeHne MHIUBUAYAIBHOTO 3a7aHus 1Mo TeMe «Co3/1aHue TOJIb30BaTebCKOro MpuioxkeHus cpeacrsamu CYb».

Pa36op cuHTakcuca XpaHUMBIX MPOIIEAYP U TPUTTEPOB.

[Toarororka pedepatoB o Teme «Opranu3anus U UCTIOJIH30BaHIE MEXaHU3MOB 3aIIUTHI 0a3bI TAHHBIX.

IIpomexyrounas arrecranusa no MJIK.01.02 nudpdepenunpoBannbiii 3a4er




IIpumepHbIe BUABI CAMOCTOSATEIbHBIX PA00T NP U3YUYeHHUH pa3aesaa 1MoayJist
CucremaTudeckas mpopaboTKa KOHCIIEKTOB 3aHATUH, YIeOHOM U CIIEIUANTBHON TEXHUYECKON JIUTepaTyphl (1o BompocaMm K maparpadam,

rjlaBaM y4eOHBIX TOCOOUH, COCTaBICHHBIM MTPETI0IaBaTENIEM )
[ToaroToBka K MpakTUYECKUM paboTaM C UCHOIH30BAHUEM METOIMYECKUX PEKOMEHIAUI penoaaBareis, 0popMiIeHHE TPAKTHUECKUX

paboT, OTYETOB K MX 3alIHTE.

Paznen 2 moayasi. ATMMHUCTPUPOBAHUE ABTOMATH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3aIIUIEHHOM MCIIOJTHEHNH 288
M/K. 01.03 Ceru u cucTeMbl niepeaadu nuHGpopmMannu 60
Paznen 1.Teopusi TeJieKOMMYHHMKAIIMOHHBIX CeTe
Tema 1.1. OcHOBHEIE Conepxanue 4
noHATus u onpenenenHus | Knaccugukanus cucrem cBszu. CooOmeHNs ¥ CUTHANIBL. BUabI 371eKTPOHHBIX cUrHaNOB. CrieKTpaibHOe
npenacrasieHue curanoB. [Tapamerpsl curHanoB. O6beM U HHPOPMAIIMOHHAS EMKOCTh CUTHAJIA.
Tema 1.2. [IpuHnumel Copep:xanue 2
nepenaun nHGopmauuu | Ha3HadeHue u MpUHIUIIBI opranu3amnuu cereid. Kiaccugukanms cereit. MHOroypoBHEBBIi moaxo. [IpoTokor.
B CETAX U CUCTEMAX WuTtepodeiic. Ctex npoTokooB. TenrekoMMyHHKAIIMOHHAS Cpefa.
CBSI3U
Tema 1.3. Tunossle Conepxanue 4
KaHabl nepegaun M ux | Kanan nepegaun. CeTeBoii TpakT, TPYNIIOBOI KaHal nepeaadn. Anmnaparypa nu(poBbIX IIE3NOXPOHHBIX CUCTEM
XapaKTEPUCTUKHU nepeaadynd. OCHOBHBIE TapaMETPbI U XapaKTEPUCTUKN CUTHAJIOB. YIPOIIEHHAs cXeMa opraHn3anuu kanaina THU
TemaTnka NpaKTHYeCKUX 3aHATHI M JIa0OPATOPHBIX padoT 6

Pacuer mpomyckHOM crTOCOOHOCTH KaHaIa CBS3U




Paznen 2. CeTn nmepeaaum JaHHBIX

Tema 2.1.Apxutexrypa | Comep:xxkaHue 4
Y IPUHLIUIIBI paOOTHI Crpykrypa 1 xapakTepucTuku cereid. CriocoObl KOMMYTAallMU U Miepefaun JaHHbIX. Pacnipenenenue GyHKIuU 1O
COBPEMEHHBIX CeTel CUCTEMaM CETH U aJipecallys MakeToB. MapiipyTusaius 1 ynpapieHHe OTOKaMH B CETAX CBSI3U.
nepeaadn JaHHbIX [IpoTokosnbl uHTEpdEICH yrpaBiIeHHs KaHAIaMU U CEThIO Mepeaayun JaHHBIX.
TemaTnka NpakTHYeCKUX 3aHATHI M J1a0OPATOPHBIX padoT 18
Kondurypuposanue cereBoro uurepdeiica padboueii craHIMu
Kondurypupoanue cereBoro natepdeiica MapuipyTuszaropa mo nporokory [P
Koppekuust mpobiem unTepdeiica MapmpyTuzaropa Ha GU3HIECKOM U KaHAIEHOM YPOBHE
JlnarHocTuka u pa3pelieHue mpodieM CETeBOro ypOBHS
JlnarHocTuka u pa3pelieHue mpodieM MPOTOKOIOB TPAHCIIOPTHOTO YPOBHS
Jlnarnoctuka u paspelieHue npodieM NpOoTOKOIOB MPUKIAAHOTO YPOBHS
Tema 2.2. Conepxanue 2
becripoBoanble cuctemsl | becripoBogHblie KaHaib! cBs3H. becnpoBoabie cetn Wi-Fi. [Ipenmyinectsa u o0macts npuMeHeHns. OCHOBHBIC
nepeaauu JaHHbIX AJIEMEHTHI OecIpOBOAHBIX ceTeil. CTanmapTel 6ecripoBoaHbIX cereil. Texunomorus WIMAX
TemaTuka NpaKTHYECKUX 3AHATHH U J1a00PATOPHBIX padoT 6
Hacrpoiika Wi-Fi mapmipyrusaropa
Tema 2.3. CoTOBEIE U Conepxanue 2
CIyTHUKOBBIE cucTeMBbl | [IpuHImne! GyHKIMOHUpOBaHUs cucTeM coToBou cBsizu. Ctanaaptel GSM 1 CDMA. CriyTHUKOBBIE CUCTEMBI
nepeaadn JaHHBIX.
IIpumepHasiTemaTuKkacaMocTosATeabHOMpadoTbinpundyyeHun MJ/IK.01.03 5
1. Hactpoiika Wi-Fi mapmpyruszaropa
2. HW3ydeHue CETEBBIX YTUIUT
3. KoudurypupoBanue cereBoro uaTepdeiica
4. MapumpyTtu3zanuus 1 ynpaBieHUE NOTOKaMU B CETSAX CBSI3U
Kouncyabraunu 4
IIpomexyTounas arrecranus no M/IK.01.03 (3x3amMeH KOMIJIEKCHBIIT) 3




M/AK.01.04 Dxcruryatauusi aBTOMATU3MPOBAHHBIX (MHPOPMALMOHHBIX) CHCTEM B 3aIMIIIEHHOM UCIOJTHEHUN

104

Pasznea 1. PazpaboTka 3ammiieHHbIX ABTOMATU3MPOBAHHBIX (MHGOPMALIMOHHBIX) CUCTEM

Tema 1.1. OcHOBHI
MH()OPMAITMOHHBIX
CHCTEM KaK 00BbeKTa
3aIUTHI.

Conepxanne

[TonsiTne aBTOMaTH3MpOBaHHOU (MH(MOpPMaIMOHHOM) cucTeMbl OTiimunTtensHbie uepThl AVC Hanbosee gacTto
UCTIOJIb3YeMBbIX KJIacCH(UKaMi: T0 MacTaly, B 3aBUCMMOCTH OT XapakTepa MH()OPMAIMOHHBIX PECYPCOB, 1O
TEXHOJIOTH U 00pabOTKH JAHHBIX, 110 CIIOCOOY IOCTYIA, B 3aBUCMOCTH OT OPIaHU3aLUU CUCTEMBI, [10 XapakTepy
UCTIONIb30BaHus HH(popMaryu, o cpepe npumenenus. [Ipumepst obnacteit mpumenenust AVIC. Ipoueccs B
AUC: BBOA, 00paboTKa, BEIBOJ, 0OpaTHas cBsi3b. TpeboBanus k AUC: rubkocTh, HAAEKHOCTD, 3(P(HEKTUBHOCTS,
0€30MacHOCTb.

OcHOBHBIE 0COOEHHOCTH COBpeMEHHBIX MPOeKTOB AVC. DNeKTpOHHBIN TOKyMEHTOOOOPOT.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

PaccmoTpenue npumepoB pyHKITMOHUPOBAHKS aBTOMATH3UPOBaHHBIX HHpopMarmoHHbIx cucteM (ETAUC,
Poccuiickas ToproBasi cucreMa, aBTOMaTU3HpOBaHHAs HHPOPMAIIMOHHAS CUCTEMa KOMITAaHUH )

Tema 1.2. ) Ku3zHeHHBIN
LMK
ABTOMATHU3UPOBAHHBIX
CHCTEM

Conepxanne

[Tonsrue xuznenHoro mukiaa AVC. [Iponeccel xuzHeHHoro 1ukia AUC: ocHOBHbIE, BCHOMOTaTeIbHbIE,
opranm3aionnsie. Craauu sxu3HeHHoro 1ukiaa AVC: monenupoBanue, yrpapieHne TpeOOBaHUSIMU, aHATTU3 U
MIPOCKTUPOBAHUE, YCTAHOBKA U COMPOBOXKAeHUEe. Monenu xku3znenHoro uukia AVC.

3ama4m U Tanbl IPOSKTUPOBAHNS aBTOMAaTH3UPOBAHHBIX CHCTEM B 3aIHIIEHHOM HCIIOJHEHUH. MeTO107I0THH
npoekTrpoBanus. Opranuzanus padboT, GyHKIMU 3aKa3YUKOB U Pa3pabOTUUKOB.

TpeboBaHMs K aBTOMAaTU3UPOBAHHON CHCTEME B 3aLIUIIEHHOM HCIIOJHEHHH. PabOTHI Ha CTaausaX U JTanax
CO3JIaHMs AaBTOMATU3UPOBAHHBIX CUCTEM B 3AIIUIICHHOM UCIIOJIHEHUHU. TpeOOBaHus 10 3aIUTe CBEACHUN O
C03/1aBa€MOM aBTOMAaTU3UPOBAHHON CUCTEME.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIa00PATOPHBIX padoT

Pa3paboTka TeXHUYECKOTO 3a/1aHUS HA TPOSKTHPOBAHNE aBTOMATU3UPOBAHHON CHCTEMBI

Temal.3.Yrpo3sl
0€30MacHOCTH
nH(popManuu B
ABTOMATHU3HUPOBAHHBIX

Conep:xanue

HOTGHI_II/IaJIBHBIe YIrpO3bl 6630HaCHOCTI/I B aBTOMATU3UPOBAHHBIX CUCTECMAX. Ucrounuku n OGBCKTBI BO3,[[€I>'ICTBI/I$I
yrpo3 6e3onacHocty nHpopMaruu. Kpurepun knaccudukamnuu yrpo3. MeTobl OlleHKH OMacHOCTH yTrpo3. bank
JAHHBIX YTpo3 0€301acHOCTH HHGOPMAITUH




cucTeMax [Tonsitue ysi3BuMocTH yrposbl. Kiaccudukanus ysa3BUMOCTEH.
TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT 10
KareropupoBanue nHQOpPMAIIMOHHBIX PECYPCOB
AHanu3 yrpo3 6e30macHoCcT HHpopMarmu
ITocTpoenue Moaenu yrpo3
Temal.4.OcHOBHEIE Conepxanne 2
MepBbI 3alIUThHI OpranuzanuoHHbIe, TPABOBBIC, IPOrPAMMHO-AIAPATHEIE, KPUMITOTpadUIECKIE, TEXHHUECKUE MEPHI 3aIUThI
MHMOPMAIHH B uH(pOpMaIIMK B aBTOMAaTU3UPOBAHHBIX CHCTEMAX.
aBTOMaTH3UPOBAHHBIX HopmaruBHo-paBoBas 6a3a s OnpeeeHus Mep 3aliThl HHPOPMAITUH B aBTOMATU3UPOBAHHBIX
cHcTeMax WH(OPMALIMOHHBIX CHCTEMaX U TPeOOBaHHM K HUM
Temal.5.Conepxanue | Conepxanue 12

1 TIOPSIIOK
skcruryaraiuu AC B
3aIUIIEHHOM
HCHOJIHEHUT

Wnentudukamus u ayreHTUGUKALNS CYyObEKTOB IOCTYNa U 0OBbEKTOB JIOCTYIIA.
VYnpasneHue 10CcTyroM CyOBEKTOB 10CTyIa K 00BEKTaM JIOCTYTIA.

OrpanudeHue NporpaMMHO CpeJibl.
3amTa MalMHHBIX HOCUTENeH nH(opMauu

Perucrpanus coObITHI 6e30naCHOCTH

AnTuBHupycHas3amura. OOHapyKeHHEeTPU3HAKOBHAIMUUSBPEIOHOCHOT OIIPOTrPAMMHOT000eCTIeueHHSI.

PeanuzanusantusupycHoizamuTsel. OOHOBICHHE0a31aHHBIXIIPU3HAKOBBPEOHOCHBIXKOMITBIOTEPHBIX IIPOTPAMM.

OGHapyxeHue (IpeaoTBpalieHue) BTOPKCHHMA

KoHnTtposnb(ananu3) 3amuiieHHocTd nHbopMaiuu OdecrieueHne meTI0CTHOCTH HHPOPMAIIMOHHON CUCTEMBI U
nHpopmanuu ObecredeHne J0CTYITHOCTH HHPOPMAITIH

TexHnonoruu BupTyanu3anuu. Llens co3nanus. 3agaun, apxuTeKTypa U OCHOBHBIE QyHKIUU. [IpenmyrecTBa ot
BHEJIPEHUS.

3ammura TeXHUYECKUX CPEICTB. 3anuTa HHHOPMAITMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U TIepeIauun
JTAHHBIX

PGSGPBHOC KOIMMPOBAHHUEC U BOCCTAHOBJICHUEC JaHHBIX.




ConpoBoXk/IeHHE aBTOMATU3HPOBAHHBIX CHCTEM. Y IIPABJICHHE PUCKAMHU U HHIIMJICHTAMH YIIPABICHUS
0€30IaCHOCTHIO.

Temal.6. 3amura
uHpopMaluu B
pacnpeneneHHbIX
aBTOMATU3UPOBAHHBIX
cucTeMax

Conep:xanue

MexaHu3MBbl 1 METO/IbI 3aIIUTHI HH(OPMALUY B PAaCpPEAEICHHBIX aBTOMaTU3UPOBAHHBIX CUCTEMAX.
ApXHUTEKTYpa MEXaHU3MOB 3aIIUThI PACIPEAEICHHBIX aBTOMaTU3UPOBAHHBIX CUCTEM. AHAIN3 U CUHTE3
CTPYKTYPHBIXU( YHKIIMOHATbHBIX CXEM3AIIUIIIEHHBIXaBTOMATU3HPOBAHHBIXMH(POPMALIMOHHBIXCUCTEM.

Temal.7.0cobennoctu
pa3paboTKu
MH(POPMAIIMOHHBIX
CHCTEM IePCOHATBEHBIX
JTAHHBIX

Conepxanne

O61mue TpeboBaHMsI 10 3aIIUTE EPCOHANBHBIX JaHHBIX. COCTaB U CoJepKaHUE OPTaHU3alMOHHBIX U
TEXHUUYECKUX Mep IO 3aluTe MHPOPMAIIMOHHBIX CHCTEM MEePCOHANBHBIX JaHHBIX .Jlopsmok BeiOOpa Mep 1o
obecrnieueHn0 0€30MaCHOCTH IEPCOHANBHBIX JaHHBIX. TpeOOBaHMsI 1O 3alIUTE MEPCOHATBHBIX JaHHBIX, B
COOTBETCTBUU C YPOBHEM 3allIMIIEHHOCTH.

TeMaTuKka NPAKTUYECKUX 3AHATHH U JIA00PATOPHBIX padoT

Onpenenennst ypoBHs 3amuiieHHoctd UCITJIH u Be160p Mep mo obecnieuenuto 6ezonacHoctu [1/1H.

Pazgen 2. Ikcmryaranus 3alMIIeHHBIX ABTOMATU3MPOBAHHBIX CHCTEM.

Tema 2.1.0cobeHHOCTH
IKCILTyaTaluu
ABTOMATH3UPOBAHHBIX
CHUCTEM B 3allTUIIICHHOM

Conepxanne

Amnanu3 nHpOpMaMOHHON HHPPACTPYKTYPHI aBTOMAaTH3UPOBAHHOMN CUCTEMBI U €€ Oe30IacCHOCTH.

MeToabl MOHUTOPHHTA U ay/AUTA, BBISIBICHUS YIPO3 HH(POPMAITMOHHOW O€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX
CHCTEM.

HETOTHEHHH. Co,uepxcaHHe " TOPAAOK BBITIOJTHCHUS pa60T 110 3a1IuTe HH(bOpMaL[I/IPI IIpu MOJACPHU3AINN aBTOMaTH3HpOBaHHOﬁ
CHUCTEMBI B 3allTUIIICHHOM HUCIIOJTHECHUN

Tema 2.2. Conep:xanue

AJIMUHHCTPUPOBAHUE 3agaun U QyHKIMU aIMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CHCTEM. ABTOMATH3alUs YIPABJIECHUsS! CEThIO.

ABTOMATHU3HUPOBAHHBIX OpI‘ aHu3alus aIMUHUCTPUPOBAHUA aBTOMATU3UPOBAHHBIX CUCTCM. AHMHHHCTpaTHBHBIﬁ nepcoHal u pa60Ta C

CHCTEM M0JIb30BaTESIMH. YTIpaBlIeHNE, TECTUPOBAHUE U IKCIUTyaTalllsi aBTOMaTU3UPOBAHHBIX CUCTEM. MeToIbl,

crocoObl U cpeicTBa 0OecTeueHs] 0TKa30yCTOMYMBOCTA aBTOMATU3UPOBAHHBIX CHCTEM.




Tema 2.3. Conepxanne 2
JlesTensHOCTS CopepxaHuie ¥ MOPSAOK JIEATEIbHOCTH IEpPCOHAIA MO AKCIUTyaTalluy 3alIUIIEHHBIX aBTOMATU3UPOBAHHBIX
fiepeotaia 1o CUCTEM ® TIOJCHCTEM O€30MacHOCTH aBTOMATH3WPOBAHHBIX cucTeM. OOmme 00S3aHHOCTH
IKCILTyaTaluu .
aMUHHCTpATOpa MHPOPMAIIMOHHOM 0€301aCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.
ABTOMATH3UPOBAHHBIX
(nHpOPMAITMOHHBIX )
CUCTEM B 3alllUIICHHOM
UCTIOJTHEHU U
Tema 2.4. 3amura oT Conepxanne 4
HECaHKUMOHUPOBAaHHOIO | OcHoBHBIE pUHITUIEI 3aUTHl OT HCJI. OcHoBHBIE crioco6br HCJI. OcHOBHBIE HanpaBieHUsT 00ecTieueHus
noctyna k uHdopmanuu | 3amutsl oT HCJ[. OCHOBHBIE XapaKTePUCTUKN TEXHUUECKUX cpeAacTB 3amuThl oT HCJ. Opranu3zaius padboT 1mo
zamurte ot HC/I.
Knaccudukanus aBToMaTu3upoBaHHbIX cucteM. TpedoBanus no 3amute nHpopmanuu ot HCI mis AC
Tpeb6oBanus 3ammmenHoctd CBT or HC/ k ungopmarun
TpebGoBanusI K CpecTBaM 3allUThI, 00ECTICUNBAIONINM Oe301acHoe B3anumoielicteue cereit OBM, AC
MOCPEACTBOM YIIPaBJICHUS MEKCETEBBIMU MTOTOKAMU MH(OpMaLUY, U pealn30BaHHbIX B BUje MO
Tema 2.5 .C3U or HCJ] | Conep:xkanue 4
HazHnaueHue 1 OCHOBHbBIE BO3MOYKHOCTH CUCTEMBI 3alIUTHl OT HECAaHKIIMOHUPOBAHHOTO JOCTYyNA. APXUTEKTypa U
cpencTsa ynpasienus. O0mmue npuHIUIBI yipaBieHnus. OCHOBHbIE MEXaHU3MBbI 3aIUTHI. Y IIpaBiIeHHe
ycrpoiictBamu. KoHTpob anmapaTHoil KOHPUTypanuu KoMmneiorepa. M30uparensHoe pa3rpaHudeHne JOCTyIa K
YCTPOKCTBaM.
YmpasieHre JOCTYIIOM B KOHTPOJIb TiedaTH KOHpHUAeHIInaIpHoU nHpopMaluu. [IpaBuna paboTsl ¢
KOH(pHUIeHIIMAIBHBIMU pecypcaMu. HacTpoiika MexaHn3Ma MoJTHOMOYHOTO yIpaBlieHus 1ocTymnoM. Hactpoiika
peructpanuu coobITHil. YIIpaBlieHne PeKUMOM MOTOKOB. YTIPaBIIEHHUE PEKUMOM KOHTPOJIS TeYaTH
KOH(UICHIMATBHBIX JOKYMEHTOB. YTpaBieHue rpudaMu KOHPHUIEHIMATbHOCTH.
OO6ecnieyeHue MeIOCTHOCTH HHGHOPMAITMOHHONW CHCTEMBI M HH(pOpMAITUH
[lenTpanu3oBaHHOE YIPaBIECHUE CHCTEMO 3aIIUThI, OTIEPATUBHBI MOHUTOPHHT U ayIUT 0€301MacCHOCTH
TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT 14




VYcranoBka u Hactpoiika C3U ot HCJI

3ammTa BX0Ja B CUCTEMY (MICHTU(PUKAIMS U ayTeHTH(DUKAIINS TT0JIb30BaTEIICH )

Pasrpannuenne nocrymna K ycTpoicTBam

VYnpasneHue J0CTynom

Vcnonb30BaHne MPUHTEPOB ISl TeYaTH KOH(PUIEHIIUATbHBIX JOKyMEeHTOB. KoHTpoIb euaTu

Hactpolika cuctemsl 15 3a1a4 ayauTa

Hacrpolika KOHTpOJIA HETOCTHOCTH U 3aMKHYTOU IIPOTPAMMHOM CPEJIbI

LleHnTpasn3oBaHHOE YIPABICHUE CUCTEMOH 3aIIUTHI, ONIEPATUBHBI MOHUTOPUHT U ayAUT O€30MaCHOCTH

Tema 2.6.
OKCIUTyaTalusi Cpe/icTB
3aIuTHl HHOOPMAIUHU B
KOMITHIOTEPHBIX CETSIX

Conep:xanue

HOpHI[OK YCTAaHOBKHU U BBOJla B 3KCILTyaTallUuIO CPECACTB 3allUThL I/IHq)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CCTAX.

[TpuHIMIIBI OCHOBHBIX METOJIOB OpraHU3allMU IPOBEACHHS TEXHUYECKOTO 00CTYKUBAaHUS BBIYMCIUTEILHON
TEXHHUKHU U IPYTUX TEXHUYECKUX CPEICTB MH(POpMATU3ALIUN

I[I/IaI‘HOCTI/IKa KOMITOHCHTOB CUCTEM 3alllUThI I/IHq)OpMaI_[I/II/I ABTOMATHU3UPOBAHHBIX CUCTCM, YCTPAHCHUC OTKA30B U
BOCCTaHOBJICHHE pab0OTOCTIOCOOHOCTH aBTOMATH3UPOBAHHBIX (MH(OPMAITMOHHBIX) CHCTEM B 3aTUIIICHHOM
UCIIOJTHEHU T

Hactpoiika u ycTpaHeHHe HeHCIIPaBHOCTH MTPOrPaMMHO-aNNapaTHBIX CPEJCTB 3alUTH HH()OpMAIH B
KOMITBIOTEPHBIX CETAX 10 3aJaHHBIM IIpaBUIIAM

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

YcTpaHeHre 0TKa30B M BOCCTaHOBIIEHHE Pa00TOCTIOCOOHOCTH KOMIIOHEHTOB CHCTEM 3aIIUThl HH()OpMAaLUU
aBTOMATHU3UPOBAHHBIX CHCTEM

Tema 2.7.
JlokymeHTanus Ha
3alUIIAEMYIO
ABTOMATHU3UPOBAHHYIO
CUCTEMY

Conepxanne

OcHOBHBIE OKCITYaTaluOHHBIC JOKYMCHTHI 3allIlUIICHHBIX aBTOMATU3WUPOBAHHBLIX CHUCTEM. Pa3pa60TKa 1 BCACHUC
3KCHHyaTaHHOHHOﬁ JOKYMCHTAIUK 3alMUIICHHBIX aBTOMATU3HWPOBAHHBIX CHCTCM. AxT BBOJla B SKCILNTyaTallUrO
Ha aBTOMAaTU3HUPOBAHHYIO CUCTCMY. TexHudyeckuit MacropT Ha 3alllUIIaCMy0 aBTOMAaTU3UPOBAHHYIO CUCTCMY.

TeMaTuka NPAKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT

OdopmieHre OCHOBHBIX 3KCIUTyaTallMOHHBIX IOKYMEHTOB HAa aBTOMAaTU3HPOBAHHYIO CUCTEMY.

IIpumepHasi TeMaTHKa CAMOCTOSITEIbHON padoThl npu usyuyenunu M/IK.01.04




1. PazpaboTka KOHIEMIINN 3aIIUTHl aBTOMATU3HUPOBAHHOHN (MH(GOPMAITMOHHOW) CUCTEMBI
2. AHanu3 6aHKa TaHHBIX yrpo3 0€30MacHOCTH HH(OpMAITHH
3. Ananu3 xxypHana ayaura OC Ha pabouem mecte
4. ITocTpoeHne CBOJHON MAaTPHIIBI YTPO3 aBTOMAaTU3UPOBAHHOHN (MH(OPMAIIMOHHON) CUCTEMBI
5. AHanu3 noaUTUKK 6€30MacCHOCTH HH(POPMALIMOHHOTO 00BEKTa
6. N3yueHne aHATUTHYECKUX 0030pOB B 00J1aCTH TIOCTPOCHUS CUCTEM 0€3011acHOCTH
7. AHaM3 IporpaMMHOTO o0ecriedeHust B 00J1acTH ONpeiesIeHUs PUCKOB HH(POPMAITMOHHON 0€30TaCHOCTH U
MIPOEKTUPOBAHUS O€30MaCHOCTH HH(POPMAITHH
Koncyabranumn 4
IIpomexyTounas arrecranus no MJIK. 01.04 3x3aMeH KOMILIEKCHBII 3
MJK. 01.05.9kcmunyaTanusi KOMIbIOTEPHBIX ceTei 124
Pazngenl.OcHoBbINepeavyuIaHHBIXBKOMIILIOTEPHBIXCETAX
Tema 1.1. Conepxanne 2
Mopenu ceTeBoro Mogens OSI. Ypouu mozaenu OSI. BzaumogeiictBue mexay ypoBasamu. Mukancymnsuusa nanuaeix. Onucanue
B3aUMOJICHCTBHUS ypoBHel mogenu OSI.
Mopnens u crek npotokosioB TCP/IP. Onucanue yposueit moaenu TCP/IP.
TemaTnka NPaKTUYeCKHUX 3aHATHH U J1A00PATOPHBIX padoT 2
N3ydenne 21eMeHTOB KaOEeIIbHON CHCTEMBI.
Tema 1.2. Copnepxanne 4
duznueckuil ypoBeHb [MonsTne nuuaum kaHana cBs3u. Curnansl. OCHOBHBIE XapaKTEPUCTUKY KaHaja CBS3H.
mozenu OSI MeTtoapl COBMECTHOT'O HUCIIOIbL30BaHUS CpeIbl IICpeaavr KaHaila CBsI3H. MyJIBTI/IH.HeKCI/IpOBaHI/Ie " METOJIbI
MHO>KE€CTBEHHOTO JIOCTYTIA.
OnTOBOJOKOHHBIE TUHUH CBS3U
CranmapTsl kabenei. DiekTpuueckas IpoBOIKA.
becripoBogHas cpena nepenayu.
TeMaTuka NPAKTHYECKHUX 3AHATHH U JIa00PATOPHBIX padoT 2

Co3znanue ceTeBoro kabenst Ha OCHOBE He dKpaHupoBaHHO# BUTOM mapsl (UTP)

CBapka ONTHYECKOr0 BOJIOKHA




Temal.3.
Tomnonorus
KOMIIBIOTEPHBIX CeTel

Conepxanne

[Tonsitue Tononmoruu cetu. CeTeBoe 000pymOBaHKE B TOMOJIOTHU. O030p CETEBBIX TOIOIOTHMA.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Pa3paboTka Tomoysioruu ceTu HeOOIBIIIOTO MPEATIPHUATHS

ITocTpoeHre oJHOPaHTOBOM CETH

Temald 4.
Texunonoruu Ethernet

Conepxanne

O030p TEXHOJIOTUH MTOCTPOCHUS JIOKAITBHBIX CETEH.

Texnonorus Ethernet. ®u3nueckuii ypoBeHb.

Texunonorust Ethernet. Kananbublit ypoBeHb

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

N3yuenue agpecanuu kaHaiabHOro ypoBHs. MAC-anpeca.

Temal.5. TexHomoruun
KOMMYTallu

Conepxanne

AJITOPUTM MTPO3pavyHOro Mocta. MeTonbpl KoMMyTaluu. TeXHOIOruM KOMMyTauuu Mojienb OSI.

KoHCTpYKTHBHOE UCTIOTHEHHUE KOMMYTAaTOpPOB. DH3rueckoe CTeKupoBaHUE KOMMYTaTopoB. [Iporpammuoe
obecrieueHre KOMMYTaTOPOB.

OO01re MPUHIKMIIBI CETEBOTO au3aiiHa. TpexypoBHEBas nepapxuueckas MOJIeIb CETH

Texnonorus Powerover Ethernet

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Co3aHne KOMMYTUPYEMOM CETH

Temal.6.CeTeBoit
npotokon [Pv4

Conepxanne

CereBoit ypoBenb. [Iporokon IPBepcun4. O6mue GpyHKINN KIacCOBOM U O€CKIIAaCCOBOM a/ipecallnu.
Brinenenne aapecos.

Mapupyruzanus nakeros [IPv4

IIpoTOKOJIBI AMHAMUYECKOW MApLIPYyTU3ALUU

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

N3yuenue IP-agpecanuu.

Tema 1.7.CxkopoctHbie

Conep:xanue




1 OECIIPOBOIHBIE CETH

Cetp FDDI. Cets100VG-AnyLAN CBepx BBICOKOCKOPOCTHBIE CETH. becnipoBOIHbIE CETH

TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Hacrpoiika 6ecipoBOIHOTO CETEBOTO 000PYIOBAHUS

Paznen 2. TexHo10ruuM KOMMYTAIIMUA M MAPIIPYTU3alMU cOBpeMeHHbIX ceTell Ethernet

Tema 2.1.
OCHOBBI KOMMYTaIIUU

Conepxanne

OYHKIIMOHUPOBAHHE KOMMYTATOPOB JIOKAIBHOM CETH. ApXUTEKTypa KOMMYTaTOpoB. Turiel nHTEpheiicoB
KOMMYTaTOpOB.
VYrpasieHrne TOTOKOM B MOTYAYIJIEKCHOM H JYIIJIEKCHOM PEKAMAX.

XapaKTepUCTUKH, BIUAIONINE HAa TPOU3BOAUTEIBHOCTE KOMMYTAaTOpOB. O030p (PYHKIIMOHAIBHBIX BO3MOKHOCTEH
KOMMYTaTOpOB

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

Pabota ¢ oOCHOBHBIMH KOMaHJaMl KOMMYTaTopa.

Tema 2.2.
Hauanenas HacTpoiika

Conep:xanue

Cpencta ynpapneHus kommyratopamu. [logkmrodenne Kk KoHcou nHTepdeiica KoMaHIHON CTPOKH
kommyTaropa. [loaximouenne k Web-untepdeiicy ynpapieHUs KOMMYTaTOpa.

KOMMYTaropa
HavansHas koH(UTrypamus koMmMmyTaTopa. 3arpy3ka HOBOro MpOrpaMMHOTO OOECTICUeHHUsI Ha KOMMYTAaTop.
3arpy3ka 1 pe3epBHOE KOMMPOBaHUE KOH(PUTYpaIlM KOMMYTaTOpa.

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

KoMmaHnpt 00HOBIEHHS TPOTPAMMHOTO 00ECTIeUeHUsI KOMMYTaTOpa U COXPAHEHHUs/BOCCTAaHOBIICHUS
KOH(HUTypaioHHBIX (ailioB

Komange! ynpasnenns Tabnumamu kommyranuua MAC —u [P- anpecoB, ARP-taGnuiisr

Tema 2.3. Copnepxanne

Bupryanbubie Tunst VLAN. VLAN na ocHoBe noptoB. VLAN Ha ocHoBe cranaapta [EEE802.1Q. Cratuueckue u

JIOKQJIbHBIE CETH nunamuueckne VLAN. IIpotokon GVRP.

(VLAN) Q-in-QVLAN. VLAN Ha ocHOBE IOPTOB U NpoToKonoB—cTanaapt IEEE802.1v. dynkuus

Traffic Segmentation




TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Hactpoiika VLAN nHa ocHoBe cranaaprta IEEE 802.1Q

Hacrpoiika npotokona GVRP.

Hacrpoiika cermenTaruu Tpaduka 6e3 ucrnonabzoBanus VLAN

Hacrpoiika ¢pyaknum Q-in-Q DoubleVLAN).

CamocrositensHas pabora o co3aanuto JIBC Ha ocHoBe ctangapra IEEE802.1Q.

Tema 2.4.
DYHKIIUY TTOBBIIICHUS
HAAEKHOCTU U

Conepxanne

[Iporokon Spanning Tree Protocol (STP). Ys3Bumoctu nporokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

ITPOU3BOIUTEIBHOCTH JlononHuTeNbHBIE (PYHKIIMH 3aIUTHI OT MeTeNb. ArperipoBaHNe KaHAJIOB CBS3H.
TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00pPaTOPHBIX padoT
Hactpoiika nporokosios cBszytouiero nepesa STP, RSTP, MSTP.
Hactpoiika ¢pyHkimn 3anmrsl oT oopa3oBanus nerenb Loop Back Detection
ArperupoBaHu€e KaHaJIOB.
Tema2.5. Conep:xanue
Anpecaniys ceTeBoro 0630p aapecaruu cereBoro yposss. @opmupoBanue nojacereit. beckinaccosas aapecarus [Pv4. Cioco6st
YPOBHS 1 koHpurypamuu [Pv4-anpeca.
MapIIpyTH3aLus [Tporoxon IPv6. ®@opmupoBanue uaeHtudukaropa uarepgeiica.

Crnioco0s1 koHpuryparuu [Pv6-angpeca.

[TnanupoBanue noacerei [IPv6. IIpotokon NDP.

[TonaTre MapmpyTu3anuu. J[MCTaHIMOHHO-BEKTOPHBIE IPOTOKOJIBI Mapipyrusanuu. IIporokon RIP.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

OcHoBHbBIE KOHGUTYPALIUH MapLIPYyTU3aTOPA.

Pacmpennbie KoH(UTypaly MapipyTH3aTopa.

Pa6oTa ¢ mpotokosiom CDP.

Pa6ota ¢ mpotokosniom TELNET. Pa6ota ¢ mpotokonom TFTP.

Pa6oTa ¢ mpoTtokosiom RIP.

Pa6ota ¢ mpoTokonoMmOSPF.




Kondurypuposanue pynkiun mapmpyruzaropa NAT/PAT.

Koudurypuposanne PPP u CHAP.

Tema 2.6. Conep:xanue

KagectBo Monemu QoS. Ilpuopuresanus nakeroB. Kinaccuduxanus naketoB. MapKkupoBKa IMaKeTOB.

obciyxusanus (QoS) YmpasieHue neperpy3kamMu U MEXaHu3Mbl 00CTY)KUBaHUS ouepeieil. MexaHu3M IMpeIoTBPaIeHHsI TEPErPy30K.
KonTpons nonocsl nponyckanud. [Ipumep vactpoitku QoS.
TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT
Hactpoiika QoS. IIpuoputuzanus tpaduka. YpasiieHne I0I0CON MPOMYCKaHHUS

Tema 2.7. Conep:xanue

OyHKIHMH 00ecTeueHUs
0€30IaCHOCTH U
OTpaHHYEHUS JOCTYIIA K
ceTH

Cnucku ynpasienus 10cTynoM(ACL).DyHKIIuM KOHTPOJISL HAJl OJIKJIIOYEHHEM Y3JI0B K IOPTaM KOMMYTATOpA.

Aytentudukanus nmons3zoBareneit 802.1x.802.1xGuestVLAN. @ynkmnuu 3anmutsl LITY kommyTtaTopa.

TeMaTuKka NPAKTUYECKUX 3AHATHH U JIA00PATOPHBIX padoT

Crucku ynpasienus goctynom (AccessControlList)

KoHTpoJib Hast MOAKITIOYEHHEM Y3JIOB K TTopTaM KoMmyTtatopa. dyaknus PortSecurity.

KoHTposib Hast MOAKITIOYEHHEM Y3JI0B K TopTaM kommyTtaropa. dyaknust [P-MAC-Port Binding

Tema 2.8. Conep:xanue
MHoroanpecHas Anpecanust MHOroaznpecHonIP-pacceuikn. MAC-aapeca rpymmoBoil pacChbUIKH.
pacchlIKa [Monmucka u oOcyKMBaHUE TPYMIL. YTIpaBlIeHHEe MHOT0AJPECHON pacChUIKON Ha 2-M ypoBHe Mozenu OSI
(IGMPSnooping).®yuaknus IGMPFastLeave.
TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT
OTtcnexxuBanue Tpadruka MHOTOAPECHON PaCChUIKH.
OtcnexuBanue Tpaduxa Multicast
Tema 2.9. Conep:xanue

QYHKIUHN YIIPABICHUS
KOMMYTaTOpaMu

VYpasieHne MHO)KeCTBOM KOMMYyTaTopoB. ITporoxon SNMP.

RMON (RemoteMonitoring). ®yukius PortMirroring.

TeMaTuka NPAKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT

OYHKIMY aHaJKM3a CETeBOro Tpaduka.




‘ Hactpolika nmpoTokona ynpasieHus Tonojoruei cetu LLDP.

Paznen3.MexceTeBble IKPaHbI

Tema3.1.

OCHOBHBIE TIPUHLUIIBI
CO3JaHUs HaJIEC)KHOU U
0e3omacuHoit UUT-

UHPPACTPYKTYpPbI

Conepxanue

Knaccudukamms cereBrix atak. Tpuaga 6e3omacaort UT-uHbpacTpyKTypHI.

VYrpasnenue kKoHpUrypanusaMu. YpasieHue HHIIHACHTaMH. Vicriob30BaHue TPEThEH T0BEPEHHON CTOPOHBHI.
Kpunrorpadguveckne MexaHu3Mbl 0€30MaCHOCTH.

Tema3.2.
MexceTreBble SKpaHbl

Coaep:xkanmne

TexHOJOrnM MEXKCETEBBIX OKpPaHOB. IlonuTHKa MEXKCETEBOTO OKpaHa. MexceTeBbie 9KpaHbI C BOBMOXXHOCTAMU
NAT.

Tononorus cetu IIpU UCIIOJIb30BAHNU MCKCCTCBLIX OKPAHOB. HJIaHI/IpOBaHI/Ie 1 BHCAPCHUEC MCKCCTCBOT'O SKPaHa.

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OPATOPHBIX padoT

OCHOBBI aIMUHUCTPUPOBAHUS MEXKCETEBOI0 SKpaHa

COCI[I/IHGHI/IG ABYX JIOKQJIbHBIX ceTell MeXKCETEBBIMU 9KpaHaMH

Co3naHue MonuTUKU 6€3 MPOBEPKH COCTOSHHUSL.

Co3znanue MOMUTHK TSl TPATUIIMOHHOTO (Hin ucxosmero) NAT.

Coznmanne nmoauTuk uist npyHarnpasieHHoro (Two-Way) NAT, ucnons3yst meron pinholing

Tema3.3.
Cuctembl 0OHapyKEHUS
U TIpe0TBPAICHUS

Conepxanue

Ocnosuoe HazHauenue IDPS. CrocoOs1 knaccudukaruu IDPS. Beioop IDPS. JlononmauTtensHbIe
WHCTPYMEHTAJILHBIE CPEIICTBA.

POHUKHOBEHUM TpeboBanus opranuzamuu K ¢pyaknronupoanuto IDPS. Bo3moxxnoctu IDPS. PaszpepteiBanue IDPS.CunbHbie
CTOPOHBI U OrpaHU4YEeHHOCTH IDPS.
TemaTuka NpaKTHYECKUX 3AHATHH U J1a00PATOPHBIX padoT
OO6HapyxeHue 1 Ipea0TBpaIeHUE BTOPKEHHI.

Tema3.4. Conepxanue

[Tpuoputnzanus Coznanue anpTepHATUBHBIX MapIIPyTOB I0CTyMa B HHTepHET. [Ipuoputuzanus tpaduka.

Tpaduka u coznaHue TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

aJIbTCPHAaTHBHBIX CoznaHue anbTepHATUBHBIX MapLIPYTOB C UCIIOJIB30BAHUEM CTATUUECKON MapIIpyTU3alluu

MapIpyToB




IIpumepHasi TeMaTHKa CAMOCTOSATENbHOI padoThl npu usyuyenuu M/IK.01.05 2

1. ®uznyeckoe KOJUPOBAHUE C UCIIOJIIH30BAHUEM MAaHYECTEPCKOTO KOZa

2. Jlormyeckoe KOJHUPOBAHUE C UCTIOIB30BAHUEM CKPEMOIMPOBAHUS

3. TloaxiroueHHe KIMEHTa K OECIIPOBOIHOM CETH B UH(PACTPYKTYPHOM PEXUME

4. Oruenka O0ecipOBOTHOM JTUHUU CBSI3U

5. TlpoexTupoBaHus OECIIPOBOIHON ceTH

6. Coop nHpOpMaLIUU O KIMEHTCKUX YCTPOUCTBAX

7. IlnanupoBaHWE MPOU3BOAUTEILHOCTH U 30HBI IEUCTBUS OECIIPOBOIHOM CETH

8. IlpenmpoexTHOE 0OCIEI0BaHNE MECTAa YCTAHOBKH OECIIPOBOIHOM CETH

9. OOecneueHne 0TKa30yCTOMUYMBOCTH B OECIIPOBOJHBIX CETAX

10. Pesxumbl pabOTHI M OpraHU3alys MUTaHUS TOYEK JOCTYIIA
Koncyabranumn 6
IIpomexyrounas arrecranus no MJIK. 01.05 sx3amen 6

Y4yeOHasi npakTUKaA 108

Buasbi pador

YcraHoBKa MPOrpaMMHOTO 00ECTIEYSHHSI B COOTBETCTBUH C TEXHHYECKOM JJOKYMEHTAITUEH.

Hactpoiika napamMeTpoB paboThl TPOrpaMMHOT0 OOeCTieueH s, BKI0Yasi CHCTEMbI YIpaBlIeHUsl 6a3aMu TaHHbBIX.
HacTpoiika KOMIIOHEHTOB MOJCUCTEM 3aIUThl UH(POPMALIUK ONIEPALIMOHHBIX CUCTEM.

VYrpaBieHue y4eTHbIMU 3alIUCSIMU TTOJIb30BaTENEH.

Pabota B omepaniMOHHBIX cHCTEMax ¢ COOJIIOICHUEM JIEHCTBYIOMIMX TPEOOBAHMH MO 3aIKUTe HHPOPMAITHH.
VYcranoBka 0OOHOBJICHUST TPOTPAMMHOTO 00ECTICUCHHS.

KoHTpob 11€710CTHOCTD MOACHCTEM 3alTUThl HHPOPMAIIH ONEPALIMOHHBIX CUCTEM.

BrinonHenue pe3epBHOro KOMUPOBAHUS U aBapUITHOTO BOCCTAHOBIIEHUS pab0TOCTIOCOOHOCTH ONEPallMOHHON CUCTEMBI M 0a3bl
JAHHBIX

XN kWD

9. Hcmonp3oBaHHE MPOrPAMMHBIX CPEACTB JJISl apXUBUPOBAHUS HH(OPMALIUH.
10. IIpoBenenue ayaura 3alMIIEeHHOCTH aBTOMaTU3UPOBAHHON CHCTEMBI.
11. YcranoBka, HacTpOMKa U 3KCIUTyaTallMsl CETEBBIX ONEPALMOHHBIX CUCTEM.

12. JInarHocTKa COCTOSHUS TOACUCTEM O€301aCHOCTH, KOHTPOJIb HATPY3KU U PEKUMOB pabOThI CETEBOM ONEPalMOHHON CUCTEMBI.

13. Opranuzanus padoT ¢ yAaJICHHBIMU XPaHWINIAMA JaHHBIX U 0a3aMU JTaHHBIX.
14. Opranu3zanus 3alIMIIEHHON TTepelayu JaHHBIX B KOMIIBIOTEPHBIX CETHX.

15. BeimorHeHNE MOHTaXKa KOMITBIOTEPHBIX CETEH, OpraHu3aIys U KOHQUTypUPOBAaHUE KOMITBIOTEPHBIX CETEH, YCTAHOBJICHUE U
HACTpPOIKa MapaMeTpOB COBPEMEHHBIX CETEBBIX MPOTOKOJIOB.




16. OcyiecTBiIeHHE TUArHOCTUKU KOMITBIOTEPHBIX CETEH, OmpeielieHne HEUCIPABHOCTEH U COOEB TIOJICUCTEMBI O€30MMaCHOCTH U
YCTPAaHEHHE HEUCIIPABHOCTEN.

17. 3anoyiHeHHE OTYETHOM TOKYMEHTAIIMHU 110 TEXHUYECKOMY OOCTY>KMUBAHUIO U PEMOHTY KOMITBIOTEPHBIX CETEH.

IIpou3BoacTBeHHAsl MPAKTHKA
Bunasbi pator:
1. VYyactue B ycTaHOBKE U HACTpOHWKE KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3aILUIIEHHOM UCIIOJIHEHUH B
COOTBETCTBHUH € TPEOOBAHUAMM IKCIUTYaTallMOHHOW JOKYMEHTAIH
OO6cyXuBaHUE CPEICTB 3AIIUTHI HHPOPMAIUY TPUKIIAJIHOTO U CHCTEMHOT'O IIPOTPAMMHOT0 00eCTICUeHHS
Hacrpoiika mporpammuoro obecriedueHus ¢ coOIoAeHIEM TpeOOBaHUM 0 3a1uTe HHHOpMAITUN
Hacrpolika cpeacTB aHTHBHPYCHOW 3aIMTHI U1 KOPPEKTHOM paboTHl MPOrpaMMHOr0 00ecriedeHus 0 3aJJaHHbIM [1a0JIOHaM
WNucTpyKkTax monp3oBaTeneil o codmoaeHnn TpedboBanuii 1o 3amuTe HHGOopMauu Mpu padoTe ¢ MPOTrPaMMHBIM 00eCTIeYCHUEM
Hactpolika BCTpOEHHBIX CPEACTB 3aIUThl HHPOPMALIUU IPOrPAMMHOTO 00eCIIeUeHHs
[TpoBepka (HyHKIIMOHUPOBAHUS BCTPOCHHBIX CPEACTB 3aIUTHI HHPOPMALIUU TPOTPAMMHOTO 00eCTICUEeHHS
CBoeBpeMeHHOE 0OHapYKEeHNE IPU3HAKOB HAJIMUUS BPEAOHOCHOTO TPOIPaMMHOI0 00ecTIedeHus
9. OO6cmyXUBaHHE CPEACTB 3aLIUTH HHOOPMAIIMH B KOMITBIOTEPHBIX CUCTEMAX U CETAX
10. OGcmyKuBaHHE CUCTEM 3AIIUTHI HH(POPMAIIUK B aBTOMAaTU3HUPOBAHHBIX CHCTEMaX

XN R WD

11. YuacTue B IpoBeI€HNU PETIIAMEHTHBIX PadOT MO 3KCIUTyaTallud CUCTEM 3aIIUTHI HH(POPMAIIMK aBTOMAaTU3UPOBAHHBIX CUCTEM

12. TIpoBepka pabOTOCTIOCOOHOCTH CHCTEMBI 3aIIUTH HHGOPMAITMH aBTOMAaTU3UPOBAHHON CHCTEMBI

13. KOoHTpOJIb COOTBETCTBUS KOH(PUTYpAITUU CUCTEMBI 3aIIUTHI HH(POPMAIIUK aBTOMATU3UPOBAHHOM CHCTEMBI €€ SKCIITyaTallHOHHON
JNOKYMEHTAIUU

14. KoHTpOIb CTAOUIBHOCTH XapaKTEPUCTUK CHCTEMBI 3aIIUTHI HH()OPMAIIMKA aBTOMATU3UPOBAHHOW CUCTEMBI

15. Benenue TeXHUYECKON JOKYMEHTAIINH, CBI3aHHOM C AKCIUTyaTaIllMeld CUCTEM 3aIUThl HH(OPMAIIUU aBTOMAaTU3UPOBAHHBIX CUCTEM

16. Yuactue B paboTax 1o ob6ecrnedeHuIo 3auThl HHPOPMALIUHU IPH BBIBOJIE M3 SKCILTyaTallud aBTOMaTU3UPOBAHHBIX CUCTEM

144

Koucynomayuu
IK3amen no mooynio

A

Bcezo

724




3. YCJIIOBUS PEAJIM3ALIIMA ITPOI'PAMMBI ITIPOPECCHOHAJIBHOI'O MOAYJIA

Jdns peanu3zanuum mnporpaMmbl NPO(ecCHOHAIBLHOI0 MOAYJS J0JKHBI ObITh
NpeayCMOTPEHBbI cJIeAyIoIHe ClielliaIbHbIe OMelIeHUs
Peanuzanus mnporpamMMmbl mpeanoyiaraeT Haimuuume y4yeOHoro kaOuHeTa, jaboparopuit
MH(OPMAIIMOHHBIX TEXHOJOTHA, IPOrpaMMHUpPOBaHMs U 0a3 aHHBIX, CETEH M CUCTEM Mepeaadn
uH(pOpMaINH, TPOTPaMMHBIX U TIPOTPAMMHO-ANIAPATHRIX CPEACTB 3aIUTHI HH(POPMALIUH.
Ob6opynoBanue yueOHOro kabuHeTa U pabodnx MecT KabuHera:
— Pabouee mecTo mpemnogaBarens;
— Tlocanounble MecTa AJ1s O0Y4aIOLIUXCS;
— AynuoBu3yaibHbIN KOMILUIEKC;
— KommnekT oby4aromero Matepuana (KOMIUIEKT MIPe3eHTAIUi).
Oo6opynoBanue naboparopun pabounx Mect 1adboparopun HHHOPMAITMOHHBIX
TEXHOJIOTUH, TPOrpaMMHUPOBAHUS U 0a3 TaHHBIX:
— paboune MecTa Ha 0a3e BBIYMCIMTEIbHON TEXHUKH, TIOJKIIOUEHHBIE K JIOKAJIbHON
BBIYUCIUTENFHON CETU U HH()OPMAIIMOHHO-TEJICKOMMYHUKALIMOHHOM ceTn VIHTepHeT;
— JUCTPUOYTHUB YCTAHABIMBAEMOU OTMEPAITMOHHON CHUCTEMBI,
— BUpTYyaJbHasi MalIvHa 7151 paboThI C ONEPAlMOHHOM CUCTEMOH (TUIIEPBU30D);
- CVYB/;
— CASE-cpencTBa s mpoeKTUPOBaHUS 0a3bl JaHHBIX;
— MHWHcTpyMeHTanbHas cpeia porpaMMHUpPOBaHUS;
— [lakeTr nmpUKIIaJHBIX IPOrPAMM.
O6opynoBanue J1abopaTopuu pabovIrx MeCT J1abopaTOpUH CeTel U CUCTEM TIepeTaun
MH(pOpMAIHH:
— paboune MecTa Ha 0a3e BBIYMCIUTEIBHON TEXHUKH, TIOJKITIOUEHHBIE K JIOKATbHON
BBIYUCIUTENFHON CETH U HH(OPMAIIMOHHO-TEICKOMMYHHUKALIMOHHOM ceTn VIHTepHeT;
— CTeHJBbI CeTel Nepeayn JaHHbIX;
— CTpPYKTypUpOBaHHas kaOelbHas CHCTeMa,;
—  AMYIATOP(3IMYISATOPHI)aKTUBHOTO CETEBOT0 000PYIOBAHUS;
— TMPOrpaMMHOE 00ECIICUCHHE CETEBOTO 000PYIOBAHUSI.
O6opynoBanue 1a0opaTopuu padbovInx MeCT JTabopaTOpuu MPOTrPaMMHBIX U TPOTPaAaMMHO-
anmapaTHbIX CPE/ICTB 3aIlIUTHl HHPOPMALIUU:
— paboune MecTa Ha 0a3e BBIYMCIMTEIbHON TEXHUKH, TIOJKIIOUEHHBIE K JIOKAJIbHON
BBIYUCIUTENFHON CETH M NH()OPMAIIMOHHO-TEIEKOMMYHUKALIMOHHOM ceTn VIHTepHeT;
— AHTUBUPYCHBIN IIPOTrPAMMHBIN KOMIUIEKC;
— IporpaMMHO-almapaTHBIE CPEICTBA 3ALUTHI MH(POPMAIIMK OT HECAHKIIMOHUPOBAHHOTO
J0CTyMa, OJIOKUPOBKU JOCTYIAa U HAPYIIEHHSI LIEJTOCTHOCTH.

Nudopmanuonnoe odecneyeHue 00y4eHunst

OcHOBHbIE MeYaTHbIE HCTOYHHKHI

1. Basm, A. M. Opranuzanus 6ecipoBoausix Ad Hoc u Hot Spot cereii B cpene OC

Windows: yue6HOe mocooue mns cro / A. M. 3asm, C. I1. Xa6apo. — Cankrt-IletepOypr: Jlans,

2021— 220 c. — ISBN 978-5-8114-6974-1.

2. Koctpor b. B. Cetn u cucremsl nepenaun nndopmaruu: yueonoe n3ganue / Kocrpos b. B.,
Pyukun B. H. - MockBa: Axkaznemus, 2021 - 256 c. (CrneumanbHOCTH CpEIHETO
po¢eCCHOHATBHOTO 00pa30BaHuUs).



Kyry3os, O. U. MHbDOKOMMYHUKAIITMOHHBIE CUCTEMBI W ceTH: y4eOHumk mis cro / O. M.
Kyry3oB, T. M. Tatapuukosa, B. B. LlexanoBckuii. — 2-e uzn., crep. — Cankr-IletepOypr:
Jlans, 2021 — 244 c. — ISBN 978-5-8114-8488-1.

Cocuun, II. U. ApxutekTypHOE MOJEIMPOBAHUE aBTOMATU3MpOBaHHBIX cuctem / II. W.
CocuuH. — 3-e u3n., crep. — Cankr-IlerepOypr: Jlanp, 2023 — 180 ¢. — ISBN 978-5-507-
46075-

Vitmua, A. T. Ilpaktukym. JleMOHCTpanmoHHBIM 3K3amMeH 0Oa3zoBoro ypoBHs. CereBoe H
cucremMHoe agmuHuctpuposanue / A. I'. Vitmun. — Cankr-IlerepOypr: Jlans, 2024 — 116 c.
— ISBN 978-5-507-48647-2.

Xabapos, C. I1. OcHoBsl MoaenupoBanus 6ecripoBognbix cereir. Cpenqa OMNeT++: yuebHOe
nocobue ms crno / C. I1. Xa6apos. — Cankt-IlerepOypr: Jlans, 2021 — 260 ¢. — ISBN 978-
5-8114-6968-0.

Xabapos, C. II. OcHoBel MoaenupoBaHus TexHU4Yeckux cucteMm. Cpena Simintech / C. II.

Xabapos, M. JI. lllunkuna. — 2-e u3n., crep. — Cankrt-IlerepOypr: Jlans, 2024 — 120 ¢. —
ISBN 978-5-507-47414-1.

Iepuoauyeckue u3IaHus:

1. XKypnanst Chip/Uum: JKypHan o KOMIBIOTEPHOM TEXHHKE Ml MPO(ECCHOHATOB M
OTIBITHBIX MTOJTH30BATENEH;

2. XKypnane! 3amura napopmanuu. Uucaiin: MaGopManinoHHO-METOIUYECKHH KypHAT

3. Muadopmarmonnas 6e30macHOCTh pernoHoB: HaydHO-npakTHUeCKUi sKypHai

4. Bompocel kubep OeszomacHocTu. HayuHblif, mnepuoandeckuii, HHPOPMALMOHHO-
METOIMYECKU KypHan ¢ 0a30BOM crenuanu3anueii B oOmactd  MHQPOPMAIMOHHOMN
6e3onacHoctH.. URL: http://cyberrus.com/

5. be3zonacHocTh MH(pOpMANMOHHBIX TexHONOrud. Ilepuoanueckuii pereH3upyeMbIi
Hay4unbli xypHan HUSAY MUOU.URL: http://bit.mephi.ru/

DJIEeKTPOHHbIE HCTOYHUKH:
1. MudopmarmoHHO-CIIpaBOYHAs CHCTEMa MO JOKYMEHTaM B 00JIaCTH TEXHHYECKOU 3aIIUThI
nHpopmaruu www.fstec.ru

™

NudopmanmronHnslii mopran mo 6e3onacHoctT www.SecurityLab.ru.
OO6pa3zoBarenbHbIe TOPTAJIBI IO PA3IMYHBIM HANIPABICHUAM 00pa30BaHUs U TEMATHUKE
http://depobr.gov35.ru/

Poccutickuit 6nomerpruyeckuii mopTay www.biometrics.ru

Caiit xypnana Mudopmarmonnas 6e3omacHocTs http://www.itsec.ru—

CaiitT HayuHoii snexTpoHHO# Oubmuorekn www.elibrary.ru

(98]

CrnpaBouHo-nipaBoBas cucreMa «I'apanT» www.garant.ru
CrpaBouHo-1ipaBoBas cucrema «Koncynprant [nroc» www.consultant.ru

O XNk

DenepanbHas ciryk0a 1o TeXHUYeckoMy U 3kcrioptHoMy KoHTpoutto (PCTIK Poccun)

www.fstec.ru

10. ®enepanbhblii moptan «MHPOpMAITMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH B
obpazoBanum» htpp\\:www.ict.edu.ru

11. ®enepanpubliit mopran «Poccuiickoe odpazoBanne www.edu.ru



KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA TPO®ECCHUOHAJIBHOI'O

MOJYJISI

Kox u HamMmeHoBaHue
MpoECCHOHANBHBIX |
O0IMX  KOMIIETCHIIUM,
(dbopMupyeMbIe B paMKax

MOJTYJIS

Kpurepun onenku

MeTtonrs! olieHKN

[IK 1.1. ITpousBOaUTH
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
aBTOMaTU3UPOBAHHBIX
(uH(pOPMAITMOHHBIX)
CHUCTEM B 3aIUIICHHOM
UCIIOJIHEHUH B

JleMoHCTpHpOBaTh YyMEHHUS
YCTaHOBKH U HACTPOMKHU
KOMIIOHEHTOB
aBTOMAaTH3UPOBaHHbIX
(uH(pOPMAIIMOHHBIX) CHCTEM
B 3aIUILIEHHOM HCIIOJTHEHUH
B COOTBETCTBUH C

CHUCTCMBEI B 3allTMIIICHHOM
HCIIOJTHCHHUU.

COOTBETCTBHUHM C TpeOOBaHUAMHU
TpeOOBaHUAMU 9KCIUTyaTallMOHHON
HKCIUTYaTallMOHHON JOKYMEHTAITUH
JTOKyMEHTAIIH.

IIK 1.2. [IposiBnenue ymenus u
AJMUHHUCTPUPOBATh IPaKTUYECKOI0 OIbITa
IIpOrpaMMHBIE U aJIMUHUCTPUPOBAHUS
IPOrpaMMHO- IPOTrPaMMHBIX U
annapaTHble IPOrpaMMHO-ANNaPATHBIX
KOMITOHEHTHI KOMITOHEHTOB
aBTOMAaTU3UPOBAHHOMN ABTOMAaTU3UPOBAHHON
(uH(pOPMAITMOHHOI) (nHpOPMAITOHHO)

CHUCTCMBI B 3allTUIIICHHOM
HUCIIOJIHCHUN

[IK 1.3. ObecnieunBaTh
6ecniepeboitHyto padoTy
ABTOMATH3UPOBAHHBIX
(nH(pOPMAITMOHHBIX )
CHCTEM B 3aIUIIICHHOM
WCTIOJTHCHUH B
COOTBETCTBHH C
TpeOOBaHUAMU
AKCILTYaTallMOHHOMN
JOKYMEHTAIUH.

[IpoBenenue nepeqns padoT
1o 00eCTeYeHHUI0
Oecriepe0oiHON PaboTHI
ABTOMAaTU3UPOBAHHBIX
(MHGOPMAIIMOHHBIX) CHCTEM
B 3alIMIICHHOM HUCIIOJTHEHUN
B COOTBETCTBHH C
TpeOOBaHUSIMU
AKCILTyaTalMOHHOMN
JOKYMEHTAITUH

TECTUPOBAHUE,
IK3aMeH,

IKCIIEPTHOE HAOIOICHHE
BBITTOJTHEHHS TPAKTHYECKUX
pabor,

OLICHKA PEIICHUS
CUTYallUOHHBIX 3a/1a4,
OLIEHKa Tpoliecca u
PE3YJIbTATOB BBIIIOJHCHUA
BHJIOB PabOT Ha MPAKTHKE




[T1K1.4. OcyuiecTBasaTh
IIpoBepKy TEXHUYECKOTO
COCTOSIHUSI, TEXHUUYECKOE
oOcy>)kxuBaHUE U
TEKYILUNA PEMOHT,
YCTpaHATh OTKa3bl U
BOCCTaHaBJINBaTh
paboTOCTIOCOOHOCTH
aBTOMaTU3UPOBAHHBIX
(nH(pOPMAITMOHHBIX )
CHCTEM B 3allUIIIEHHOM
UCTIOJTHEHUH.

[TposBIATH 3HAHUS U YMECHHS
B TIPOBEPKE TEXHUYECKOTO
COCTOSIHHMSI, TIPOBEICHUH
TEKYIIETO PEMOHTA H
TEXHUYECKOTO
00CITy)KMBaHUs, B
YCTPaHEHUH OTKA30B U
BOCCTAHOBJICHUU
paboTtocriocoOHOCTH
ABTOMAaTU3UPOBAHHBIX
(mH(MOPMAITMOHHBIX ) CHCTEM B
3alIUIICHHOM HCIIOJTHEHHH

OK 1 BeiGupats
CTIOCOOBI PEICHUs
3a1a4
npo¢eCcCuOHATBHON
AEATeNbHOCTH
NPUMEHUTEIBHO K
Pa3ITUIHBIM
KOHTEKCTaM

000CHOBAHHOCTD ITOCTAHOBKH
11eJI1, BBIOOPA ¥ IPUMEHEHUS
METOJIOB U CIIOCOOOB peIeHus
Mpo(hecCHOHANBHBIX 3a]1a4;
aJIeKBaTHAs OIlEHKa U
camooleHKa 3P PEKTUBHOCTU U
Ka4yeCTBA BBINOJHEHHS
npodecCHOHATBHBIX 3aa4

OK 2 HUcnonb3oBath
COBpEMEHHBIE CPE/ICTBA
MOVCKA, aHaJIN3a U
WHTEPIpETAINN
nHpopManuu u
nH(pOpMaIMOHHBIE
TEXHOJIOTUH IS
BBHITIOJTHEHUS 33124
npodeccrnoHaIbHOM
JeSTEIbHOCTH

MCIIOJIb30BAHUE PA3JINYHBIX
MCTOYHHMKOB, BKIIOYasa
DIIEKTPOHHBIE PECYPCHI,
Meauapecypcesl, IHTepHer-
PECYPCBI, IEPUOINIECKUE
M3JaHUA 110 CIICIUAJIbHOCTHU
JUTSL PEIICHUS
npodecCHOHATBHBIX 3aa4

OK 9 Ilomp30BaThCs
npogeCcCuOHATBHON
JTOKYMEHTAaIMen Ha
roCyJAapCTBEHHOM H
I/IHOCTpaHHOM A3bIKaX

n(h(HEKTUBHOCTH
MCIIOJIb30BaHUS
MH(POPMAIOHHO-
KOMMYHUKAITMOHHBIX
TEXHOJIOTUI B
npodecCHoHATBLHOM
NEeSTENIbHOCTH COTJIaCHO
(bopMUPYEMBIM YMEHUSIM U
MOJIy4aeMOMY IPAKTHUECKOMY
onbITY 3()(heKTUBHOCTD
MCIIOJIb30BaHUS B
npodecCHoHATBLHOMI

e TEIbHOCTH HEOOX0AUMOit
TEXHUYECKON JOKYMEHTAIUU,
B TOM YHCJI€ Ha aHTJIMICKOM

MI3BIKC




Ilpunoscenue

Kk npocpamme CIIO 10.02.05

Oobecneuenue ungopmayuonnoi d6ezonacnocmu
Aemomamu3zuposannvix cucmem

PABOYASA ITPOI'PAMMA IMTPOPECCHOHAJIBHOT'O MOAYJIA

IIM.02 BAIIUTA UTHO®POPMAIIUN B ABTOMATHU3NPOBAHHbBIX CUCTEMAX
IMPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIITAPATHBIMHU CPEACTBAMUA
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COJIEP)KAHUE

1.0BIIAS XAPAKTEPUCTHUKA PABOYEM ITPOT' PAMMBbBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIAA

2.CTPYKTYPA U COAEP KAHUE IMPOPECCUOHAJIBHOI'O MOJAYJIA

3.YCJIOBUSI PEAJIM3ALIUY TIPOT'PAMMBI IPO®ECCHOHAJILHOTO
MOJY.JIsI

4. KOHTPOJIb 1 OHEHKA PE3YJBbTATOB OCBOEHMUS
MMPOPECCHUOHAJIBHOI'O MOAYJIA



1. OBIIASI XAPAKTEPUCTUKA PABOYEM ITPOI'PAMMBI ITPO®ECCHUOHAJILHOT'O

MOJYJISI

IIM.02 BAIIUTA UTH®OPMAIIUU B ABTOMATU3NPOBAHHBIX CUCTEMAX

IMPOI'PAMMHBIMU N ITPOI'PAMMHO-AIIITAPATHBIMHU CPEJICTBAMUA

Heab u ni1annpyeMble pe3yabTaThl 0CBOCHHS NMPO(PEeCCHOHATBLHOI0 MOAYJIA
B pesynprare wu3ydeHHs mTpo(HECCHOHATBLHOTO MOIYIS CTYASHT JODKEH OCBOHWTH BUJ

JACATCIIBHOCTH 3(11/141/{1’}161 unqbopmauuu 6 ABmMomMamusupoB6aHHblx cucmemax npocpammHbIMu U
npocpammHo-annapamHablMu cpeécmeaMu U COOTBCTCTBYIOIIHE CMY HpO(i)GCCPIOHEUILHHC

KOMIIETEHIIUU:

Kon HanmenoBanne BHIIOB ACSATEIHEHOCTH POHEeCCHOHATBHBIX KOMITCTEHITHIA

B2 3amuTa uHpopManHu B ABTOMATH3MPOBAHHBIX CUCTEMAX POrPAMMHBIMH M
NPOrpaMMHO-ANNAPATHBIMHY CPeACTBAMHU

IIK2.1. | OcymecTBIsATh YCTAHOBKY U HACTPOHKY OTJEIBHBIX IPOTPAMMHBIX, TPOTPAMMHO-
anmapaTHbIX CPEICTB 3alIUTHI HHPOPMAIIHH.

IIK2.2. | OGecnieuynBaTh 3aMUTy HHGOPMAIIMY B aBTOMATH3UPOBAHHBIX CHCTEMaX OT/ICTBHBIMH
MIPOTPAMMHBIMH, IIPOrPAMMHO-AIIIAPATHBIMU CPEACTBAMMU.

[IK2.3. | OcymuiecTBaATh TECTUPOBAHUE (PYHKIIUI OTAEIBHBIX TPOTPAMMHBIX M ITPOTPAMMHO-
anmnapaTHBIX CPEJCTB 3aIUTH HHPOPMAIUH.

[IK2.4. | OcymecTBissTh 00paOOTKY, XpaHEHHE U TIepeiady HHPOPMAIMKA OTPAaHUYCHHOTO
JOCTYIIA.

[IK2.5. | YHNuTOXAaTh HH(GOPMAIIMIO U HOCUTENTN HH(OPMAIIMH C HCTIOJIb30BAaHHEM IPOTPAaMMHBIX
U IIPOIPAMMHO-AIIIAPATHBIX CPENICTB.

[1K2.6. | OcymecTBISITh PETUCTPAIIINIO0 OCHOBHBIX COOBITHN B aBTOMATU3HUPOBAHHBIX

(uH(OpPMAIIMOHHBIX) CHCTEMaX, B TOM YHUCIIE C UCTIOIb30BAHUEM MIPOTPAMMHBIX U
MPOTrpaMMHO-aINNapaTHBIX CPEACTB OOHAPYKEHUS, IPEIYNPEKICHNS U TUKBUIAIINN
IIOCJIEICTBUM KOMIIBIOTEPHBIX aTaK.

O01mme KoMIeTEeHIINHT

Kon HanMeHoBaHMe BUIOB JeATEJIBHOCTH U NPO(PECCHOHATBHBIX KOMIIETEeH U

OK 1. | BriGupats criocoGsl pemenus 3a1a4 npodecCHOHATbHON AeTebHOCTH IPHMEHUTEIBHO K
Pa3IUYHBIM KOHTEKCTAM.

OK2. | Mcnonk3oBaTh coBpeMeHHBIE CpeICTBA MOKCKA, AHATH3A K HHTEPIPETAIMH HHPOPMAIIUH H
MH(pOPMAaIMOHHbIE TEXHOJIOTUH JUIsI BBITIOJIHEHUS 3a/1a4 TPO(ECCHOHAIbHON AEATENbHOCTH

OK 9. | ITonb3oBaThes npohecCHOHAIBHOM JOKYMEHTAIeH Ha roCcy1apcTBEHHOM U MHOCTPAaHHOM

SA3bIKaX




B pe3ynbraTe ocBoeHHS MPOPECCHOHATBLHOTO MOAYJIS CTYIEHT J0JIKEH:

Hmern —YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJCTB 3alllUThl UH(OpPMALUU B
NPAKTHYEeCKHii | aBTOMaTU3MPOBAHHOMN CUCTEME;
OTBIT — oOecriedeHus] 3alIUThl ABTOHOMHBIX aBTOMATHU3MPOBAHHBIX CHUCTEM
MIPOTPaMMHBIMU U TIPOTPaMMHO-AMIapPaTHEIMU CPEJCTBAMHU;
— TecTUpoBaHUS (YHKIMHA, JUArHOCTUKA, YCTPAHEHUS OTKAa30BU
BOCCTAHOBJICHHSI  pabOTOCIOCOOHOCTH  MPOrPaMMHBIX U MPOTPaMMHO-
anmapaTHbIX CPE/ICTB 3aIUTHI HHPOPMALIUY;
— pemenus 3amgad 3ammtel ot HCJl xk wHbOpMamuu orpaHUYeHHOTO
JOCTyNa C MOMOULIBI0 MPOTPAMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEACTB
3alUThl HH(OPMALINH;
— MPUMEHEHHS AJIEKTPOHHOM MOJIMUCH, CHUMMETPUYHBIX U aCUMMETPUYHBIX
KpUNTOrpaQuecKux airOPUTMOB U CPEJICTB MIH(PPOBAHUS JAHHBIX;
—yuéra, o0pabOTKH, XpaHCHHUs] M Tiepeaadyd HHPpOpManuu, s KOTOPOH
YCTAQHOBJIEH PEXXUM KOH(PUICHIINATBHOCTH;
—paboThI C OJICUCTEMAMH PETUCTPAITUN COOBITHIA;
— BBIABIIEHUSI CcOOBITHIA u WHIIAIEHTOB 0€e30I1acHOCTH B
aBTOMAaTU3UPOBAHHOM CUCTEME.
yYMETh — yCTaHaBJIMBATh, HACTPAUBATh, IPUMCHATH IIPOTPAMMHBIC U IIPOIrPaAMMHO-
anrmaparHble CpeCTBa 3alUThl HH(OPMAIIUH;
—yCTaHaBJIMBAaTh M HACTpauBaTh CpPEJACTBA AHTHUBHUPYCHOM 3allUTHl B
COOTBETCTBHUH C PEAbABISIEMBIMI TPEOOBAHUSIMU;
—IUarHOCTUPOBATh, YCTPAHATH OTKa3bl, 00eCreunBaTh pabOTOCIOCOOHOCTH
U TecTupoBaThb (DYHKUIMHM MPOrpaMMHO-ANMapaTHBIX CPEICTB  3aIUTHI
nH(pOpMaLINY;
—TNPUMEHSATh MPOTrpaMMHBIE U TMPOTrpaMMHO-aNMNapaTHbIe CPEICTBA s
3alIUThl HH(pOpMAIMK B 6a3ax JTaHHbBIX;
— TMpOBEpATH BBHINOJHEHHE TpeOOBaHWI MO 3amure HHPOpPMALMH OT
HECaHKLIMOHUPOBAHHOTO JOCTYIA MPHU aTTeCTallui 00bEeKTOB MHGOpMaTH3AUU
1o TpeOoBaHUAM 0€30MMacHOCTH UH(OpMAIUH;
—  [pUMEHATh  MaTeMaTHYeCKWd  ammapar  JUIsl  BBIIOJHEHUS
KpUNTOrpaguiIecKux mpeoodpa3oBaHui;
—HCIOJBH30BaTh THIIOBBIE MPOTPaMMHBIE KpUIITOrpaduiyeckue CpeicTBa, B
TOM YHCJIE AIEKTPOHHYIO MOATHNCH;
—TIPUMEHSTH CPEACTBA FrapaHTUPOBAHHOTOYHUUTOKEHUSI HHPOPMALINK;
—YCTaHaBIIMBATh, HACTPAUBATh, IPUMEHATH IPOrPAMMHBIE U
IPOrpaMMHO-aINapaTHBIE CPEJICTBA 3AIUTHI HHPOPMAIUH;
—OCYIIECTBIISITh MOHUTOPUHT U PETUCTPALIMIO CBECHUI, HEOOXOIUMBIX AJISt
3a1uThl 00BEKTOB MH(POPMATH3AILUH, B TOM YHCJIE C UCTOIb30BAHUEM
MPOrPaMMHBIX M IPOTrPaMMHO-ANIaPATHBIX CPEICTB OOHAPYKEHMUH,
NPEIYNPEKACHUS U TUKBUAALNH TTOCIEACTBUNA KOMITBIOTEPHBIX aTaK
3HATb —  OCOOEHHOCTH U CIIOCOOBI MPUMEHEHUS IPOTPAMMHBIX U TIPOTPAMMHO-

anrmapaTHbIX CPEICTB 3alUTHl HH(POPMAIIUY, B TOM YHCIIE, B ONIEPAI[HOHHBIX




cucTeMax, KOMIIBIOTEPHBIX CETsIX, 0a3ax JTaHHBIX;

—  METOJpbI TECTUPOBAHMS (PYHKINI OTAETBHBIX IPOrPAMMHBIX U
IIPOTpaMMHO-AINapaTHBIX CPEACTB 3aIUTH HH(pOpMaIy;

—  TUNOBBIC MOJIEJH YIPABJICHUS TOCTYIIOM, CPEJICTB, METOJIOB U
MIPOTOKOJIOB HJICHTU(PUKALIMY U ayTeHTH(PHUKAIINH;

—  OCHOBHBIE IOHATHUS KPUNTOTPA(UHU U THIIOBBIX KPUNITOTPAhUIECKUX
METO/IOB M CPEJICTB 3aIUTHl HHPOPMALIUY;

—  OCOOEHHOCTHU U CIIOCOOBI MPUMEHEHUS IPOTPAMMHBIX U TIPOTPAMMHO-
anmapaTHbIX CPEICTB TAPAHTUPOBAHHOTO YHUUTOXKEHHS HH(POPMAIIUH;

—  THHOBBIC CPCACTBA U MCTOABI BCACHUSA ayAnuTa, CPCACTB U cr1oco0oB
3alllUThI I/IH(bOpMaHI/II/I B JIOKQJIBHBIX BBIYHUCIWUTECIIBHBIX CETAX, CPEACTB 3all[UThL

OT HCCAHKIIMOHUPOBAHHOI'O NOCTYIIA.

Konu4yecTBo 4acoB ,0TBOAMMOE HA 0CBOeHHE NPOdeCcCHOHATBLHOT0 MOXYJIs

Bcero vacos 534
B TOM 4YHCJIe B (popMe mpaKTUUECKOU MOATOTOBKH - 332 "aca

W3 sux Ha ocBoeune MJIK - 342 gacos
B TOM YHCJIE CAMOCTOsITeIbHas paboTa 14
npomexxyTounas arrectramus no M/IK 12
MIPaKTUKH, B TOM YuCyIe yueOHas - 72 4acoB
npousBojcTBeHHas - 108uacos

[IpoMexxyTouHast arTecTanus — 3K3aMeH 1o MOoAy 0 — 12 yacoB



2. CTPYKTYPA U COAEP KAHUE NPO®PECCUOHAJIBHOT'O MOAVYJIsA
Crpykrypa npodeccuonanbuoro moayJs [IM.02 3amura ungopmManuu B ABTOMATU3UPOBAHHBIX CUCTEMAX MPOrPAMMHBIMH U
NPOrpaMMHO-ANNAPATHLIMU CPeCTBAMM

O0beM podheCCHOHAIEHOTO MOAYJIS, aK. Yac.

S )g < O6yuenne o MJIK Tpaxrug
Konbt & X B TOoM yncne
npodeccronan | Hammenosanus pasnenos nmpopeccuonanbHoro | Beero, | S 2 S e . é § = ‘E
—_ =x
BHBIX U OOIINX MOYJIst qac = 2 2| Beero | 8 = E x| &85 |88 [IpOH3BOACTB
KOMIIETECHIIHIA T Z g Zo|sEE xE|E5| § |5 8| VueOnas
M 88 Ef|les=®23[58| B |25 €HHas
m = YOS EZl s = = sl & leg
g olE T o o E|l g £ |2 E
o o|~= o= S | 8=
i 2 |8 | ¥ =
1 2 3 4 5 6 718 19|10 11 12
IK 2.1- Pazjnen Imoayas. [Ilpumenenue nporpaMmubsix 1 | 186 76 186 68 76 | 30 | 12
IIK 2.6 MIporpaMMHO-aNIapaTHbIX CPEACTB 3aAIIUTHI
OK 1, nHOopMaH
OK 2 Pazpnen 2 moayas. [lpumenenue 156 64 156 66 64 14 | 6 | 6
’ KpUTNITOTPaQUIECKUX CPEICTB 3AIUTHI
OK9 nHpopmaru
VYyeOHasi npakTHKa, 4acOB 72 72 72
ITpon3BoiCTBEHHAs IPAKTHKA, YACOB 108 108 108
[IpomexxyTounas aTrecTauus 12 12
Bcero: 534 | 332 | 342 | 13414030 ]26]6] 6 | 72 | 108




TemaTuyeckuil JIaH U coep:kaHue nNpodeccuoHaILHOro moayJs (IIM)

HaumeHoBaHue pa3jieioB

npo¢eccuoHaIBLHOT0
Coaeprxanue yueOHOro MaTepuasa, JaboparopHblie padoThl M NPaAKTHYECKHE 3aHATHSA, O0bem
mozyast (TIM), €caMoOCTOsITe/IbHAsA padoTa 00yuyawierocs, Kypcopasi padora (IpoeKr) 4acoB
MEKIHCHUIIIMHAPHBIX
KypcoB (M/IK) u Tem
1 2 3
Paznen 1monyas. [lpumeHeHne NpOrpaMMHBbIX U IPOTPAMMHO-ANNAPATHBIX CPEACTB 3aIIUThI HH(OPMALMU 186
M/IK.02.01. IIporpaMmmHble 1 MPOrPAMMHO-ANNAPATHbIE CPEICTBA 3aAIIUTHI HH(POPMALMHU 186
Paszpnen 1. OcHOBHBIE IPUHIMIIBI IPOTPAMMHOM M NPOIPAMMHO-ANNAPATHOM 3a1IUThHI HH(OPMALIUH
Tema 1.1. IIpeamer u Conepxanne 2
3a/1a4¥ TPOrpaMMHO- [TpenMert u 3a1a4u MpoOrpaMMHO-aNapaTHOM 3aUTh HHYOpMAITUN
anmnapaTHOW 3allUThI OcCHOBHBIE TIOHATHS IPOrPAMMHO-AIIAPATHON 3aIIUTHI HHPOPMAIHN
UHpOpMaIUU Knaccudukanus MeTo10B ¥ CpeACTB MPOTrPAMMHO-AMNIIAPATHON 3aIUTHI HHPOPMALIUN
Tema 1.2. CranmapTel Conep:xanue 4
6630H3CHOCTI/I HOpMaTI/IBHLIe MMPaBOBBLIC AKTLI, HOPMATHUBHBIC MCTOJUYICCKHUC JOKYMCHTBI, B COCTAB KOTOPBIX BXOIAT
TpeOOBaHUSUPEKOMEH TIAIIMHUITO3AIIUTEHH(DOPMAITTUITPOTPAMMHBIMUUIIPOTPAMMHO-aNapaTHBIMU
cpeactBamu. [Ipodunu3amuTeIIPOrpaMMHBIXUITPOTPAMMHO-AMIIAPATHBIXCPEACTB (MEKCETEBBIXIKPAHOB,
CPEICTB KOHTPOJI ChEMHBIX MAIIMHHBIX HOCUTENEeH HH(OpMAaLIUY, CPEJCTB TOBEPEHHOM 3arpy3KH, CPEICTB
AHTHUBHUPYCHOMU3AIIHUTHI)
CTaH,Z[apTBIH03aH_[I/ITeI/IH(1)OpMaL[I/II/I,BCOCTaBKOTOpLIXBXO,Z[SITTpe6OBaHH}II/Ip€KOMeHI[aHI/II/IHO 3aluTe
UH(POPMALUUTIPOT PAMMHBIMUUIIPOT PAMMHO-AIapaTHBIMUCPEICTBAMH.
TemaTuKa NpaKTHYECKUX 3aAHATHH M J1a00paTOPHBIX padoT 6
0O0630p HOPMATHBHBIX MIPABOBBIX AKTOB, HOPMAaTHBHBIX METOAMYECKUX JOKYMEHTOB I10 3allUTe HHPOPMAaLUH,
B COCTAaB KOTOPBIX BXOIAT TpCGOBaHI/IH " pCKOMCHAAINU I10 3alIUTC I/IH(bOpMaL[I/II/I nporpaMMHbLIMU U
pOorpaMMHO-aNNapaTHBIMK cpeacTBaMu. PaboTta ¢ copepskaHueM HOPMATUBHBIX IPABOBBIX aKTOB.
00630p crannaptoB. Pabora ¢ conepxaHreM CTaHAapTOB
Tema 1.3.3amuniennas Conepxanue 4




ABTOMATHU3HUPOBaHHAA
CUCTEMA

ABTOMaTH3anus nporecca 00padboTk HHHPOPMAITUH

[ToHsiTHE ABTOMATU3UPOBAHHON CUCTEMBI.

OcobeHHoCcTH ABTOMAaTHU3WPOBAHHBIX CUCTEM B 3alllUIIICHHOM HCIIOJTHCHUH.

OcuosHble Bl AC B 3aIIUIIIEHHOM HUCIIOJIHEHHH.

MeTtoapl co3ganusa 0€30MacHbIX CUCTEM

Meto010THs IPOSKTUPOBAHUS TAPAHTUPOBAHHO 3alUIIeHHbIX KC

JIMCcKpenOHHbIE MOJEIHN

ManpgaTtHble MOaEnHn

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

VYuer, 06paboTka, XpaHeHue u nepegada napopmaruns AVC

OrpanuyueHue JOCTyIa Ha BXOAB CUCTEMY.

Wnentudukanus u ayreHTU()UKALUS TOIb30BaTeNIeiH

Pasrpannuenue nocrymna.

Peructparmus coOpiTuii (ayaur).

KOHTpOJIb 1ETOCTHOCTH TAHHBIX

YHHUUTOXEHHE OCTATOYHOU WH(DOPMAIIHH.

VYnpasnenue nonmutukoi 6e3omacHoctu. [11abmonp 6e30macHOCTH

Kpunrorpaduueckas 3amura. O630p mporpamMm mudpoBaHusl TaHHBIX

VYnpasnenue nonmutukoi 6e3omacHoctu. [l1abmoHbl 6e30macHOCTH

Temal4.
Jlecrabunusupyroriee
BO3CHCTBHE HA OOBEKTHI
3allIUThI

Conepxanne

Ncrounuku necTaObuan3upyroniero Bo3AeCTBUS Ha O0BEKThI 3alIUTHI

Crioco6b! Bo3zieiicTBHUS Ha HH(OPMALTUIO

[TpuumnHbI ¥ yCIOBHSA A€CTaOMIU3UPYIOIIEro BO3ICHCTBHS Ha HH(POpMALIHIO

TemaTuKka NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

PacnpeﬂeneHHe KaHaJIOB B COOTBETCTBHH C UCTOYHHKaAMHU BOSI[CfICTBHSI Ha I/IH(bOpMaI_[I/IIO

Tema 1.5. [Ipunnumel
MpOrpaMMHO-aNnapaTHOM
3alUThl UH(POPMAIIUU OT

Conep:xanue

[lonATHE HECAHKITMOHUPOBAHHOTO IOCTYIa K MHPOPMAIUU

OcHoBHbIE TOAX 016! K 3amuTe nHpopmanuu ot HCJ]




HECaHKIIMOHUPOBAHHOTO
JocTyna

Opranu3anus A0cTyna K (aiinaM ,KOHTPOJIb JOCTYIA U pa3rpaHHYCHHE JOCTYIIA, U epapXHUUECKUil TOCTYII K
daiinam.dukcanus goctyna K danaam

JlocTym K TaHHBIM CO CTOPOHBI IpoLiecca

OcobeHHOCTH 3aUTHI JaHHBIX OT u3MeHeHus. [lndpoBanue.

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

Opranuzanus gocTyna K Qaitnam

O3HaKOMJICHHE C COBpPCMCHHBIMH MTPOTPAMMHBIMU U TPOTPAMMHO-alIIapaTHBIMA CPECACTBAMH 3alIUTHI OT

HC

Pa3znea 2. 3ammura aBTOHOM

HbIX aBTOMATU3UPOBAHHBIX CUCTEM

Tema 2.1.0OCHOBEBI 3aIIUTHI
ABTOHOMHBIX
aBTOMATU3UPOBAHHBIX
CHCTEM

Conep:xanue

Pabora aBroHomMHOI AC B 3aIIMIIEHHOM PEXUME

Anropurm 3arpy3ku OC. IlITaTHble cpeacTBa 3aMbIKaHUS CPEIbI

Pacmmpenne BIOS kak cpeacTBo 3aMbIKaHUsI IPOIPaMMHOM cpeJibl

Cucrembl TUMA DIEKTPOHHBIN 3aMOK. 93 C TPOBEPKOM LIEJIOCTHOCTH porpaMMHoi cpenbl. [Tonarne AM/I3
(oBepeHHast 3arpy3Ka)

[TpuMmeHeHue 3aKi1aJJoK, HAallPaBJICHHbBIX HA CHIKEHUE 2((EKTUBHOCTH CPE/ICTB, 3aMbIKAIOLIUX CPELY.

Tema 2.2.3amumra
MporpamMM OT M3YUCHHS

Conepxanne

N3yuenue u obpaTHoe nmpoektupoBanue [10

Crnoco6s1 n3yuenus [10: cratndeckoe U TMHAMUYECKOE N3YICHHE

3a/auu 3amMUThl OT U3YYEHHUS U CTIOCOOBI UX PEIICHUS

3ammura OT OTJIAIKH.

3ammra OT AM3acceMOIMPOBaHUS

3amuTa OT TPACCUPOBKH 110 TPEPHIBAHUSIM.

Tema 2.3. BpegonocHoe
porpaMMHOE o0ecreueHne

Conepxanne

BpenonocHoe nporpamMmHoe o0ecriedeHrne Kak 0CoOblil BUJ pa3pyIIAlONINX BO3ICHCTBHMA

Knaccudukanus BpeJOHOCHOTO TpOrpaMMHOTO obecrieueHusi. Cxema 3apaxenus. CpecTBa HEUTpaIH3aIiu
BpenonocHoro I10. [IpodunakTika 3apaskeHus

[Touck cnenos akTuBHOCTH BpenoHocHOTo [10. Peectp Windows. OcHOBHBIE BETKH, COJIEpKaIlIne




nHpopmarnuto o BpegonocHom I10. JIpyrueo 6bekThI, coaeprkaiue nHdopmaluio o BpeaonocHom 110,
daitnsl prefetch.

bor-netsl. [Ipunnun GynkmuonupoBanus .MeToasl 0OHApYKEHUS

Knaccudukanmst aHTuBUPYCHBIX cpeacTB. CUTHATYPHBINA U SBPUCTUUYCCKUN aHATH3

3amuTa OT BUPYCOB B "pydHOM pexume"

OcHOBHBIE KOHIIENIMH TOCTPOCHUSI CUCTEM aHTUBUPYCHOM 3allIUTHI Ha MPEANIPUITUN

TemaTuKka NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

[Tpumenenus cpeacTs uccinenoBanus peectpa Windows a1t HaX0KIACHUS CIIEI0B AKTUBHOCTH BPEJJOHOCHOTO
1O

Tema 2.4. 3amura
IporpaMM U JaHHBIX OT
HECaHKLMOHUPOBAHHOTO
KOITUPOBAHUS

Conep:xanue

HecankunonupoBanHoe konupoBanue nporpamMm kak tun HCJL

IOpuanyeckre acieKThl HECAaHKITMOHUPOBAHHOTO KOMMPOBaHUs mporpamm. Ob1iiee MOHATHE 3aIIUTHI OT
KOIIMPOBAHUSI.

[Ipusszka 10 k anmapaTHOMY OKpY>KEHUIO U HOCUTEILSIM.

3amuTHBIC MEXaHU3MBI B COBPEMEHHOM ITpOorpaMMHOM obecrnieueHun Ha mpumepe MSOffice

TeMaTuka NPAKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT

3amura HHPOPMALUU OT HECAaHKIIMOHUPOBAHHOTO KOITMPOBAHMSI C UCIIOJIb30BaHUEM CIELUATM3UPOBAHHBIX
IIPOrPaMMHBIX CPEJICTB

3amuTHBIC MEXaHU3MBI B NpuiIokeHusx (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
nH(popMaluy Ha
MAalIMHHBIX HOCUTEISX

Conepxanne

[IpoGnema 3amuThl OT 9y’KIaeMbIX KOMITOHeHTOB [19BM.

MeTtoap! 3amuThl HHGOPMAIMK Ha OTYYXKAaeMbIX HocuTemsax. [ludposanue.

CpenctBa BocCTaHOBIIEHUS ocTaTouHOM nH(popmanmu. Co3zganue moceKTopHbeix oopazos HXKM/I.

[IpumeHeHne cpeCTB BOCCTAHOBIECHHS OCTATOYHONW MHPOPMALIMHU B CYIeOHBIX KPUMUHATIMCTUYECKIX
HKCHEepPTH3aX U MPHUpACCIIeOBaHIH HHIMIeHTOB. HopMaTuBHas 6a3a, TOKYMEHTHPOBAHUE PE3YIbTATOB

be3Bo3BpaTHOE yaaleHHe1aHHbIX. [[pUHINIIBI U AITOPUTMBL.

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT




[TpuMeHeHHe cpecTBa BOCCTAHOBJICHHUST OCTATOYHOM nH(popMarmu Ha npuMepe Foremost nim anasora

[TpumeHneHre cnenualu3upoOBaHHOTO MIPOrPAMMHOTO CPEACTBA ISl BOCCTAHOBJICHHUS y/IaleHHbIX (aiiioB

[TpumeneHue mporpaMm Asisi 6€3BO3BPATHOTO yIaJIeHHs TaHHBIX

[TpumeHneHue mporpaMm AJis MU(PPOBAHUS JAHHBIX HA CbEMHBIX HOCHUTEISAX

Tema 2.6. AnnapaTHblie Conepxanne

cpeactBa uaeHTHGUKanuu | TpeOoBaHMS K anmapaTHBIM CPEICTBAM WACHTU(DUKAIIMK U ayTeHTU(UKAIIUH TTOJIb30BaTENEH, TPUMEHSIEMBIM
1 ayTeHTUUKAITIT B O3 u AIIM/I3

NoJIb30BaTenen Ycrpoiicta Touch Memory

Tema 2.7. CucreMbl Conep:xanue

oOHapyKeHHsI aTaku COB u COA, otnuus B pyHkusax. OcHoBHbIE apxuTekTypsl COB
BTOP>KEHUN Hcnons3oBanue cereBbix cHu(pdepoB B kauectBe COB

Amnmnapartsbiii komnoHeHT COB

[Iporpammusiit komnonentT COB

Monenu cucremMsl 0OHapyx)eHHs BropkeHui, Knaccuduxanus cucreM oOHapy)eHHs BTOPKEHUH.
Oo6napyxenue curnaryp. O6HapyxeHue anomanuii. J[pyrue MeToasl 00HaApYKEHUS BTOPKEHUIA.

TeMaTuka NPAKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT

MonenupoBaHue npoBeneHus aTaku. M3yuenne HHCTpyMEHTaIbHBIX CPEACTB OOHAPYKEHUSI BTOP)KEHUN

Paznen3d.3ammranndopmManuuBI0KaIbHBIXCETAX

Tema 3.1. OCHOBEI Conepxanne

MOCTPOCHUS 3allIUIIICHHBIX CGTI/I, pa60Ta}omHe MO0 TCXHOJIOTHUU KOMMYTAallUH! ITaKECTOB

ceren Crek nporokosnioB TCP/IP. OcoGeHHOCTH MapIIpyTH3AIIUH.

[lITatHBIe cpencTBa 3amUThl HHPOpManuu creka mpotokonoB TCP/IP.

CpenctBa uaeHTU(GUKAIUN ayTeHTU(UKAIIMH Ha pa3HbIX YpoBH:X nmpoTokosa TCP/IP, nocrouncTsa,
HEIOCTaTKH, OTPaHUYCHMS.

Tema3.2.Cpencraa Copepxanne

opranusanuu VPN Bupryansnas yactHas cetb. @yHKIUU, HA3HAYEHUE, IIPUHLIUII [IOCTPOCHUS

Kpunrorpaduueckuen nekpunrorpaduyeckue cpeacTsa opranuzanuun VPN

Ycrpoiicta, obpaszyronue VPN. Kpunromapupytusarop 1 KpUOTOQHILTP.




Kpunropoyrep. [IpuHuumnel, apXxutekTypa, MOJeNIb HapyLUIUTeNs, JOCTOMHCTBA U HEJOCTATKI

Kpuntodunerp. [IpuHLIMIIBI, apXUTEKTYpa, MOJIEb HAPYIIUTEINS, JOCTOMHCTBA U HEIOCTATKU

TeMaTuka NPAKTHYECKHUX 3AHATHH U J1A00PATOPHBIX padoT

PazseptoiBanue VPN

Paznend. 3amuranndopmManuuBCceTAXo0meroaocTyna

Tema4.1.00ecreuenue

Conepxanne

0€e30I1acHOCTH

MeToap! 3aIUTHl THPOPMALIUU U TIPU paboTe B CETAX OOLIETo JOCTYIIA.

MECKCETEBOI'O

Me:xcereBbie 3kpanbl Tumna firewall. JlocTonHCTBa, HEAOCTATKH, peaTn3yeMble MOTUTHKU 0€30IMacHOCTH

B3aUMOJEHCTBUS

Ocuosusle Tumsl firewall. Cummerpuunbie 1 HecumMmeTpuyHble firewall.

VYpogsens 1. [lakeTHble PUIABTPHI

VYposens 2. GuibTpanus ciyx0, TOUCK KIIOUEBbIX CJIOB B TEJIEMIAKETOB HA CETEBOM YPOBHE.

YposeHns 3. Proxy-cepBepa NpUKIagHOTO YPOBHS

OnHOXOCTOBBIE M MYJIBTUXOCTOBBIE firewall.

OCHOBHBIE THITBI APXUTEKTYP MYJIbTHXOCTOBBIX firewall. TpeOoBaHMs K KaKIOMY XOCTY UCXOJIS U3
APXUTEKTYPHI U BBITOTHAEMBIX (DYHKIIUH

TpeboBanust Mo cepTUHUKAITUN MEKCETEBBIX YKPAHOB

TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Nzyuenue u cpaBaenue apxutrektyp DualHomedHost, BastionHost, Perimetr.

W3ydenne pa3nuyHbIXx criocoO0B 3aKphITHA "ONMacHbIX" MOPTOB

Pa3nes 5.3ammra nngopma

MM B 023aX JaHHBIX

Tema 5.1. 3ammura

Conep:xanue

uHpopmanuu B 06azax

OcHoBHbIE TUIIBI YTpo3. Moienb HapyIIUTEs

JAHHBIX

CpencTBa naeHTU(UKAIUN U ayTeHTU(UKAKUU. YTIpaBIeHUE JOCTYIIOM

CperncTBa KOHTPOJIS LIEIIOCTHOCTH MH(OpMaIuy B 6a3ax JaHHBIX

CpenctBa aynurta U KOHTpoJis 6e3omacHocTH. Kputepun 3amumnieHHocT 0a3 JaHHBIX

[IpumeneHne K puntorpa@uIecKux CpeCTB 3aUTh HH(OOPMAIUU U B 0a3ax JaHHBIX

TeMaTuka NPAKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT

N3yuenne mexannamoB 3amutbl CYB/IMSAccess




N3ydenne mratHbix cpeacts 3ammTel CYBIMSSQLServer

Pazgesn 6. MOHUTOPHMHT CHCTEM 3aIIUTHI

Tema 6.1.MoHUTOPUHT
CUCTEM 3alllUThI

Conepxanne

[Tonsarue u 060cHOBaHHEHE 00XOIMMOCTH HCIIONB30BaHUS MOHUTOPHHTA KaK HEOOXOIMMON KOMIOHEHTHI
CHCTEMBI3ALIUTHI HH(POPMAITIH

OcobenHoctu (hukcamuu cCOOBITHIA, TOCTPOCHHBIX HA Pa3HBIX MPUHIIUIIAX: CETH C KOMMYTallMel COeIMHEHUH,
ceTh ¢ koMMyTanueii nakeros, TCP/IP, X.25

Knaccudukanus orcnexunBaeMbix coObITHIH. OCOOEHHOCTH MTOCTPOCHUSI CHCTEM MOHUTOPUHTA

WcTtounukuu HpopMamu A1 MOHUTOPUHTA: CETEBble MOHUTOPHI, CTATUCTHYECKHE XapaKTEPUCTUKH Tpaduka
yepe3 MD, mpoBepka pecypcoB 0OIIETo MOJIb30BAHUSL.

Knaccudukanus cereBbIX MOHUTOPOB

Cucremsl ynpaBieHus COOBITUIME HH(pOpMaIIMOHHOM Oe3omacHocTu (SIEM).
0630p SIEM-cuctem Ha MEPOBOM M POCCHHCKOM PBIHKE.

TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT

W3ydenne u cpaBHUTENBHBINA aHATN3 PACIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB HampuMmepe RealSecure,
SNORT, NFR wnu npyrux aHajaoros

[IpoBenenue ayaura JIBC cereBbM ckaHeEpoM

Tema6.2.113yuenue mep
3alIUThl UH(OPMALNH B
MH(POPMAIIMOHHBIX
cucTeMax

Conep:xanue

N3yuenue TpeboBanmii 0 3amuTe WHGOpPMAIIMK, HECOCTABIISIIONIEH TOCYIapCTBEHHYIO TaitHy. 3yueHue
Metoauueckux JokyMmeHTo B @CTOK no nprumMeHeHHI0 Mep 3allMThl.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Br160op Mep 3anmuTel HHGOPMAIMK JIs X peau3aiui B ”HGOPMAIMOHHON cucTteMe. Brioop
COOTBETCTBYIOIIMX MPOTPAMMHBIX M MPOTPAMMHO-AIIAPATHBIX CPEIICTB U PEKOMEHIAINH 110 UX HACTPOHKE.

Tema6.3.113yuenne
COBPEMEHHBIX
IIPOrpaMMHO-aNIIapaTHbIX
KOMILJIEKCOB.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

VYcraHoBKa M HACTpOHKa KOMIUIEKCHOTO cpenicTBa Ha npuMepe SecretNetStudio (yueOHas TUIIeH3US ) WK
JPYTUX aHAJIOTOB

YcTaHOBKa M HACTPOMKA MPOTPAMMHBIX CPEACTB OLIEHKHU 3alIMIICHHOCTH U ayIuTa HHPOPMAITHOHHOH
0e30macHOCTH, M3yuyeHrue (PyHKIUH 1 HACTpOWKa peKMMOB paboThl Ha mpuMmepe MaxPatrol8 nimu apyrux




aHaJIoron

N3yuenune TUNIOBBIX perieHui ais noctpoenus VPN Ha npumepe VipNet uinu Apyrux aHaioros

N3y4yenne coBpeMEHHBIX CHCTEM aHTUBUPYCHOM 3aIIUTHI HA TPUMEPE KOPIIOPATUBHBIX PELICHUN
KasperskyLab win apyrux anaiaoros

N3yuenune ¢pynknronana u obnacreit mpumenenus DLP cucrem Ha mpumepel nfoWatchTrafficMonitor nm
Hpyrux anamnoros

KypcoBas paGora

W
<

1 MeTtonnyeckue peKOMEHIAINH 110 HAMMCAHUIO0 KYPCOBOH paboThl. BEIOOp TeMEI.

2 PaboTa HaJ BBEICHUEM: aKTyaJIbHOCTh BRIOPAHHOM TEMBI, IIEJIH U 3a1a41 KYPCOBOM pabOThI

3 PaGora Hazg 1 pa3menom KypcoBoii: mogoop nmutepatypsl, IHTEpHET-pECypCOoB.

4 Pabota Haj 1 pazznenom KypCcOBOM: M3ydeHHE TEOPETUUECKOW OCHOBBI TEMBI, OhopMiIeHHE

5 Pabota Hax 2 pa3aenoM KypcoBOi: H3ydeHHe 0COOEHHOCTEH TEMBbI, U3y4eHHEe HEOOXOIUMBIX ISl POEKTa JOKYMEHTOB
6 PaboTa Haj 3aKIIIOYUTETHHON YaCThIO KYPCOBOW PabOTHI

7 OdopmiieHre TEKCTOBOW YacTH.

8 PaboTa Ha/1 peybo IS 3aIIUTHI KypCOBOM pabOTHI.

9 Pabora Hajg mpe3eHTaIMel 11 3aIUThl KYpCOBOM pabOThI

10 3amuTa KypcoBoii paboThI.

[N NS NS I (O N SN E S e Y

IIpumepHasi TeMaTHKa CAMOCTOATEIbHOMI padoTsl npu usyuyennu M/IK.02.01

1. M3yyeHne HOBBIX TEXHOJOTHI XpaHeHUsT HHPOpMAIUN

2. CrarucTHKa U aHaJTU3 KPYMHBIX yTedeK MH(OpMaIiu 3a roj

3. Tlouck nH(popManyu 0 HOBBIX BUAAX aTaK HAa MH()OPMAIIMOHHYIO CUCTEMY

4. O0630pCOBPEMEHHBIXITPOTPAMMHBIXUIIPOT PAMMHO-AaIIIIAPATHBIXCPEICTB 3aALUTHI

5. CpaBHUTEIBHBIN aHAIU3 COBPEMEHHBIX POTPAMMHBIX M TPOrPAMMHO-AIIIAPATHBIX CPEACTB 3ALUTHI

[
N

IMpome:xkyrounas arrecrauus mo M/IK.02.01 nudppepunumpoBaHHbIii 3a4eT




Paznen 2 moayas [lpumeHenue Kkpuntorpadgpuyeckux cpeacTs 3aMThl HHGopManumn
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BBenenne Conepxanue 2
[Tpenmer u 3agauun kpuntorpaduu. Mcropus kpunrorpaduu. OCHOBHBIE TEPMUHBI
Pazgen 1. Maremarndeckrie OCHOBBI 3aIIUTHI HHPOPMAIHN
Tema 1.1. Coaep:xkanmne 12
MatemaTnyecKkue OCHOBBI DneMEeHTHI TEOPUHM MHOXKECTB. [ pymIibl, KOJbp1a, MoJIs.
Kpunrorpapuu Jemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie U cocTaBHBIE YKCIA.
OcHoBHast TeopeMa apudmeruku. HanbGonpimmii o0muii genutens. B3anMHO pocThie Yrcia. AITOPUTM
Erxmmpa qs mHaxoxaenus HOJI.
OtHommenus cpaBanMoctu. CBoWCcTBa cpaBHeHUU. MoaynspHas apudmeruka.
Knaccsl. [lonnas u npuBenennas cucrema BeluetoB. Dynkius Oiinepa. Teopema @epma-Oiinepa. AIropurm
OBICTPOTO BO3BEJCHHS B CTEIIEHB IO MOJYITIO.
CpaBHenus niepBoit crenenn. JInnerinpie nuodaHToOBB ypaBHeHUs. PacuperHsiii anroput™ EBkiuaa.
Kuraiickas Teopema 00 ocTaTkax.
[TpoBepka vucen Ha MPOCTOTY. AJITOPUTMBI T€HEPAIMH MPOCTHIX YUceNl. MeToa MpoOHBIX aeneHuid. Permero
OparocdeHa.
Pa3znosxenne uncina Ha MHOXUTENH. AropuT™bl daktopusanuu. Pakropuzamnus Pepma. Merox [lonnapaa.
AnropuTMBI TUCKpeTHOTO JorapudmupoBanus. Merox [lomnapna. Meton [lloppa.
Apudmerrdeckue ornepanuu HaJl OOJbITUMU YHCIIAMHU.
DIUNTHYECKUE KPUBBIE U UX MPUIIOKEHUS B KpUITTOrpaduu.
TemaTuka NpaKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT 6
[Ipumenenue anroputma EBximna mist Haxoxaeruss HOJI. Pemenne nuHelHbIX 110(aHTOBBIX YpaBHEHUMA
IIpoBepka yuces Ha IPOCTOTY
Pemenue 3anay ¢ aneMeHTaMu TEOPUH YUCET.
Paznean 2. Kiaccuueckas kpuntorpadus
Tema 2.1. Mertonb! Copep:xanue 8

KpHUITOrpaguuecKoil 3aluTh]

Knaccugukanus OCHOBHBIX METO/IOB KPUNITOrpauuecKoi 3amuTsl. MeTObl CHMMETPUYHOTO I (PPOBAHUS

nHpopmarmu

udps! 3amensl. [Ipocras 3ameHa, MHOTOAN(aBUTHAS MOACTAaHOBKA, TPOMOPLUOHATIBHBIHN (P

MeTto/sl iepecTaHOBKH. TabIu4Has epecTaHOBKa, MapIIPyTHAs TEPECTaHOBKA




I"ammupoBanue. 'aMmMupoBaHue ¢ KOHEUHON M OECKOHEUHON TaMMaMH

TemaTnka NpakTHYeCKUX 3aHATHI U J1a0OPATOPHBIX padoT

[TpumeHeHHe KIacCHYecKuX MUuppPOB 3aMEHbI

[TpumeHeHne KIaccu4ecKux mMuppoB MepecTaHOBKH

IIpuMeHeHne MeTOja TaMMUPOBAHUS

Tema 2.2.Kpunroananus

Coaep:xkanue

OcHoBHBIE MeTOBI KpuNITOaHamn3a. Kpunrorpadudeckue araku.

Kpunrorapudeckas cTORKOCTb. AOCOMOTHO cToiikue kKpuntocuctemsl. [Ipunnumns Kupkxoddea

IIepcnieKTHUBHBIE HANPABIICHUs KPUIITOAHAIN3A, KBAHTOBBIM KPUIITOAHAIIN3.

TemaTuka NpaKTHYECKUX 3AHATHH U J1a00PATOPHBIX padoT

10

Kpunroananu3z nmdpa npocToil 3aMeHbI METOI0M aHaJIM3a YaCTOTHOCTH CUMBOJIOB

Kpunroananus kinaccuueckux mu@poB METOAOM MOJHOTO nepedopa KIroyei

Kpunroananus mmdpa Buwkunepa

Tema 2.3. IloTouHBIE
mupel ¥ TeHEPaTOPhI
MICEBAOCITYYaNHBIXYUCEI

Conep:xkanu ey4e0OHOTr0o MaTepuasa

OcHOBHBIE PUHITUIIBI TOTOUHOTOMH(poBanus. [Ipumenenne reneparopor [1CY B kpuntorpadun

Mertoap! mosrydeHus TceBocydaiHbix nocienosarensaocteit. JIKL, meron ®ubdonayun, meron BBS.

TemaTuka NpaKTHYECKUX 3AHATHH U J1A00PATOPHBIX padoT

[Ipumenenne metono renepanuu [1CH

Pa3nen3. CoBpemeHHasiKpH

nrorpagus

Tema3.1.KogupoBanue
MH(POPMAIHH.
Kommnsrorepuzarus
muGpOBaHUS.

Conep:xanue yueOHOro MaTepuasia

Konuposanue nnpopmarmu. CumBoiabHOe KogupoBanue. CMBICIOBOE KoJUpoBaHUe. MexaHu3arus
mmdposanus. [Ipencrasnenue napopmarnuu B ABondHoM koze. Tabnuma ASCII

Komnbrotepuszaims mu@poBanus. AnmnapatHoe U nporpamMmmHuoe mudposanue CtangapTu3anus
IIPOTPaMMHO-aIMapaTHBIX KPUITOTPAPHUECKUX CUCTEM M CpelCTB. V3yueHne cCoBpeMEHHBIX MTPOrPaMMHBIX
U anmnapaTHbIX KpUNTOrpauIecKux CpesicTB

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OPATOPHBIX padoT

Koauposanue nnpopmaruu

[TporpammHas peanu3anus KJIacCUYECKHX MU(PPOB

M3yuenne peaau3aliy KJIacCHYeCKHX MU(POB 3aMeHbI U niepecTaHoBKU B porpamMme CrypTool wmm ananore.

Tema3.2.CummMmeTpuuHbIE
CHCTEMBI MU(POBAHUS

Conep:xanue yueOHOro MaTepuajia

Oo6mme cenenusi. CTpyKTypHasi cXxeMa CUMMETPHUYHBIX KPUIITOTPAQUIECKUX CUCTEM




OrteuectBeHHble anroputmMbl Marma u Ky3neuuku ctangaptel [OCTP34.12-2015 u TOCTP34.13-2015.
Cummerpuunsie anroputmel DES, AES, I'OCT 28147-89, RC4

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OPATOPHBIX padoT

W3yuenne mporpaMMHOI peanu3aiiui COBPEMEHHBIX CHMMETPUYHBIX MM (POB

Tema3.3.AcummeTpruyHbIE
cucteMbl mudpoBaHus

Conep:xanue yueOHOro MaTepuasia

Kpunrocucremsl ¢ OTKpBITHIM KiltouoM. HeobpatumocTts cucteM. CTpyKTypHas cxema IuQppoBaHHs C
OTKPBITBIM KIIFOYOM.

DJeMeHTBI TEOPUH YUCell B KPUIITOTPA(UU C OTKPHITHIM KITFOUOM.

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OPATOPHBIX padoT

IIpuMeHeHne pa3InYHbIX ACUMMETPUYHBIX AJITOPUTMOB.

N3ydeHne nmporpaMMHOI peanu3anuy acCHMMETPUYHOro anroputma RSA

Tema 3.4.

AyTeHTH(HKAIMS JaHHbIX.

DNeKTpoHHAas MOAMNKUCH

Conep:xaHue yueOHOTOMAaTEpPHAJIa

Aytentudukanus qaaabix. O6mue noustus. 1. MAC. OnHoHanpaBieHHbIE Xe-QYHKINUU. AJITOPUTMBI
nudpoBoi moamUCH

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OPATOPHBIX padoT

[TpumeHeHHe pa3MUYHbIX QYHKIUH XEIUPOBAaHU, aHAJIN3 0COOEHHOCTEH Xemen

[Ipumenenue kpunTorpapuueckux aTak Ha Xem-QyHKIIH.

N3yuenne mporpaMMHO-anmapaTHbIX CPENICTB, PEATH3YIOIINX OCHOBHBIE GyHKIUH DI

Tema3.5.Anroputmsl
oOMeHa KITroYei 1
MIPOTOKOJIBI
ayTeHTH(PUKALTIH

Conep:xkanue y4yeOHOro Marepuasia

AJTOpUTMBI pactpeaereHus KIIto4el ¢ IPUMEHEHHEM CHMMETPUYHBIX 1 aCHMMETPHYHBIX cxeM [IpoTokoss
ayreHTU(uKanuu. Bzanmuas ayrentudukanus. OqHOCTOPOHHSS ayTeHTH (UKL

TemaTuka NpaKTHYECKUX 3AHATHH U JIa00PATOPHBIX padoT

[Tpumenenue npotokona Juddu-Xemmmana ais oOMeHa KiIrodyaMy MG POBaHU.

N3ydyenue npuHIMIIOB pabOTHl MPOTOKOJIOB ayTeHTH(UKAILIUYU C UCIIOIb30BAHUEM JJOBEPEHHONM CTOPOHBI Ha
npumepe npotokoia Kerberos.

Tema3.6.Kpunrozanura
nH(pOpMaIUU B CETAX
nepenayu JaHHbBIX

Conep:xkanue yuyeOHOIro Marepuasia

AbGonenTckoe mudpopanue. [laketnoe mmdpoBanue. 3anmTa IEHTpa TeHepaIuy KIIIoUei.
Kpunromapmpyruzarop. [TakeTHbrit GribTp

Kpunrorpadudeckas 3ammura 6eCripoBOIHBIX coequHEHUH B ceTsax ctanaapra 802.11c¢ ucnoap3oBanuem
npotokoiaoB WPA,WEP.




Tema 3.7.3ammra Conep:xkanue y4yeOHOro MaTepuasia 4
uH(popMalyn B [TpuHIMIBI GYHKIMOHUPOBAHUS DJIEKTPOHHBIX ILIATEKHBIX CHCTEM. DJIEKTPOHHBIE TJIACTHKOBBIE KAPTHL.
SJICKTPOHHBIX ITATCKHBIX | TTepnconanbHbIi HIEHTHOUKAIMOHHBIA HOMED
cHcTeMax [TpumeneHne KpunrorpagpuuecKux NpOTOKOJIOB I o0ecrieueHus 6€301MacHOCTH JIEKTPOHHOW KOMMEPIIUH.
TemaTnka NpakTHYeCKUX 3aHATHI U J1a0OPATOPHBIX padoT 4
[TpumeHeHne ayTeHTU()UKALMY 110 OJHOPA30BEIM NaposisiM. Peanusanus anropuTMoB CO3aHus 0JHOPA30BbIX
napoJien
Tema3.8.KomnerorepHas Coaeprxanu ey4e0HOI0o MaTepuasia 4
creraHorpadus CkpslITas nepenavya HHGOPMALIUU B KOMITBIOTEPHBIX cucTemax. [Ipobiiema ayreHTHDUKAIMN
MYJIbTUMEANIHHON HHpOpMaIHK. 3anuTa aBTOPCKUX MPaB.
Metobl KOMIIBIOTEpHOM cTeranorpaduu. L{uppossie BoasHbIE 3HAKU. AJITOpUTMBI BCcTpanBanus L[B3
TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OPATOPHBIX padoT 6
O0630p 1 cpaBHUTENBHBIN aHanu3 cymecTBytomiero [10 ms BecrpanBanus LIB3
Peanuzanus npocreiimnx creraHorpau4eckux alropuTMOoB
IIpumepHasi TeMaTHKa CAMOCTOATEJIbHON padoThl npu udyyennu MJIK.02.02 14
1. Hcropus pa3Butusi Kpuntorpahuu
2. TlporpammHuas peanu3amus KJIaCCUYECKUX IMHUPPOB
3. Onrumuzaiys METOJJ0B YaCTOTHOTO aHAJIN3a MOHOAI(aBUTHBIX MIU(POB.
4. TlporpaMMHas peaiu3anus KIacCHYEeCKUX MH(pPOB
5. Meroasl MexaHU3aMK MU(pPOBaHUS
6. ILudposoe npencrapnenue pa3nyHbX GopM HHPOPMALTUH
7. AHanu3 COBPEMEHHBIX CHUMMETPUUYHBIX KPUIITOAJITOPUTMOB
8. AHanu3 COBpPEMEHHBIX aCUMMETPUYHBIX KPUIITOAJITOPUTMOB
9. IlporpammHuas peanusanus COBPEMEHHBIX KPUIITOAITOPUTMOB
10. CpaBHUTEIBHBIN aHAIN3 (PYHKITUN XESIIHPOBAHUS
11. Ayrentudukanus cooOIeHui
12. 3akoHOAATENIBCTBO B 00IaCTH KpUNTOrpaduIeCKO 3auThl HHPOPMAITUH
13. I[lepcriekTUBHBIE HAMIPABJICHHS KpUNITOTpadun
KouncyabTauuu 6
IIpomexyrounas arrecranus no MJIK.02.02 sx3amen 6




Y4yeOHasi npakTUKaA

Bunasbi pator:

—IIpumMeHeHne MPOrpaMMHBIX U TPOTPAMMHO-AIIIAPATHBIX CPEACTB obecriedeHrsI HHPOPMAIIMOHHOW 0€30ITaCHOCTH B aBTOMATU3UPOBAHHBIX
cUcTeMax

— JluarHoctrka, yCTpaHEeHHE OTKA30B U 00ecIedeHre padoTOCIIOCOOHOCTH MPOrpaMMHO-AIIIAPATHRIX CPEACTB oOecneyeH st MH()OPMAITMOHHON
0€30MacHOCTH

— Ouenka 3¢ (HEeKTHBHOCTH PUMEHSIEMBIX ITPOTrPaMMHO-AIIIAPATHBIX CPEACTB obecredeHusi HHPOPMAIIMOHHOW 0€30MacHOCTH
— CocraBieHue JOKyMEHTAIHH [0 Y4eTy, 00paboTKe, XpaHEHHIO U Tepeiade KOHPHUASHIIMaTbHON HH)OpMaLuu
— Hcnonb30BaHue NporpaMMHOTo obecriedeHust Al 00paboTKH, XpaHeHU U Iepelaun KOH(PHISHIMATbHON HH(pOpMaIH

— CocraBjeHre MaplIpyTa U COCTaBa MPOBEACHHS PA3TUYHBIX BUJIOB KOHTPOJIBHBIX IPOBEPOK MPHU aTTECTAIIMH 00BEKTOB, TOMEIIEHHIA,
Mporpamm, aJirOPUTMOB.

— YcTpaHeHHe 3aME4aHuil 110 pe3ysbTaTaM IMPOBEPKU

—AHanu3 U COCTaBJIeHHE HOPMATUBHBIX METOIMYECKIX JOKYMEHTOB MO 00ecneueHnI0 HHPOPMAIIMOHHOM 0€3011aCHOCTH MPOTrpaMMHO-
anmnapaTHbIMHU CPEJCTBAMHU, C YU€TOM HOPMATUBHBIX MPABOBBIX aKTOB.

—IIpumeHeHne MaTeMaTHYECKIX METO/IOB JJIsl OLICHKH KaueCcTBa U BhIOOpa HAMIIYYILEro MpOrpaMMHOT0 Cpe/icTBa

— Mcnonp30BaHne TUMIOBBIX KPUNTOTpaQUUECKUX CPEACTB U METOJIOB 3aIIUTHl HHPOPMAIIMH, B TOM YHCJIE U DJICKTPOHHOH MOIINCH
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IIpon3BoacTBeHHasi IPAKTHKA 108
Buabl patdor

— AHanu3 NPUHLIKIIOB MOCTPOSHHS CUCTEM WH(POPMAIIMOHHOH 3aIIUTHl POU3BOACTBEHHBIX MOIPA3IEICHUN.

— TexHudeckas SKCILTyaTalys JIEMEHTOB IPOIPaMMHOM U aIlllapaTHOM 3aIUThl aBTOMAaTU3UPOBAHHON CUCTEMBI.

— Yyactue B IMarHOCTUPOBaHUM, YCTPAHEHUH OTKAa30B U 00ecredeHnn paboToCIOCOOHOCTH MPOrPaMMHO-ANNapaTHIX CPEICTB

obecrieueHrss THPOPMAITMOHHOM 0€30MacHOCTH;

— Ananu3 5(pGeKTUBHOCTH MPUMEHSIEMBIX TPOTrPAMMHO-aIIApaTHBIX CPEACTB oOecrieueHus HHPOpManoOHHON 6€30MacHOCTH B

CTPYKTYPHOM MOJpa3/ieIeHUN

— Yyactue B obecrieueHun ydera, 00paboTKH, XpaHEHHUs U Nepeaadn KOHPpUIeHINAIbHON HH(pOpMaIH

— [IpumMeHeHne HOpMaTHUBHBIX MTPABOBBIX AKTOB, HOPMAaTHBHBIX METOAMUYECKUX JOKYMEHTOB 10 00ecreueHuI0 HHPOPMAITMOHHON

0€3011aCHOCTH ITPOrpaMMHO-aINapaTHBIMU CPEICTBAMH IIPU BBINOJIHEHUH 331a4 IPAKTUKH.

Kouncyabrauuu 6
JK3aMeH 110 MOAYJII0 6
Bcero: 534




3. YCJIOBUS PEAJIM3ALIMU ITPOTI'PAMMBI ITIPOPECCHOHAJIBHOI'O MOAYJIA

s peanu3zauuu nporpaMmbl Npo¢ecCuOHATBHOT0 MOAYJIsl H0JKHBI ObITH
NpeayCMOTPEHBbI cJIeAyI0IHe CliellHaJbHbIe OMeIIeHUs
Peanuzanus mporpaMMel IpernonaraeT HaTuuue y4eOHbIX KaOUHETOB —JIeKIIHOHHBIE
ayJAUTOPUU C MYJTbTUMEIUIHBIM 000pynoBaHueM; taboparopun «IIporpaMMHBIX U IPOrpaMMHO-
anmapaTHbIX CpeICTB o0ecredeHus1 HHPOPMALMOHHOW 0€30acHOCTH.

OGopynoBanue y4eOHOro KaOWMHETA ¥ pabouyWx MeCT KaOWHeTa — JIeKIIMOHHAs
ayJAUTOPUS: TOCATOYHBIX MECT — I10 KOJIMYECTBY 00YyJaroLIMXCsl, pabodyee MECTo IpenoaBaress,
IIPOEKTOP, NIEPCOHAIBHBIN KOMIIBIOTEP, KOMIUIEKT IIPE3CHTALUH.
Ob6opynoBanue naboparopun «IIporpaMMHBIX W TPOTrpaMMHO-aNapaTHBIX CPEICTB
obecriedeHrss THPOPMALMOHHOM 6€30MacHOCTH» M pabounx MeCT JabopaTopHu:
— Paboune mecrta cTy1eHTOB, 000PYOBaHHBIE MIEPCOHATBHBIMUA KOMITBIOTEPAMU;
— JlaGoparopHbie yueOHbIE MAKETHI,
— PaGouee mecto npenogaBaTens;
— y4eOHO-METOMYECKOE 00ECIICUCHHIE MOTYJIS;
— DKpaH, MPOEKTOP, KOMIUJIEKT MPE3eHTAIH];
— AHTHUBHUPYCHBIE IPOTPAMMHBIE KOMIUIEKCHI;
— TporpaMMHO-anmapaTHbIe cpeacTBa 3amuTsl nHpopmarun ot HCJI, 611okupoBku
J0CTYIa U HApyIIEHHSI LIEJIOCTHOCTH;

— TpOrpaMMHBIE U IPOrPaMMHO-aMapaTHbIE CPENICTBA OOHAPYKEHUS aTaK (BTOPKEHHIA),
TOUCKA YSI3BUMOCTEN;

— CpeACTBa YHUUTOXKEHUS OCTATOYHOM MH(pOpPMAIIUY B 3aTIOMUHAIOIINX YCTPOMCTBAX;

— MpOrpaMMHBIE CPEAICTBA KPUNITOTpapUuecKOn 3alIUThl HHPOPMALIUH.

NudopmanuonHoeodecneyeHneo0yYeHHs

3.2.10CHOBHBICICYATHBICHCTOYHUKH:

benos E.b. Oprann3annonHo-npaBoBoe odecrneueHne MHPOopMaImoOHHON 0€30MacHOCTH: YIeOHOe
nznanue / benos E.b., [Ipxxeropnunckuii B. H. - Mocksa: Akagemus, 2021 -336 c.
(CrenmanbHOCTH CpeIHero MpodhecCHOHaTLHOTO 00pa30BaHMS).

lanszosa, P. H. Undopmanmnonnas 6e3onacHocTh. JIabopaTopHBI MPakTUKyM: ydeOHOE mocobue
st cio / P. H. T'mnisizoBa. — 3-e usn., crep. — Cankr-IlerepOypr: Jlanp, 2022 — 44 ¢. — ISBN
978-5-8114-9138-4.

I'myxoB, M. M. BBenenne B TEOpETHKO-YHCIIOBBIE MeTO bl Kpuntorpaduu / M. M. I'nmyxos, U. A.
Kpyrnos, A. b. [lnukyp, A. B. Uepemymkun. — 3-e u3f., crep. — Cankr-IlerepOypr: Jlans, 2024
— 396 c. — ISBN 978-5-507-47388-5.

Kazapun, O. B. [IporpamMHo-anmnapaTHbIE CpeICTBa 3alUTHl HHPOpPMauH. 3aluTa
MIPOTrpaMMHOTO 00€CTIeUeHUsI: YYeOHUK U MTPAKTUKYM JIJISl CPETHETO MPO(HECCHOHATBHOTO
obpazosanus/ O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa: M3garensctBo FOpaiit, 2023 — 312
c. —(IIpodeccrnonansuoe odpazoBanue). — ISBN 978-5-534-13221-2.

Huxudopos, C. H. MeToas! 3amuTsl HHGOpMaIuy. 3aiiTa OT BHEIIHUX BTOP)KEHUH: yueOHOe
nocobue s crio / C. H. Hukudopos. — 2-e uzn., crep. — Canxkr-IlerepOypr: Jlans, 2021 — 96
c. — ISBN 978-5-8114-7906-1.

Huxudopos, C. H. Metozs! 3ammTtsl nHGOpMAIu. 3alUIeHHbIE CETH: YdeOHOoe TocoOue s
crno / C. H. Hukudopon. — 2-e u3a., crep. — Canxrt-IlerepOypr: Jlans, 2021 — 96 c. — ISBN
978-5-8114-7907-8.

Huxudopos, C. H. Metoas! 3amuts! nHGopmarnuu. [laponu, ckpeitue, mudpoanue: yueOHoe
nocobue s cio / C. H. Hukudopos. — 2-e uzn., crep. — Canxkr-IletepOypr: Jlans, 2021 —124
c. — ISBN 978-5-8114-8256-6.



8.

10.

11.

Huxudopos, C. H. Meroas! 3amuts! nadopmaruu. [llndposanne nanubix: yaeOHOe mocoOue s
crno / C. H. Hukudopos. — 2-e u3a., crep. — Canxr-IlerepOypr: Jlans, 2022 — 160 c.— ISBN
978-5-507-44449-6.

[Terpenxo, B. M. 3amura nepcoHanbHBIX JaHHBIX B HH()OPMAIIMOHHBIX cucTeMax. [IpakTukym:
yaeOHoe rmocobue st cro /. — 2-e u3., crep. — Cankr-IlerepOypr: Jlans, 2022 — 108 ¢. —
ISBN 978-5-8114-9038-7.

[Tpoxoposa, O. B. UndpopmanmonHast 6€301MacHOCTh 1 3amuTa HHOOpPMAIUU: YIeOHUK IS CI1o /
O. B. IIpoxopoBa. — 4-e u3n., crep. — Cankr-IlerepOypr: Jlanp, 2023 — 124 ¢. — ISB 978-5-
507-47174-4.

[Iep6ax, A. B. Mudopmarmonnas 6e30macHOCTh: y4eOHUK MPOodecCHOHATBLHOI0 00pa3oBaHust /
A. B. lllep6ak. — Mocksa: U3narensctBo KOpaiit, 2024 — 259 ¢. — (IIpodeccuonanpHoOe
obpaszoBanue). — ISBN 978-5-534-15345-3.

Ilepuoguyeckue u3LaHus:

Chip/Yun: XypHan 0 KOMIBIOTEPHOM TEXHHUKE JUIsI TPO(ECCHOHATIOB W  OMBITHBIX
I10JI30BaTEIICH;

3ammra napopmanmu. Mucaiin: MHGOpMaIIMOHHO-METOINYECKHH JKypHAT

WNudopmannonnas 6€30MacHOCTh peTHOHOB: HayuHO-TTpakTHYECKH KypHaI

Bompocsr kubepbe3omacHoctn. Hayunsiii, nepuogndeckuii, HHGOPMAIIMOHHO- METOIMYECKUIT
KypHai ¢ 0a30Boil crerumanuzanueil B obxactu uHpopMmarmonHoi Oe3onmacHoctu.. URL:
http://cyberrus.com/

be3onacHocTh MH(MDOPMAITMOHHBIX TeXHOJIOTHH. [leprognyecknii perneH3upyeMblii HayIHBINH
xypuan HUSY MUOU.URL: http://bit.mephi.ru/

DJIEeKTPOHHbIE HCTOYHUKH:

1. ®enepanbHas ciyx0a 1Mo TeXxHuIeckomy 1 skcrmopTHomMy KoHTpouro (PCTIK Poccun)
www.fstec.ru

2. NadopMannmoHHO-CTIIpaBOYHAs CHCTEMA I10 JIOKYMEHTaM B 00J1aCTH TEXHUUECKOU 3allUThI
uHpopmanuu www.fstec.ru

3. OOGpa3zoBarenbHbIE TOPTAJIBI 110 PA3THMYHBIM HAPABICHUSIM 00pa30BaHUs U TEMATHUKE

http://depobr.gov35.ru/

CrpaBouno-mipaBoBasicucreMa «Koncynbrant [Imrocywww.consultant.ru

CrpaBouHo-TIpaBoBasicucTeMa «l apaHT»»www.garant.ru

®denepanpHblil mopran «Poccuiickoe oopa3zoBanne www.edu.ru

®denepanbHbId paBoBoil moptan «lOpuandeckas Poccusinhttp://www.law.edu.ru/

Poccuiickuit Onomerpuyeckuii mopran www.biometrics.ru

A N A

®enepanbhblii mopran «MHpopMaMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH B 00pa30BaHUI»
htpp\\:www.ict.edu.ru
10. Caiitr HayuHoii snekTpoHHOM OnOIMOoTeKn www.elibrary.ru



4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHMUSA
MMPOPECCHUOHAJIBHOI'O MOAYJIA

Kon u HaumeHoBaHue
npodhecCHOHATBLHBIX u
o0mmx KOMIICTEHIIHA,
(hopMHUpyeMBbIEB paMKax

MOAYJIS

Kputepuu onenku

MeToOb!I OLIEHKH

IIK 2.1. OcyuecTBusTh
YCTaHOBKY W HACTpPOHKY
OTZAEbHBIX
MIPOTrPaMMHBIX,
POTrPaMMHO-
anrmapaTHbIX CPE/CTB
3alIUTHI UH(OPMALIHH.

JIeMOHCTpUPOBATh YMEHUS U
MPAKTUYECKHE HAaBBIKU B YCTAHOBKE
Y HACTPOUKE OTAEITbHBIX
IIPOrPaMMHBIX, IPOTPAMMHO-
annapaTHBIX CPE/ICTB 3aIUTHI
uHpOpMaIU

[1K2.2.06ecneunBath
3amuTy HHGOpPMAIUHU B
ABTOMATU3UPOBAHHBIX
crcTeMax OTJeIbHBIMU
[IPOrpaMMHBIMU,
MIPOrpaMMHO-
armapaTHbIMU
CpeIcTBaMH.

JIeMOHCTpHUPOBATh 3HAHKS U YMCHHS
B 00€CIIeUeHNH 3aIMThI
nH(popManuu B
ABTOMATH3UPOBAHHBIX
CUCTEMAXOTACIIbHBIMHAU
[IpOrpaMMHBIMU,
HpOI‘paMMHO-aHHapaTHBIMI/I
CpeacTBaMu

[IK 2.3. OcyuiecTBiaarh
TecTupoBaHue (HyHKIUI
OTIENbHBIX
MPOrPaMMHBIX U
POTrPaMMHO-
anmapaTHbIX CPE/CTB
3alIUThI HH(OPMALIHH.

Brimonnenue nepedns padot mo
TECTUPOBAHUIO (PYHKITUHT
OT/ETBHBIX TPOrPAMMHBIX U
POrpaMMHO-ANIAPATHBIX CPE/ICTB
3alIUThl HH(POPMAITIH

[1K 2.4. OcyuiecTBasTh
00paboTKy, XpaHEHUE U
nepeaayy HHGOpMaLuu
OTPaHMYEHHOTO JIOCTYTIA.

HpOHBHSITB 3HaHWA, HABBIKU U
yYMEHHUs B 00paboTKe,
XpaHCHUHH TIepeade
uH(pOpMAaIMK OTPAHUYEHHOTO
JocTyIa

[IK 2.5. YHu4uTo)arh
nH(pOpMAITHIO ¥ HOCUTETH
nH(popManuu ¢
UCTIOJIh30BAHUEM
MPOTPaMMHBIX U
IPOrpaMMHO-
anmnapaTHbIX CPEACTB.

JleMoHcTpanus anropurma
MpoBeACHUS PaboT 10
YHUUTOXKEHUIO HUH(pOpMALUK U
HocuTelNel nHdopMaIu ¢
UCIIOJIb30BaHUEM

MPOrPaMMHBIX U
MIPOrpaMMHO-AIApaTHBIX CPEJICTB

TECTHPOBAHUE,
HK3aMeEH,

AKCIEPTHOE

HaOIII0IeHUE
BBITIOJTHEHUS
MPaKTUYECKHUX padorT,
OLIEHKA PEeIICHUS
CUTYallUOHHBIX

3aj1a4, OI[eHKa

nporiecca u

PE3YJIbTATOB BBIITOJHCHUA
BHJIOB pabOT Ha MPAKTHKE




[IK 2.6. OcyiiecTBisiTh
PETUCTPAIMIO OCHOBHBIX
COOBITUH B
aBTOMaTH3UPOBAHHBIX
(nHpOPMAITMOHHBIX )
CHUCTEMAX, B TOM YHUCJIC C
HUCIIOJIb30BAHHUEM
IIPOrpaMMHBIX U
IPOrpaMMHO-
arrapaTHbiX CPpCACTB
oOHapyXeHus,
MpeNyNpexaCHUs U
JTUKBUAALIAN
MOCJIEICTBUNI
KOMIIBIOTCPHBIX

arax.

[TposiBASITE 3HAHUS U YMEHUS B
3aIuTe

ABTOMATHU3UPOBAHHBIX
(MHGOPMAITMOHHBIX ) CHCTEM C
WCTIOJIb30BaHUEM

IIPOrPAMMHBIX U
MIPOTrPaMMHO-aIaPaTHBIX CPEICTB
OOHapyKEHHS, IPEAYIPEKACHUS U
JIMKBUJIAIIAU IOCIEACTBUI
KOMIIBIOTCPHBIX aTaK

OK 1 BriGupats
CIIOCOOBI pelieHus 3a/1a4
npo¢eCcCuOHATBHON
JeSITeTbHOCTH
MPUMEHHUTEITHHO K
Pa3IMYHBIM KOHTEKCTaM

00OCHOBAaHHOCTH TTOCTAHOBKH IIEJIH,
BbIOOpA M TPUMEHEHHS METOJIOB U
CIIOCOOOB PEIICHUS
mpodecCHoHANBHBIX 3a/1a4;
aJIeKBaTHAs OI[EHKA M CaMOOIICHKa
A((HEKTHBHOCTH M Ka4eCcTBa
BBITIOJTHEHUS TPO(HECCHOHATBHBIX
3ajgay

OK 2 HUcnonb3oBath
COBPEMEHHBIE CPEICTBA
TIOWCKA, aHaJIN3a ’
WHTEPIpETAINN
nHpopManuu u
MH(pOPMalMOHHbIE
TEXHOJIOTUH IS
BBHITIOJTHEHUS 33124
npodeccrnoHaIbHOM
JeSITeTbHOCTH

MCIIOJIb30BAHUE PA3IMIHBIX
MCTOYHUKOB, BKIIKOYUAs 3JICKTPOHHBIC
pecypcsl, Menuapecypesl, IHTepHeT-
pecypchl, IEPHONIECKUE U3JaHUS
M0 CHICHUATBHOCTH JJIsl PEIICHNUS
npodecCHOHATBHBIX 3a1a4

OK 9 Ilomp30BaThCs
npodecCuoHATBHON
JOKYMEHTaIMen Ha
roCy1apCTBEHHOM U
I/IHOCTpaHHOM A3bIKaX

A (HEKTHBHOCTH UCTIONB30BAHUS
MH(pOpPMaIMOHHO-
KOMMYHHKAITUOHHBIX TEXHOJIOTHI B
npodeccnoHalbHOM 1eATeNbHOCTH
COTJIACHO (OPMUPYEMBIM YMEHHSIM U
MOJIy4aeMOMY ITPAKTUUYECKOMY OIBITY
B (HEKTHBHOCTH UCTIONB30BAHUS B
npodeccnoHalbHOI 1eATeNbHOCTH
HE0OXO0TMMOM TeXHHUECKOM
NTOKYMEHTAIlMH, B TOM YHCJe Ha
QHTJIMHACKOM SI3BIKE




Ilpunoscenue
Kk npocpamme CIIO 10.02.05

Oobecneuenue ungopmayuonnoi d6ezonacnocmu
Aemomamu3zuposannvix cucmem
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COJIEP)KAHUE

1.0BIIAS XAPAKTEPUCTHUKA PABOYEM ITPOT' PAMMBbBI
IMMPO®ECCHUOHAJIBHOI'O MOAYJIA

2.CTPYKTYPA U COAEP KAHUE IMPOPECCUOHAJIBHOI'O MOJAYJIA

3.YCJIOBUSI PEAJIM3ALIUY TIPOT'PAMMBI IPO®ECCHOHAJILHOTO
MOJY.JIsI

4. KOHTPOJIb 1 OHEHKA PE3YJBbTATOB OCBOEHMUS
MMPOPECCHUOHAJIBHOI'O MOAYJIA



1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
MMPO®ECCHUOHAJIBHOI'O MOAYJIA
IIM.03 BAIIUTA THO®OPMAIIMU TEXHUYECKNUMHU CPEJICTBAMUA

Ieab ¥ IUIAHUPYEMbI€ Pe3yJabTaThl 0CBOEHHS MPO(ECCHOHAIBLHOT0 MOIYJIsE

B pesynprare wu3yueHus mpo(ECCHOHAIBLHOTO MOIYJs CTYACHT JOJKEH OCBOUTH BHJT
JEATeNbHOCTH 3awuma ungopmayuu mexHuueckumMy cpeocmeamu W COOTBETCTBYIOIIHE eMY
npodeccrnoHaTbHBIE KOMITETESHITUH:

KOI[ HaI/IMeHOBaHI/IeBI/II[OBI[eﬂTGJ'H)HOCTI/II/IHPO(i)GCCI/IOHaIIBHI:IXKOMHeTCHL[I/Iﬁ
B3 3ammrauHGopManMUTEXHUYECKUMUCPEICTBAMU
IIK 3.1. OcymiecTBIATh yCTAaHOBKY, MOHTaX, HACTPOUKY M TEXHUYECKOE 00CTYKHBaHHUE

TEXHUYECKHUX CPEJCTB 3aIUTH HHPOPMAIIMH B COOTBETCTBUU C TPEOOBAHUSIMU
AKCIUTYaTaIlMOHHOM JIOKYMEHTAIIUH.

IIK 3.2. OcymecTBIATh SKCILTyaTaIlI0 TEXHUUYECKUX CPEICTB 3aIlUThl HH()OpMALIUH B
COOTBETCTBHUH C TPEOOBAHUSAMH SKCIUTYaTallMOHHONW JOKYMEHTAIIH.
IIK 3.3. Ocy1iecTBIATh U3MEPEHUE NMAPAMETPOB MOOOUYHBIX AIIEKTPOMArHUTHBIX U3ITY4EeHUH U

Hasogok (IT9MUH), co3gaBaeMbIX TEXHUYECKUMH CPEACTBAMH 00pabOTKH
nHGOpPMAIMY OTPAaHUYEHHOTO JOCTYTIA.

IIK 3.4. Ocy1iecTBIATh U3MEPEHUE NapaMeTPOB (POHOBBIX IIYMOB, a TAKXKe (PU3MUECKUX MOJIEH,
CO3/1aBaeMbIX TEXHUYECKUMHU CPEICTBAMH 3aLUTH HH()OPMALIUH.

IIK 3.5. Opranu3oBbIBaThH OT/IENbHBIE pa0OTHI O (PU3UUYECKOH 3alIiTe OOBEKTOB
MHpOpPMaTH3ALUH.

OO0111e KOMIIETEHIIUN

KO,Z[ HaI/IMeHOBaHI/IeBI/I,Z[OBI[eﬂTGJIBHOCTI/II/IHPO(i)CCCI/IOH&IIBHBIXKOMHGTGHL[I/Iﬁ

OK'I. | Beibupars criocoGs! penenus 3a1a4 IpodecCHOHATBHOMN AeATeNbHOCTH MPUMEHHTENIBHO K
pa3IMYHbIM KOHTEKCTAM.

OK 2. Hcnonbs30BaTh COBpEMEHHBIE CPENICTBA MTOMCKA, aHAIIW3a M HHTEPIIpETaliii HHopMaIuu u
WH(pOpPMaIMOHHBIE TEXHOJIOTHH JJIS BHITTOJTHEHHS 3a71a4 MPOo(heCCUOHATBLHOMN eI TeIbHOCTH

OK 9. | [Tonw3oBarbes mpodeccuoHaIbHOM JOKYMEHTAIMEH Ha TOCYITapCTBEHHOM U MHOCTPAHHOM
S3BIKAX




B pe3yJsibTate ocBoeHuUs1 NpogeccuOHATbHOI0 MOAYJISAA CTYAEHT J0JIKEeH:

Nwmers
MIPaKTUYECKUNA
OIIBIT

—YCTaHOBKH, MOHTa)Ka U HACTPOUKH TEXHUYECKUX CPEJICTB 3aLHUTHI
nH(pOpMaInu;

—TEeXHHYECKOTO 0OCITY)KUBAHUSI TEXHUIECKUX CPEIICTB 3aIIHUTHI
UH(pOpMaINY;

—IIPUMEHEHUS] OCHOBHBIX TUIIOB TEXHUYECKHUX CPEACTB 3aIIUTHI
UH(pOpMaINY;

—BBISIBJICHNS TEXHNYECKUX KaHAJIOB YTEUKH HH(POPMAILNH;

—y4acTusi B MOHUTOPUHTE (P (PEKTHBHOCTH TEXHUUECKHX CPEICTB 3aIIUTHI
uHpOpMaINH;

— JIMarHOCTUKH, YCTPAHEHUS OTKAa30B M HEHCHPABHOCTEH, BOCCTAHOBIICHUS
paboTOCIOCOOHOCTH TEXHUYECKUX CPENICTB 3AIIUTHI HHPOpMAIINY;

— mnpoBeaecHMs u3MepeHudl mapamerpoB IIDMMH, co3naBaembix
TEXHUYECKUMHU CpPeIACTBaMU 00paboTkM HHGpOpMAIMU TPH  aTTECTALUU
0o0bekTOB  WH(pOpMaTHM3alMM, JUI  KOTOPOH  YCTaHOBIEH  PEXHM
KOH(PUICHIIMAIBHOCTHA, TPH aTTeCTallud OOBEKTOB HWH(GOPMATH3AIUMA 10
TpeGoBaHUsAM 0€30MacHOCTH HHPOPMALIUH;

— TMpOBEIEHHs H3MEpPEHMH mapaMeTpoB (POHOBBIX IIYMOB, a TaKke
¢u3nueckux TOJeH, CO3/1aBaeMbIX TEXHHUYECKUMH CpPEACTBAMHU  3alHUTHI
UH(pOpMAaIINY;

— YCTAQaHOBKM, MOHTaXa M HACTPOWKH, TEXHHYECKOTO OOCITyKHBaHHS,
JIMAarHOCTUKH, YCTPAHEHUS! OTKA30B M HEUCIIPABHOCTEH, BOCCTAHOBIICHUS
paboToCOCOOHOCTH MHKEHEPHO-TEXHUUYECKIX CPEACTB (PU3NYECKOM 3aIUTHI.

yYMETh

—IPUMEHATh TEXHHYECKHE CPEICTBA JUISI KPUNTOTpadUUECKON 3aIHUTHI
uHpOpMalrU KOHQUICHIIUAIBHOTO XapaKTepa;

—IPUMEHATh TEXHUYECKUE CPEJCTBA ISl YHHUTOXKEHHS WH(POPMAIMAN
HocuTenel napopMaIuy;

— IPUMEHSATh HOPMATHBHBIC NIPABOBHIE AKTHI, HOPMATUBHBIE METOHMYECKHE
JOKYMEHTBI 10 OOECIEYECHUIO 3aIIUThl HMHGOPMAIMH  TEXHHYECKHMHU
Cpe/cTBaMu;

— NPUMEHSTh TEeXHUYECKHE CPECTBA I 3aIUTHl HHPOPMALIUU BYCIOBUSAX
NpUMEHEHHUS MOOMIIBHBIX YCTPOUCTB 00paOOTKHU U Mepeaun JaHHbIX;

— IPUMEHATH CPEACTBA OXPAHHOW CHTHAIM3AINH, OXPAHHOTO TEICBHICHUS
U CUCTEM KOHTPOJISl M YIIPABJICHUS TOCTYIIOM;

— MNPUMEHATHh WH)KEHEPHO-TEXHUYECKHE CpEACTBA (PU3UUECKON 3aluThl
00BbEeKTOB HH(MOPMATH3AITUN

3HaTh

—TIOPSIOK TEXHUYECKOTO 00CTY)KUBaHNS TEXHUYECKUX CPEICTB 3aIUThI
UH(pOpMAaIINY;

—HOMEHKJIATYpy IPUMEHSIEMBIX CPEJICTB 3aIUTHI HH()OPMAIUN OT
HECAaHKIIMOHMPOBAHHOW YTEUKH 110 TEXHUYECKHM KaHaIaM;

— (U3UYECKUEe OCHOBBI, CTPYKTYPY M YCIOBUS (POPMUPOBAHUS TEXHUUYECKHX
KaHAJIOB YTEUKH HH(POPMALMHU, CIIOCOObI HUX BBISBICHUS M METOIBI OLEHKH
OMACHOCTH, KJIACCH(UKAINIO CYIMIECTBYIOIIMX (U3NYECKUX TOJNeH |
TEXHHUYECKUX KaHAJIOB YTE€UYKH HH(OpMAINH;

—TOPSIIOK YCTPAHEHUS! HEHCIIPABHOCTEH TEXHWYECKUX CPENICTB 3allUTHI

uHpOpMALlMM M OpPraHU3alMM PEMOHTAa TEXHHYECKUX CPEACTB 3allUTh]

uH(pOpMaIny;




— METOJUKH HWHCTPYMEHTAILHOTO KOHTPOJNS 3S()PEKTUBHOCTH 3aIUTHI
nHpopmaruu, oOpabaTpiBaeMOW CpEJACTBAMH BBIYHCIUTEILHON TEXHHUKH Ha
00BeKTax HH(PpOPMATH3AIHH;

— HOMEHKJATypy U XapaKTEepUCTUKH ammaparypbl, HCHOIb3yeMOW st
n3mepenus napamerpoB [IDMUH, a taxxke mapameTpoB ()OHOBBIX ITyMOB U
duznyeckux TmoJyied, CcO3AaBaeMbIX TEXHUUYECKHMHU CpEACTBAMM  3alUThI
UH(pOpMaINY;

— OCHOBHBIE IPUHIIUIIBI IEHCTBUS U XapaKTEPUCTUKU TEXHUUECKUX CPECTB
(U3UYECKOM 3alTUTHI,

—OCHOBHBIEC TTOCOOBI (PU3NUECKON 3aIUTH 00BEKTOB HH(POPMATH3AIIHIH;

—HOMEHKJIATYPy NPUMEHSIEMBIX CPEACTB (DM3MUYECKOW 3alIMThl OOBEKTOB
nH()OpMATH3AINH.

KoanuyecTBO yacoB, OTBOAUMOC HA OCBOCHHEC l'lpO(l)eCCHOHaJ'IbHOFO MOy

Bcero uacos

522

B TOM 4HcCIIe B GopMe MPAKTHUECKON OATOTOBKH - 350 yacoB

W3 sux Ha ocBoeune MJIK - 330 gacos
B TOM YHCJIE CAMOCTOSITeIbHas paboTa 24
npoMmexxyTounast arrectramus no M/IK 12
MPaKTUKH, B TOM YHCyIe yueOHas - 72 4acoB

npousBojcTBeHHas - 108uacos

[IpoMexxyTouHast arTecTanus — 3K3aMeH 1o MoAy 0 — 12 yacoB




2. CTPYKTYPA U COAEP KAHUE INPOPECCUOHAJIBHOT'O MOAVJIsA
Crpykrypa npodeccuonanbuoro moayJs [IM.03 3amura ungopManum TeXHUYECKUMH CPeCTBAMM

O0beM npodheCCHOHAIBHOTO MOAYIIS, aK. Yac.
Qs O6yuenne no MJIK Tpaxrug
Kompt 82 = B ToM uncne
© o M = ® =w
npodeccuonan | HanmeHoBaHus pasnenos npodeccuoHanbHOro | Beero, -2* e e 2 ol s S g 5§ .
BHBIX 1 OOIIHX MOJLYJIst wac | E g{ Beero | 8 | o8 &E H =| &85 Vacs TIpou3BoacTs
KOMIIETEHIIN = Sr|eER|EE|Eg| g |pg| YHcoHa €HHast
= & TEEEEEA IR
ES|E "8 8EIg% 2 |2E
o o R ez g S |2
= 2 | B M B
1 2 3 4 5 6 718 19|10 11 12
I1K3.1- Paznen 1monyas. [IlpumeHenne TeXHUYECKOM 170 80 170 68 80 10 | 6 | 6
IK.3.5 3a1uThl HHGOpMAIMH
OK 1 Paspnen 2 monyas. [IpuMeHnenne nHXeHEpHO- 160 78 160 38 78 | 30 | 14 | 6 | 6
OK 2’ TEXHUYECKHUX CPEICTB (PU3NUECKON 3alUThHI
’ 00BEKTOB HH(pOPMATH3AITUH
OK9
YyeOHasi paKTHKa, 9aCOB 72 72 72
ITpon3BoicTBEHHAs IPAKTHKA, YACOB 108 108 108
[IpomexyTouHas arrecTarys 12 12
Bcero: 522 | 350 | 522 | 106 | 158 |30 |24 |12[ 12| 72 | 108




TemaTuyecKuil JIaH U coJepKaHUe NMPO(ecCHOHATBLHOT0 MOLYJIsI

HaumenoBanue
pasaeioBUTEM
npogeccHoHaNBHOIO0 Coaeprxanue yueOHOro MaTepuasa, JjaboparopHblie padoThl M NPAKTHYECKHE 3aHATHSA, O0bem
moayJs (ITM), caMocTosiTe/IbHAas padoTra o0y4yarouierocsi, Kypcosasi padora (Ipoexr) 4acoB
MEKIHCHUIIIMHAPHBIX
kypeos (MJIK)
1 2 3
Pasznes 1 moayas. [lpuMeHenre TeXHMYECKOH 3aMTHI HHGoOpManun 170
MIAK.03.01 Texunueckasi 3amuuTa MuHGOPpMALMU 170
Pasznes 1. Konuenuusi HHKeHEePHO-TeXHUYECKOM 3aMThI HHpopManuun
Temal.l. [Ipenmer n Conep:xanue 2
3a/1a4M TEXHUYECKOMN [IpenMer 1 3aga4u TEXHUYECKON 3aIIUTHI HH(OpMaLMK. XapaKTepUCTHKA MHKEHEPHO-TEXHUYECKOU 3alUThI
3aIIUTHl HHPOPMAIIAN nH(pOpMaNUY Kak 001acTH HHPOpPMAIIMOHHOM 6e3onacHoCTH. CUCTEMHBIN TOIXO]] PU PEUICHUH 3a/1a4
WHXCHEPHO-TEXHIUUECKOH 3amuThl nHpopMari. OCHOBHBIC TapaMeTPhl CUCTEMBI 3alTUTHl HHPOPMAITHH.
Tema 1.2. O0mue Conep:xkanue 6
ITOJIOXKCHUA 3alIUThI 3amaun 1 TpeOOBaHMS K CITOCO0AM M CPEICTBaM 3alUThl HHGOPMAIMH TEXHUUECKHUMH CPEJICTBAMH.
uH(pOpMaUH [TpuHIIUIIBI CUCTEMHOTO aHaIM3a TPOOJIEM HHKEHEPHO-TEXHUYECKOM 3alTUThl HH(POpMAITUH.
TEXHUYCCKUMU Kinaccudukanms cnoco6oB v CpeaCTB 3alUTH HHPOPMAITUH.
CpeIaCTBaMU
Pa3znes 2. TeopeTuyeckue 0CHOBbI MH/KEHEPHO-TEXHUYECKOM 3a1MTHI HH(POPMALMHU
Tema 2.1.1udopmarius Conep:xkanue 6
KaK IIPEeAMET 3alUThI OcoGenHoctr nHpOpMaLIUK KakK rpeaMeTa 3amuTsl. CBoiicTBa nHGopMaru. Buibl, HICTOUHUKYA U HOCUTEH
3amuiiaeMon nHpopmaimu. lemackupyronme npu3Hakiu 00bEKTOB HAOII0IEHNUSI, CUTHAJIOB U BEIIECTB.
[TonsiTue 06 onacHoM curHazie. Mcrounuku onacHbIx curHasioB. OCHOBHBIE U BCIIOMOTaTelbHbIE
TEXHUYECKUE CPEACTBA U CUCTEMbI. OCHOBHbBIE PYKOBOSIIINE, HOPMATHUBHBIE U METOJUYECKUE JTOKYMEHTBI
10 3aLIUTe UHPOPMALIUU IPOTUBOICHCTBHIO TEXHUYECKOH pa3BeIKe.
TemaTuka NpaKTHYECKUX 3AHATHH U J1a00PATOPHBIX padoT 6




CopepxaTenbHblil aHAIU3 OCHOBHBIX PYKOBOJSAIINX, HOPMAaTUBHBIX M METOAUYECKUX TOKYMEHTOB 110 3alUTE
nH(OpPMAIMNU IPOTUBOICHCTBHUIO TEXHUYECKOH pa3BeJIKe.

Tema2.2.Texunueckue
KaHaJIbl yTeUKH
nHopMaH

Conepxanue

[TonsiTue n ocobeHHocTu yreukn nHpopmanuu. CTpykTypa KaHaja yreuku uHbopmaruu. Kinaccudukarus
CYIIECTBYIOIUX (PU3MUYECKHX MOJIEeH U TEXHUYECKUX KaHAJIOB YTEUKH HH(popMaIuy. XapakTepucTHKa
KaHAJIOB yTeuku nHpopMmanuu. OnTuieckne, akyCTHUECKUE, PaTUOICKTPOHHBIC M MaTePUATbHO-
BEIIECTBEHHBIC KAaHAJBI YTEYKH WHPOPMAIIMH, HX XaPAKTEPHUCTHKA.

TemaTuka NPaAKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT

Knaccuukanus 1eMacKupyromux npusHakos. OCHOBHBIE BHJIBI YTPO3 HHPOPMALIUH.
O60cHOBaHME BRIOOpa KaOMHETa Kak 00bekTa 3ammuThl. CocTaBlieHHe TlaHa KaOMHeTa Kak 00beKTa 3aIUThlI.

Tema 2.3. MeToan! u
CpPEACTBA TEXHUYECKOU
pa3Benku

Conepxanue

Kiaccudukanms TeXHUUeCKnX CpeACTB pa3Beaku. MeToAbl U CpeicTBa TEXHUUECKOU pa3Beaku. CpeacTBa He
CaHKIIMOHMPOBAHHOTO M0CTYyMa K nHpopManmu. CpecTBa U BO3SMOKHOCTH ONTHYECKOMN pa3BEIKH.
CpencTBa JUCTaHIIMOHHOTO ChbeMa MH(OPMAaLIUH.

TemaTuka NPaAKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT

TumoBast CTpyKTypa TEXHHUECKUX KAaHAIOB yTeYKU. MOJIEIUPOBaHNE KAHAJIOB YTEUKH YTECUYKH HHPOPMAIIHH.
MeTtob1 oOaBIeHUS HHPOPMAIMH O BEIIECTBEHHBIX HOCUTEISX.
JIMCTaHIIMOHHBIN aHAJIN3 BEILIECTB.

Pa3zpen3.®usnuecKueocCHO

BbITEXHHMYECKOU3AUTHIMH(OPMALIUT

Tema3.1.Ouznueckue
OCHOBBI YT€UKHU

uH(pOpMaIHY TI0 KaHaJlaM

MOOOYHBIX
ANIEKTPOMArHUTHBIX
W3JIy4YE€HHUI U HaBOJIOK

Coaep:xkanue

@du3nuecKue OCHOBBI MOOOYHBIX JIEKTPOMATHUTHBIX HM3JIY4Y€HHH M HABOJIOK. AKYCTOIJIEKTPHYECKHE
npeobOpasoBanusi. [lapasutHas reHepanus pagHodIEeKTPOHHBIX CpeACTB. BuIbpl mapasuTHBIX CBs3ed U
HaBOJOK. Dusndeckue SBICHHS, BBI3BIBAIOIINE YTEUKYy HHGOpPMALMU IO IENsM 3JIEKTPONUTAHUS U
3azeMieHus. HoMeHKIaTypa nx XapakTepUCTUKA anmnaparypsl, UCIOIb3yEMON Il U3MEPEHUS TapaMETPOB
MOOOYHBIX NEKTPOMArHUTHBIX U3TyYeHHUI U HAaBOJOK, TapaMeTpoB (DOHOBBIX IIYMOB U (PU3HUECKUX MONEH

TemaTuka NPaAaKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT

N3mepenne napameTpoB HU3NIECKUX TOJICH
3ammTa OT YyTeYKH M0 aKyCTUYECKOMY KaHaly.

Tema 3.2. dusznueckue
MPOLIECCHI TTPU
ITomaBnenun

OITACHBIX CHUTHAJIOB

Coaep:xkanue

CkpeITHE pedeBoit HHGOpPMAINHU B KaHAIAX CBs3U. [lo/jaBieHe OMACHBIX CUTHAJIOB aKyCTOAIEKTPHIECKUX
npeoOpazoBaHuil. DKpaHUPOBaHHUE. 3alTyMJICHHE.

TemaTnka NpaKkTHYeCKHU X3aHATHH H JIa0OPATOPHBIX padoT




3HepFeTI/I‘-IeCKOG CKPBITHC aKYCTUUCCKHUX CUTHAJIOB:3BYKOU3OJIALUA U
3BYKOIIOTJIAIICHUC.

Pa3nesn4.Cucrembl 3a1IMTHI OT YTeYKH HH(pOPMALUHA

Tema 4.1. CucreMbl
3al0UTHI OT YTCUKU
nH(popManuu 1o
aKyCTHYECKOMY KaHay

Coaep:xkanue

TexHudeckue cpencTBa aKkyCTUUIECKOU pasBeaku. HermocpencTtBeHHOE MOACITYIIMBAHKUE 3BYKOBOU
uHpopmanuu. [IpocaymuBanue nHGopMai HapaBICeHHBIMA MUKpopoHaMu. CucTemMa 3alUThl OT YTEUKU
[0 aKyCTH4YecKoMy KaHainy. HoMeHknaTypa npuMeHseMbIX CPECTB 3alIUThl HH()OPMAIH OT
HECaHKIMOHMPOBAaHHOW YTEUYKHU 10 aKyCTUYECKOMY KaHally.

TemaTnka NpaKkTHYeCKHU X3aHATHH H JIa0OPATOPHBIX padoT

3amuTa OT yTeYKU 10 aKyCTHYECKOMY KaHally

Tema 4.2. Cucrtemsl
3alIUTHI OT YTEUKU
uH(pOpMAIMU TIO
IPOBOJAHOMY KaHAITy

Coaep:xkanue

[Mpuanmn padbotel MukpodoHa u tenedona. Mcrnonp3oBaHne KOMMYHUKAIIMA B KAUECTBE COSAMHUTENbHBIX
npoBoaoB. HernacHas 3anuck napopmauu Ha TUKTOPOHBI. CHCTEMBI 3aIUTHI OT TUKTO()OHOB.

Homenknaryp anpuMeHsieMbIX CPEACTB 3alllUThl HH(POPMALMK OT HECAHKIIMOHUPOBAHHOM YTEUKH I10
MIPOBOTHOMYKaHAIY.

TemaTnka NpaKkTHYeCKHU X3aHATHH H JIa0OPATOPHBIX padoT

3amuTa OT yTe4KHU 110 IPOBOAHOMY KaHAIy

Tema4.3.Cuctembl
3aIUTHI OT YTCUKH
uH(pOpMAIMU TIO
BHOpAIMOHHOMY KaHAITy

Coaep:xkanue

DJeKTpPOHHBIE CTETOCKOIBI. JIa3epHble cucTeMbl MOACTYIINBaHuA. [ uapoakycTiHueckue mpeodpa3zoBaTey.
CucreMsl 3aUTHl HH(OPMALIMK OT YTEYKH MO BUOpaIlMOHHOMY KaHainy. HoMeHkaTypa npuMeHsIeMbIX
CPEICTB 3alIUTHl HH(POPMAIIMHU OT HECAHKIIMOHUPOBAHHOM YTEUKH 110 BUOPALIMOHHOMY KaHaIy.

TemaTuka NPaAKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT

3amuTa OT yTeYKH 0 BUOPOAKYCTHUECKOMY KaHATy

Tema4.4.Crucremsl
3aIINTHI OT YTEUKH
uH(pOpMAIMU TIO
AIIEKTPOMAarHUTHOMY
KaHaly

Conepxanue

[TpocnymmuBanue nadopmaruu ot paano tenedonos. [IpocnymmBanue nHGOpMAIUU OT pabOTAIOIICH
anmaparypsl. [IpocmymBaare HHGOpPMALUK OT paano3akianok. [IpueMHuky nHGOpPMAIUK ¢ paIro3aKiIaIoK.
HpOCHyHII/IBaHI/Ie I/IH(bOpMaI_[I/II/I O MIAaCCUBHBIX 3aKIag0K. CucreMsl 3alIUTHI OT YTCUYKHU I10 JICKTPOMArHUTHOMY
kaHainy. HoMeHknaTypa npuMeHsieMbIX CPECTB 3alIUThl HH()OPMAIMK OT HECAHKIIMOHUPOBAHHOW YTEUKH I10
DJIEKTPOMArHUTHOMY KaHaIly.

TemaTnka NpaKkTHYeCKHU X3aHATHH H JIa0OPATOPHBIX padoT




Onpenenenne kananoB yreuku [[OMINH

3amura oT YTE€UYKH IO LCIIAM JICKTPOIUTAaHNA U 3a3EMIICHUA

Temad.5. CucteMsl Conepxanue 4
3aIUTHI OT YTEUKH KoHnTakTHBIN 1 6ECKOHTAKTHBIN METOABI CheMa HH(GOPMAIIMU 33 CYET HEMOCPEACTBEHHOTO TIOKITIOUEHUS K
uH(pOpMaIHHU 1O tenedonHol muHuK. Mcnonb3oBanne MuKpooHa TeneoHHOro anmnapaTa MpH MoJ0KEeHHOH TenedoHHOM
Terae(pOHHOMY KaHaTy TpyOKe. YTeuka nH(OpMalUK IO COTOBBIM ILIETsIM cBsi3u. HOMeHKIaTypa npuMeHsIeMbIX CPEJCTB 3alUThI
nH(OPMALIUY OT HECAaHKIIMOHUPOBAHHOW YTEUKHU IO TeJIe()OHHOMY KaHATY.
TemaTnka NpaKkTHYeCKHU X3aHATHH H JIa0OPATOPHBIX padoT 4
3amuTa OT yTeYKH Mo TeleQOHHOMY KaHaTy
Tema4.6.CucteMbl Conepxanue 4
3aIUTHI OT YTEUKH Huzko4acToTHOE yCTPOICTBO cheMa HH(popMaIiy. BEICOKOYAaCTOTHOE YCTPOMCTBO CheMa HH(POPMAIIHH.
MHMOPMAIHH TI0 Homenknarypa npuMeHsieMbIX CPEACTB 3allUThl HH()OPMALIMK OT €CAHKIIMOHUPOBAHHOM YTEUKH 10
JeKTpoceTeBOMyKaHary — [*IEKTPOCETEBOMY KaHaiy..
TemaTuka NPaAaKTHYECKH X3aAHATHH U JIa00OPATOPHBIX padoT 4
3amuTa OT YTE€UYKH 10 AIEKTPOCETEBOMY KaHAILy
Tema 4.7. CucteMsl Conepxanue 2
3aIUTBI OT YTEUKH TeneBusuonusle cucteMbl HaOmoAeHus. [Iprdopsl HouHOTrO BUAEHUS. CUCTEMBI 3aIIUTH HHPOPMAIUH 110
MHMOPMALIHH 110 ONTUYECKOMY KaHally.
ONTUYECKOMYKaHAILY TemaTuka NPpaAaKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT 2
3amuTa OT yTeYKH M0 ONTHYECKOMY KaHay
Pa3neas. [IpuMenenue u 3KCIulyaTanys TEXHUUECKUX CPECTB 3alIUThI HH(pOpMaLUK
TemaS.1.1Tlpumenenue Conepxanue 8
TEXHUYECKHUX CPEICTB TexHuueckre cpeacTBa sl YHUUTOKEHHUs] UHPOpMallMK U HocuTesel nHpopMalnu, nops oK MpuMeHEHHS.
3aIIUTH HHPOPMAIIH [TopsiIOK MpUMEHEHUSI TEXHUIECKUX CPENICTB 3aIUTHI MHPOPMAIIUU B YCIOBHIX TPUMEHEHUS MOOUITBLHBIX
YCTpOWCTB 00pabOTKH U TIepeaadn JaHHBIX.
TemaTnka NpakTHYeCKU X3aHATHI U J1a00PATOPHBIX padoT 10




[TpoBeneHne M3MEPEHUI TaPaMETPOB MOOOYHBIX IJCKTPOMATHUTHBIX U3ITyUYE€HUH 1 HABOJOK, CO3/IaBAEMBIX
TeXHUYECKUMH CPECTBAMH 3aIIUTHl HH()OPMAIUH, TIPH MPOBEJICHUN aTTECTAIlUH 00BEKTOB.

[TpoBeneHue M3MEpEeHU mapaMeTpoB (POHOBBIX IIYMOB U (PU3MUECKHUX TOJIEH, CO3/JTaBAEMBIX TEXHUIECKIMU
CpelICTBaMH 3alTUThl HHPOPMAIIHH.

MIPOHUKHOBEHUS Ha OXpaHsAeMbIil 00beKT. OCOOEHHOCTH 3a/1a4 OXpaHbl Pa3IMYHbBIX TUIIOB 0OBEKTOB.

TemaS.2.9kcrnyaranus Conepxanue 8
TEXHUUYECKUX CPEICTB Dransl SKCIUTyaTallud TEXHUYECKUX CPEICTB 3allUThl HHpopMauu. Buasl, cogepkanue U mopsiok
3aIuThl HH(OPMaLIUU MPOBEJICHUS] TEXHUYECKOT0 00CTY>KUBAaHUS CPEJICTB 3aIUThI HH(OPMALIUH.
TemaTnka NpakTHYeCKU X3aHATHI U J1a00PATOPHBIX padoT 12
YcTaHOBKa M HaCTPOMKA TEXHUUYECKUX CPEACTB 3aIIUThl UHPOpMaLUK
JIMarHOCTHKA, YCTPAaHEHUE OTKA30B U BOCCTAHOBJICHUE PA0OTOCIIOCOOHOCTH TEXHUUECKUX CPEJCTB 3aLUTHI
nHpopMaIuu.
Opranuzanys peMOHTa TEXHHUECKUX CPEJCTB 3aLIUThI HH(OPMAIHH
[TpoBeaeHue arrectanii 00bEKTOB HHPOPMATHU3AIUH.
IIpumepHasi TeMaTHKa CAaMOCTOSITEIbHON Y4eOHOI padoThI 10
1 HampaBiieHrne KOMIUIEKCHOTO MPOEKTHUPOBAHUS CUCTEM 3alIUThI HH(GOpMaLUU
2 OCHOBHBIE ITPOOJIEMBI peAIN3aLUU CUCTEM 3aIUTH HH(OpMAIH
3 TpeboBanus k KC3U
4 3amaun cTpaTeruy 3alUThl HH)OpMaIH
S Bepudukarnus
6 JINCKpEeIMOHHBIN KOHTPOJIb JOCTYyNA
7 buomeTrpuueckas uACHTUGUKAIUS
8 bruomeTtpus 1o KJ1aBUATYpHOMY MTOYEPKY
0 Knaccudukarus npu3HakoB rojioca U peuu
10 CpenctBa BEICOKOHAJI)KHOM OMOMETPUUECKOM ayTeHTH(PHUKAINN
11 Innonax, c6op cirykeOHOM nHpOpMaIHK, CKaHUpOoBaHUE dhupa, 00padOTKa HEYYTCHHBIX HCTOYHUKOB
Koncyabranumn 6
ITpome:kyrounas arrecrauus mo M/IK.03.01 sx3amen 6
Paznen 2monyas. [IpumeHeHne HHAKEHEPHO-TEXHUYECKUX CPEACTB (PU3HYeCKOi 3a1IMTHI 00beKTOB HHGOPMATH3ALMH 160
M/IK.03.02 UH:xeHEepHO-TEXHMYECKHE CPeACTBA (PM3HYECKOil 3aIHUThl 00beKTOB HH(pOpMaTH3aALINH 160
Pa3neal.IlocTpoeHne 1 OCHOBHBIE XapAKTEPUCTUKHN HH/KEHEPHO-TEXHHUYECKUX CPe/ICTB (PM3MYECKOI 3a1UTHI
Temal.l.llenu u 3agaun Coaep:xkanmne 4
(usnuecKoii 31K ThI XapakTepHUCTHUKH MOTSHIIMATLHO ONACHBIX 00beKTOB. Copepkanue U 3a1aun (PU3NIeCcKoi 3alIUThl OOHEKTOB
00BEKTOB nHpopmarrzanuyu. OCHOBHBIE MOHATUS UHKEHEPHO-TEXHUYECKUX CPEACTB (PU3NUECKON 3alUTHI.
uH(pOpMaTH3ALHH KareropupoBanue 00bekTOB HHPOpMaTH3aui. Moens HapyIuTesst U BO3MOXKHBIE ITYTH U CIIOCOOBI €To




TemaTuka NPpaKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT

Mogenp HapyImuTeNns U BO3MOXKHBIE IYTH M CIIOCOOBI €r0 MPOHUKHOBEHHUS Ha OXPAaHSEMbIl OOBEKT. 2
TematukayueOHbIX3aHATUH (DOPMUPYETCA0Opa30BATETHFHONOPTraHN3AIMEH CAMOCTOSTEIHHO
Tema 1.2. O0uue Coaep:xkanue 4
CBEIEHUS 0 KOMILIEKCAX OO0mue npuHIUIEL 0OecriedeHus 0€30MacHOCTH 00BEKTOB. JKU3HEHHBIN UK CUCTEMBI (DU3HUECKON 3aIHTHI.
MHKEHEPHO-TeXxHudecknX | [IPHHIMIIBI HOCTPOCHUS HHTErPUPOBAHHBIX CHCTEM OXpaHbl. Kiaccudukaius 1 cOCTaB HHTErPUPOBAHHBIX
CpeCTB Pu3HIecKoil cucTeM oxpaHbl. TpeOoBaHUS K HHKEHEPHBIM cpeAcTBaM (pu3udeckoi 3ammThl. IHXKeHepHbIe KOHCTPYKITHH,
— MpUMEHsIeMbIe JIJIs1 IPEOTBPAIeHHs IPOHUKHOBEHHUS 3JI0YMBIIIJIEHHUKA K UCTOYHUKAaM HH(GOpMaIuu.
TemaTuka NPaAaKTHYECKH X3AHATHH U JIA00OPATOPHBIX padoT 10
PaccMoTpeHue HHKEHEPHBIX KOHCTPYKIIUH, TPUMEHSIEMBbIE JIJIs1 TPEIOTBPAICHUS! TPOHUKHOBEHUS
3JI0YMBINIJICHHUKA K UCTOYHUKaM HHGOpMaIuu.
Pa3znen 2. OCHOBHbIE KOMIIOHEHTbI KOMILIEKCA HHKEHEPHO-TEXHUYECKUX CPeACTB (PU3HYeCKOM 3a1UThI
Tema 2.1 Cucrema Conepxanue 4
OOHapy)KEHHs KOMILICKCA | Fud)opMallHOHHBIE OCHOBBI IOCTPOEHHS CHCTEMBI OXPAHHOI curHammsanuy. HasHauenune, Kiaccupukamus
WHXEHEPHO-TEXHUYECKUX | TEXHUYECKUX CPeNCcTB oOHapyxkeHus. [locTpoenue cuctem odecrnieueHus: 6€301macHOCTH 00BEKTA.
CPeNCTB (PUBUYECKOM [TepumeTpoBbIe CpeacTBa OOHAPYKEHUS: HaA3HAUCHUE, YCTPONUCTBO, MPUHIHUII AeicTBHs. OOBEKTOBBIE
3AIIUTHI CpeacTBa OOHApYKEHUsI: Ha3HAUEHUE, YCTPOICTBO, MPUHIIUI ACHCTBHSL.
TemaTuka NPaAKTHYECKH X3aAHATHH U JIa0OPATOPHBIX padoT 12
MoHTaX 1aTYUKOB IT0KAPHOU U OXPAHHON CUTHAIU3ALUU
Tema 2.2. Cuctema Conepxanue 6
KOHTPOJISI ¥ YIIPABJICHUS Mecro cuctembl KoHTpoJIst 1 yrpasieHus goctynom (CKVY /) B cucreme obecnieuenust ”HGOPMAITMOHHON
JIOCTYTIOM 6e3onacHocTH. OcobennocTu noctpoeHus u pazmenieauss CKYJl. Ctpykrypa u cocraB CKVY/I.
[Tepudepuiinoe obopynosanre u Hocutenu nHGopmamnuu B CKY JI. OcHOBBI TOCTPOCHUS U IPUHIIUTIBI
¢ynkunonuposanuss CKY Jl. Knaccudukarus cpencts ynpasieHus 1ocTynoM. Cpeacrsa uaeHTUUKAIH U
ayTeHTHUKauu. MeTo sl yaoctoBepenus audHoctu, npumensembie B CKY [[. O6napyxeHue
METAITNYECKUX MTPEIMETOB U PaJIMOAKTUBHBIX BEUIECTB.
TemaTuka NPaAaKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT 8
PaccmoTpenue npuHIMIOB YCTpOiicTBa, pabOThl U MPUMEHEHHUS allllapaTHBIX CPECTB ayTeHTU(UKALIUN
MOJIb30BATENS
PaccmoTpenune npuHIUMIOB yCTpoiicTBa, paboThl U MIPUMEHEHHUS CPECTB KOHTPOJIS JOCTYyIa
Tema2.3.Cucrema Coaep:xkanue 4




TEJIEBU3HOHHOTO
HaOJIFOIEHUS

AHanoroBblie ¥ ITU(GPOBBIE CUCTEMBI BUICOHA0M0AeHUS. Ha3zHaueHne crucTeMbl TeIIeBU3UOHHOTO
HaOmoeHu 1. CoCTaBCHCTEMBITEIEBU3HOHHOTOHA0 IO 1eHH . Buieokamepbl. O0beKTUBBL. TepMOKOKYXH.
IToBopoTHbIecucTeMbl. THppakpacHbIieOCBETUTENHN. [ € TEKTOPBIABHKEHHUSI.

TemaTuka NPaAaKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT 8
PaccMoTpeHue NpuHIMIIOB YCTPOICTBa, pabOThl U MPUMEHEHHUS CPEJICTB BUICOHAOIIOICHNUS.
Tema2.4.Cucrema Coaep:xkanune 4
cbopa, 0O6paboTkH, Knaccudukanus cuctemsl coopa u 06padoTku nHpopmarmu.Cxema GpyHKIIMOHUPOBAHUS CUCTEMBI cO0Opa U
0TOOpaXKeHHs U 00paboTku nHPpOpMaLuu. BapraHThl CTPYKTYp MOCTPOEHUS CUCTEMBI cOopa U 00paboTKKU HHPOPMALIUH.
JTOKYMEHTHPOBaHUS YcrpoiicTBa 0TOOpakeHUs M TOKYMEHTUPOBAaHUS HH()OPMALIUH.
uHpopmanuu TemaTnka NpaKkTHYeCKHU X3aHATHH H JIa0OPATOPHBIX padoT 6
PaccMoTpeHne mpUHITMIIOB YCTPOMCTBA, paOOThI U MPUMEHEHHUSI CHCTEMBI cOopa U 00paboTKH HH(GOPMAITHH.
Tema2.5Cucrtema Coaep:xkanue 2
BO3ICHCTBUSA Haznauenue u knaccudukanys TEXHUYECKUX CPEACTB BO3eHCTBUSA. OCHOBHBIE MOKA3aTeNN TEXHUUECKUX
CPEICTB BO3/ACHUCTBHSL.
TemaTuka NPaAaKTHYECKH X3AHATHH U JIa0OPATOPHBIX padoT 8
OnpeneneHre OCHOBHBIX ITOKa3aTeled TEXHUUECKUX CPEACTB BO3AEHCTBUS
Pasznen 3. [IpumeHeHune M IKCIUTyaTANUA HHIKEHEPHO-TEXHUYECKUX CPeICTB (PU3UYECKON 3alIUThI
Tema 3.11Ipumenenne Conep:xkanue 6
MHXCHEPHO-TCXHUUCCKUX  [[TeprMeTpoBbIe M 0OBEKTOBBIE CPEICTBA OOHAPYKEHUS, IOPSIOK MpuMeHenus. Pabora c nepu-
CpeaCTB PU3NYECKOM (bepuitHHIMOOOPYIOBaHUEM CUCTEMBI KOHTPOJISA U YIIpaBieHus JocTynoM. OcoOeHHOCTH opra-
3aIUThI Hu3auu nponyckaoro pexuma Ha KIITI.
TemaTnka NpaKkTHYeCKHU X3aHATHH H JIa0OPATOPHBIX padoT 12
YpaBiieHue CUCTEMOH TeNIEBU3MOHHOTO HAOIIOACHNS ¢ aBTOMATU3HUPOBAHHOTO pabovyero Mecra.
[Topsi1oK TpUMEHEHHUs YCTPOICTB 0TOOpaKeHUs U JOKYMEHTUPOBAHUS HH(OPMAIIHH.
YpaBieHue CUCTEMOU BO3/ICHCTBUS
Tema3.2. Dkcrutyararus Conepxanue 2
MHKEHEPHO-TEXHUYECKUX  (DTaIlbl SKCIUTyaTauuu. Buasl, copepikanue U NopsiIoK MPOBEIECHHS TEXHUYECKOTO 00CTyKHUBaHNUS HHXEHEPHO-
CpENCTB (1)1/131/111@(;1(01}'[ TEXHUYCCKUX CPCIACTB Q)HSH‘IGCKOI;'I 3alInuTHI.
3aIUTHI TemaTnka NpakTHYeCKU X3aHATHH M J1a00PATOPHBIX padoT 12

'YcTaHOBKa M HACTPOWKA MEPUMETPOBBIX  00bEKTOBBIX TEXHUUYECKUX CPEICTB OOHAPYKEHUS, TEPUPEPHITHOTO
000PYIOBaHUS CUCTEMBI TEJICBU3MOHHOTO HAOIIOICHUSI.

JlnarHocTuka, yCTpaHEHUE OTKAa30B U BOCCTAHOBIIEHHE PaOOTOCIIOCOOHOCTH TEXHHUYECKUX CPEICTB
(bU3MUECKO 3aIHTHI.




‘OpraHmauHﬂ PEMOHTA TEXHUYECKUX CPENICTB (PH3UUECKOM 3alTUTHI.

Kypcogoii npoekr (padora)

(]
<

1 Metoauyeckue peKOMEHIAllUU 110 HAITMCAHUIO0 KypCOBO# paboThl. BEIOOp TeMEI.

2 Pabora HaJ BBeleHHEM: aKTyaJbHOCTh BHIOPAHHOM TEMBI, IIeJTU U 33]]a4l KypCOBOM paboThI

3 Pabora Hazg 1 pa3aenom KypcoBoii: moabop auteparypsl, UHTepHET-pecypcoB.

4 Pabora Hajg 1 pazaesnoM KypcoBOW: U3ydeHHE TEOPETUYECKON OCHOBHI TeMBbI, 0(hOpMIIEHHE

5 Pabora Haj 2 pa3nenoM KypcoBOi: M3ydeHHE OCOOCHHOCTEH TeMbI, H3ydeHNE HEOOXOANMMBIX JJIS TPOEKTa JOKYMEHTOB
6 PaboTa Haj 3aKJIIOYUTETHLHON YaCThIO KYPCOBOW PabOTHI

7 OdopmiieHre TEKCTOBOW YacTH.

8 PaboTa Ha/ peyblo s 3aIIUTHI KypPCOBOM pabOTHI.

9 Pabora Hajg mpe3eHTaIMel 11 3aIUThl KYpCOBOM pabOoThI

10 3ammTa KypcoBoi pabOTEHI.

[ NSRS TN ST NS S i i

IIpumepHasi TeMaTHKa CAMOCTOSITEILHON padoThI

1 ITonsaTue 06 nHpopManuu U 06bekTax HHPopMaTuzauuu. PU3NUECKre CBONCTBA U XapaKTEPUCTUKN MHPOPMALMOHHBIX CUTHAJIOB.
2 HopmartuBHO-mipaBoBasi 0a3a 3ammTbhl O0BEKTOB HHpOpMaTH3anuu. Poib M MecTo mpaBoBOro obecrieueHus (HU3UIECKON 3allHTh]
00BEKTOB UHPOPMATU3AIUH.
3 JKusHEHHBIH [HMKI CHUCTEMbl HHXCHEPHO-TEXHHYECKUX CpencTB (¢usnueckord 3amuThl. OCHOBHBIE METOIbI BHEIPCHHUS]
MH)KEHEPHOTEXHUYECKHX CPEJICTB M0 00BbEKTaM MHPOPMATU3ALIUH.
4 OcHOBHBIE ATanbl U MaplIPyThl MPOHUKHOBEHUS K 00bekTaM MHpopMaTH3anuu. ['pynmnoBbie U OJIMHOYHbBIE MAapPIIPYThl IPOHUKHOBEHHUS
Ha OOBEKTHI.
5 TpebGoBaHusS K WHXCHEPHO-TEXHUYECKUM CpEICTBaM (U3UYECKON 3alMThl OOBEKTOB HMHGOPMATH3AlMA TI0 OOECIeUEHUIO
UH(POPMALIMOHHOM 0€30MacHOCTH MPEITPUATHSI.
6 OcHoBHBbIE MOHATUS U omnpeneneHusd. Kiaccupukanus KOMIUIEKCOB HWHXKEHEPHO-TEXHHUUYECKUX cpencTB. OCHOBHBIE MapaMmeTphl IO
UH(POPMALIMOHHOM 0€30MacHOCTH Ha OOBEKTaX.

7 IIpyHIMIT TOCTPOEHUSI UHTETPUPOBAHHBIX CUCTEM OXpaHbl HH(OPMALIUY HA OOBEKTAaX.
8 OOm1ast xapakTepUCTUKA METOJIOB XUIICHUs MH()OPMAIIMK, KOTTMPOBAHUS, YHHUTOKEHUSI, UCKAXKECHUS, TIOJaBICHUS] HHPopMaun. Y TeUKa)
nHpopmaruu o kanaigam [IOMPIII.

9 Knaccudukanust MeTo10B TEXHUYECKOU pa3Benku. CriocoObl BeleHUs Pa3BeAKU Ha 00bEKTax HHPOPMATH3AIUH.
10.TeneBu3HOHHBIE JATYUKH U TEJIEOXpPAHHBIE CUCTEMBI. [IpOMBINUIEHHbIE TEJIEBU3MOHHBIE YCTAaHOBKU KOHTPOJS M OXpaHbl OOBEKTA
UH(pOpPMAaTU3ALUH.
11.Texunyeckue xapakTeprUCTUKH BUIEOKaMEpP OXpaHHOro Ha3HaueHUs. HaumeHnoBanus, kiaaccudukamnus, GpopM-pakTop Kamep OXpaHHOTO|
Ha3HAYCHMUSI.

[
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Y4yeOHasi npaKkTUKA
Buasbl pador:

- H3mepenne mapaMeTpoB GU3UIECKUX TIOJICH.
- Omnpenenenne kananoB yreuku [I9MHUH.

- IIpoBenenue u3mepeHuii mapameTpoB (POHOBBIX IIYMOB U (PU3UUECKUX MOJIEH, CO3/1aBAEMBIX TEXHUYECKUMHU CPEACTBAMH 3aIUTHI
nHopManuH.

- YcTaHOBKa M HACTPOMKa TEXHUYECKUX CPENICTB 3aIIUTHI HHPOpMAIIHy.
- TlpoBeneHue u3MepeHuil mapaMeTpoB MOOOYHBIX AIEKTPOMATHUTHBIX U3IIYYEHUN U HABOJOK.

- IlpoBenenne arrectanu 00HEKTOB HH(DOPMATH3AIIHH.

- MoHTax pa3IMyYHbIX THUIOB JATYUKOB.

- IIpoexTupoBaHue yCTAHOBKU CUCTEMBI MOKAaPHO-OXPAHHOM CUTHAIM3ALMH 110 3aJaHHIO U €€ pealln3aLusl.

- IIpumeneHHe MPOMBIIIIEHHBIX OCHMILIOrPadOB, YACTOTOMEPOB U TEHEPATOPOB U APYrOro 000PYAOBAHUS ISl 3aIIUTHI
MH(pOPMAITHH.

- PaccMmoTpeHune cuctemMbl KOHTPOJIS U yIIPaBJIEHUSI JOCTYIIOM.

- Paccmorpenue npuHIUIIOB pabOTHI CUCTEMbI BHICOHAOIIOCHHS U €€ TPOSKTUPOBAHUE.

- PaccmoTpenue 1aTUMKOB MEPUMETPA, UX IPUHIUIIOB pabOTHI.

- BrinonHeHne 3ByKOU30ISIIMY TIOMEIIEHUN CUCTEMBI 3alllyMJICHHSL.

- Peanuzaums 3amuTel OT yTEUKH 10 LEMSIMb 3JIEKTPOIIUTAHUS U 3a3€MIICHMS.

- Pa3paboTka opraHM3alMOHHBIX ¥ TEXHUYECKHX MEPOIPUATHH 110 33/1aHUIO TPETIOIaBaTels;

- Pa3paboTka OCHOBHOM JOKYMEHTAIIMH 110 HHKEHEPHO-TEXHUYECKOH 3aIIUTe HH(POPMAIIUH.

72

IIpou3BoaCTBEHHAS PAKTHKA
Buasbi patdor
1. VYuacTtue B MOHTaXke, OOCTYKUBAaHUU U IKCIUTyaTallMd TEXHUYECKUX CPENICTB 3alIUThI HH(OPMAIINH;
2. VYwuyacTtue B MOHTaxe, 00CTYKUBAHUU U SKCIUTyaTalliU CPEJICTB OXPAHBI M 0€30MaCHOCTH, MH)KEHEPHOU 3aIUTHl U TEXHHYECKOM
OXpaHbl 00BEKTOB, CUCTEM BUICOHAOIIOICHUS;
3. VYwuyacTHe B MOHTaXKe, OOCTY)KHMBaHUH M SKCILTyaTalliy CPEJCTB 3aIUTHl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO ChEMa U YTEUKH
10 TEXHUYECKUM KaHaJIaM;
4. TlpuMeHeHHE HOPMATHBHO MTPABOBBIX aKTOB, HOPMATHUBHBIX METOJMYECKHUX JOKYMEHTOB ITO O0CCIICUCHHUIO 3aIUThI HH(OPMAITUN
TEXHUYECKHMH CPEJICTBAMHU.

108

Koncynomayuu
IK3amen no nmooynio

A &

Bcezo

522




3. YCIOBUA PEAVIN3AIIUU TPOT'PAMMBI ITPO®ECCHUOHAJIBHOI OMOAYJIA

Jns  peaauM3auuu NpPorpaMMmbl  NpogeccHOHAJLHOI0 MOAYJASl AOMKHBI ObITh
Npe1ycMOTPEHbI ciledyIolue clieHalbHble NOMelleHHs:

JIeKIIMOHHBIE ~ ayIUTOPUH C  MYJIBTHMEIUWHBIM  00OpymoBaHUEM; JabopaTopus
«TexHnYeCcKUXCpeICTB3AIUTHINH(DOPMAITIID.

Ob6opynoBanue yueOHOTO KabuHeTa 1 pabounx MecT KabuHeTa — JIEKIIMOHHASAY TUTOPUS:
mocajiouHbIX MecT — He MeHee 30, pabodee MECTO TpenoaaBaTelisi, MPOSKTOP, EPCOHATBHBII
KOMIIBIOTEP, YUEHHUECKas! T0CKa, KOMIUIEKT Ipe3eHTalNH.

Ob6opynoBanue naboparopun «TeXHUYECKUX CPEACTB 3alUTH HHPOPMAUN» U pabOUUX
MECT J1abopaTopuHu:

1) Pabouune mecTa cTy1€HTOB, 000PYAOBaHHBIE IEPCOHAIBHBIMUA KOMITBIOTEPaMHU;

2) JlaGoparopHbie yueOHbIE MaKETHI,

3) AnmapartHble cpeAcTBa ayTeHTU()UKALUU U MTOJIH30BATEI,;

4) cpencTBa 3amUTH HHPOPMALIMU OT YTEUKH MO aKYyCTHUECKOMY (BHOPOAKKYyCTHUYECKOMY)

KaHaJly ¥ KaHaJly TOOOYHBIX 3JIEKTPOMArHUTHBIX U3JTy4YeHUH U HABOJOK;

5) cpencTBa U3MEpEHUs MmapaMeTpoB GU3MIECKUX TOJICH;
6) creHn (U3NYECKOH 3aIIUTBl 00BEKTOB HH(DOPMATH3AIMH, OCHAIIEHHBIMU CPEICTBAMHU

KOHTPOJIS TOCTYIIa, CHCTEMAaMHU BUIC€OHAOIOIEHUS U OXPaHbl 00BEKTOB;

7) pabouee MeCTO MperoaaBaTers;
8) yueOHO-MeToIMYecKoe obecreueHue MOy,
9) npoekTop, IKpaH, KOMIUIEKT MPE3eHTaIUH.

Nudopmanmnonnoe odecneyenne 00yueHust

OcHOBHbIE MeYaTHBIE U3TaAHUS

1. 3aiiueB A.Il., Memepsakos P.B., [llenynanoB A.A. TexHHu4eCcKHUe CpeICTBA U METOIbI
3amuThl HHGOpManuu. 7-¢ u3Ad., ucop. 2019.

2. [TenskoB T.C. OCHOBBI NOCTPOCHUSI TEXHUUECKUX CUCTEM OXPaHbl IEPUMETPOB.
YueOHoe nmocodue. — M. 2020

3. Hosuxor B.K. Opranuzanronnoe u nmpaBoBoe ooecnedeHre nHGOpMaIMOHHON
6e3onacHocTu: B 2-x yactax. Yacts 2. OpranuzanpoHHoe odecredeHne nH(popMamoHHON
6e3onacHocTH: yueb. mocooue. — M.: MUIT, 2018. - 172 c.

4. Opranu3alnoHHO-TIPABOBOE 0OecrieueHue HHPOPMAITMOHHOM 6e30macHoCTH: yueo.
nocobue IS CTy/. yupexaeHuit cpen. mpod. oopazosanus/ E.b. benos, B.H. I1pxxeropaunckuii. —
M.: U3narenbckuii eHTp «Akanemusi», 2018 —336¢

OcHOBHBbIE 3JIEKTPOHHBIE U3TaAHUS
l. BBenenne B TEOpeTHKO-YHCIOBbIE METO/BI Kpunrorpaduu : yaedHoe nocodue s

cno / M. M. T'nyxos, 1. A. Kpyrnos, A. b. Ilnukyp, A. B. Uepemymikun. — 2-e u3f., crep. —
Cankr-IlerepOypr : Jlans, 2022. — 396 c. — ISBN 978-5-507-45348-1. —

2. BaykoB, A. A. OcHOBbI WH(GOPMAITMOHHOW O€30MaCHOCTH: 3aIlluTa WH(OpMAaIuy :
yaeOHOoe mocobue s cpenHero mpodeccuoHaabHOTO oOpaszoBanus/ A. A. BHykoB. — 3-e u3n.,
nepepad. u gom. — Mocksa : U3marensctBo FOpaiit, 2023. — 161 ¢. — (IlpodeccronansHoe
obpaszoBanue). — ISBN 978-5-534-13948-8.

3. I'unszoBa, P. H. Undopmannonnas Ge3omnacHocTh. JlabopaTOpHBIM NMpakTHKYM :
yuebHoe nocobue ans cno / P. H. 'mnszosa. — 3-e usn., crep. — Cankr-IlerepOypr : Jlans, 2022.
— 44 c. — ISBN 978-5-8114-9138-4.

4. Kazapun, O. B. [IporpammHo-anmapaTHble CpeACTBa 3aUTH HHDOpMAIUH. 3ainuTa
MPOTPAaMMHOTO OOECIeUeHHs : y4eOHWK W TPAKTUKYM I CpeaHero mpodhecCHOHaIbLHOTO



obpazoBanus / O. B. Kazapun, A. C.3aba0ypun. — Mocksa : M3garensctBo [Opaiit, 2023. —
312 c. — (IIpodeccruonansroe oopazoBanue). — ISBN 978-5-534-13221-2.

5. [TonsikoBa, T. A. Opranu3anmoHHOE W TPaBOBOE oOecrieueHne MHGPOPMAIMOHHON
0€30macHOCTH | YYeOHMK M TIPAKTUKYM IS CpeIHero mpodecCHOHAIBHOTO 00pa3oBaHUs /
T. A. ITonskoBa, A. A. Crpensio, C.I. UyOykoBa, B. A. HuecoB ; oTBETCTBEHHBIC PEIAKTOPHI
T. A. IlonskoBa, A.A.CrpenpuoB. — MockBa: W3parensctBo [Opaiir, 2023. — 325c. —
(ITpoeccronansrnoe odpazoBanue). — ISBN 978-5-534-00843-2.

6. [TpoxopoBa, O. B. HNudopmanmonnass 06e30mMacHOCTh MU 3amuTa WHPOPMAIUH :
yueOnuk st cro / O. B. [IpoxopoBa. — 4-e u3z., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124
c. — ISBN 978-5-507-47174-4.

7. [epbak, A.B. HWnadopmarmonHas ©6e30MacHOCTh : YYEOHHK IS CPEAHETO
npodeccuonanbHOro oopazosanusi / A. B. lllepbak. — Mocksa : UznarensctBo FOpaiit, 2023. —
259 c¢. — (Ilpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-15345-3.

JlonoiHUTe/IbHbIE HCTOYHUKH

1. Korepos JI.B. PHP 5 B nognmunnuke. — CI16.: BXB-Ilerepoypr, 2018. — 1104 c.

2. @epnepanbHbIi 00pa3oBaTeabHBIN MopTan «MHPOPMAIMOHHO —KOMMYHUKAIMOHHBIC
TEXHOJIOTUU B 00PA30BAHUN».



4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUA
IMPO®ECCHUOHAJBHOI'O MOAYJIA

Kon n HauMmeHoBaHue
po(heCcCHOHANBHBIX U 00X
KOMIICTCHITUH,
(dbopMupyeMbIe B paMKax
MOJTYJIsS

Kputepuu onenku

MeToab! OllEHKHU

[IK 3.1 OcymiecTBasTh
YCTaHOBKY, MOHTaX,
HAaCTPOUKY U TEXHUYECKOE
00CIyXKMBaHUE TEXHUYECKUX
CPENCTB 3aLIUTHI
uH(pOpMalUi B COOTBETCTBUU
¢ TpeOOBaHUSIMH
AKCILTyaTallMOHHOM
JIOKYMEHTAUH

JIeMOHCTpHUPOBATh YMEHUS U
IIPAKTUYECKHE HAaBBIKU B YCTAHOBKE,
MOHTAaK€, HACTPOUKE UIPOBENECHUN
TE€XHUYECKOT0 00CITyKUBaHUS
TEXHUYECKHUX CPEJCTB 3aIUThI
MH(pOpMalLUU B COOTBETCTBUHU C
TpeOOBAHUSAMU IKCILTyaTaIIMOHHOMN
JOKYMEHTalu!

I1K 3.2 OcyiiecTBiasiTh
AKCIUTyaTaIUI0 TEXHUYECKUX
CPENICTB 3aLIUTHI
uH(OpPMAIIUU B COOTBETCTBUU
¢ TpeOOBaHUSIMHU
AKCIUTYaTallMOHHOM
JIOKYMEHTaluu

[TposiBIATE yMEHHS M TPAKTUIECKOTO
OIlbITa B 3KCILTyaTallul TCXHUYCCKUX
CPEICTB 3alIMTHI HH(pOpManny B
COOTBETCTBHUH C TPEOOBAHUSIMHU
HKCIUTYaTallMOHHON TOKYMEHTAIU!

[IK 3.3. Ocy1iecTBasiTh
U3MEepeHHe mapamMeTpoB
MO0OOYHBIX
3JIEKTPOMArHUTHBIX
U3JIy4CHU U HABOJIOK
(ITSMUH), coznaBaemMbIx
TEXHUYECKUMU CPEJICTBAMU
00paboTku nHopmaIuu
OTPaHUYEHHOTO JIOCTYIa

[TpoBOIUTH pabOTHI 1O U3MEPEHUIO
rapamMeTpOB MOOOYHBIX
JNEKTPOMATrHUTHBIX U3TyYEHUH U
HaBo10K (ITOMUWH), coznaBaembIx
TEXHUYECKUMH CPEICTBAMU
00paboTku nHbOpMaIUU
OTPaHUYEHHOTO JOCTYTa

I1K 3.4 OcyiiecTBisiTh
U3MEpEHHEe MapaMeTpOB
(OHOBBIX IITYMOB, a TAKXKE
bUBHYECKUX TTONEH,
CO3/1aBaeMbIX TEXHUYECKHUMHU
CpEICTBAMU 3alTUTHI
uHpopmaruu

[IpoBOINUTH CAMOCTOSITENBHBIE
HU3MEepeHus TapaMeTpoB (POHOBBIX
IIYMOB, a Takke (PM3MUECKUX MOJIei,
CO3/1aBa€MbIX TEXHUUYECKUMH
CpeICTBaMU 3alIUThl HHPOpPMAIIUU

[IK 3.5 Opranu3oBbIiBaTh
OTJIeNIbHBIE PaOOTHI 11O
¢du3nueckoil 3ammuTe
00BbeKTOB MH(MOPMATH3AIUN

[IposiBNATH 3HaHUS B BEIOOpPE
CIIOCO0O0B peIIeHUs 3a1a4 1Mo
OpraHMU3aIfy OTACIBHBIX Pa0doT IO
(dbuzmveckoit 3anmre 00bEKTOB
uHpOpMaTH3aLUU

I1K 3.4 OcyiiecTBiasiTh
U3MEepEeHHeapaMeTpoOB
(OHOBBIX IITyMOB, a
TaKxke (PU3MIECKUX
TTOJIEH,CO3TaBaeMbIX
TEXHUYECKUMU
CpEeICTBAMU3ALITUTHI
nHbOpMaIUH

[TpoBoAUTECAMOCTOSI TETFHBIEU3MEPEH
usl TapamMeTpoB (POHOBBIX IITYMOB, a
TaKke PU3NIECKUX IOJIEH,
CO3JaBac€MbIX TEXHUYCCKUMHU
CpeACTBaMU 3aIIUThHl HHPOPMALIUU

TECTHPOBAHUE,
9K3aMeH, SKCIIEPTHOE
HaOI0IcHNe
BBITTOJIHEHUS
MPAaKTUYECKHUX padorT,
OLIEHKA PeIICHUS
CHUTYaIlMOHHBIX 33/1a4,
OLICHKa Iporecca U
PE3yNIBTaToB
BBITIOJTHEHNUS BUIOB
paboT Ha MpaKTUKe




[IK3.50pranun3oBbsIBaTh
OTJeNbHbIE PadOTHI IO
(bU3UIECKON 3anuTe
00BEKTOB
uHpOpMATU3ALIUN

[TposiBsITE3HAHUSBBEIOOpE
CIOCOOOBPEIICHHI3a1a4TIO
OpTaHU3aIMH OTIEIEHBIX
pabornodu3nyeckoi 3amure
00BEKTOB HHPOPMATH3AITUH

OK 1.Bei6bupats crioco0st
perieHus 3a1a4
npodecCHOHAIbHON
ACATCIIbHOCTU
NPUMEHHUTEITBHO K
PA3INIHBIM KOHTCKCTAaM.

000CHOBaHHOCTH TOCTAHOBKH IIEJIH,
BbIOOpA M TPUMEHEHHSI METOJIOB U
CIOCO0O0B PEIICHUS
npodecCHOHANBHBIX 33]1a4;
aJIeKBaTHas OI[EHKAa M CaMOOIICHKa
3¢ (HEeKTHBHOCTH M Ka4eCTBa
BBITTOJIHEHUS TPO(HECCHOHATBHBIX
3agau

OK 2.Mcnonp3oBaTh
COBpPEMEHHBIE CPEACTBA
MOKCKa, aHaJIn3a u
UHTEpIpeTalnuu
uHpopmanuu u
UH(POPMAaLMOHHbIE
TEXHOJIOTUH IS
BBITIOJIHEHUS 3a/1a4

UCIIOJIb30BAHUE PA3IMIHBIX
HCTOYHHUKOB, BKIIKOYAs 3JICKTPOHHBIC
pecypcsl, Menuapecypesl, IHTepHeT-
pecypchl, NEPUOANYECKUE H3IAHUS TT0
CIICIMAIBHOCTH ISl PELICHHS
npodeCcCHOHATBHBIX 3a1a4

npodecCHOHAIBHON

ACATCIIbHOCTHU

OK 9.ITonb3oBaThCs 3¢ (PEeKTUBHOCTD UCTIOTB30BAHMS
npodeccuoHaIbHON nH(POPMAIIMOHHO-

JIOKYMEHTaluen Ha
rocy1apCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

KOMMYHHUKAI[HOHHBIX TEXHOJIOTUH B
npoeccCHoHANBHOM IeATETbHOCTH
COTJIACHO (POPMHPYEMBIM YMEHUSIM H
[10J1y4aeMOMY IPAKTUYECKOMY OIIBITY
3¢ PEeKTUBHOCTH UCTIOIL30BAHMS B
npodeccCHoHaIbHOM IeATEeTbHOCTH
HEOOXOINMON TEXHUYECKON
AOKYMCHTAIlMKU, B TOM YUCJIC Ha
AHTJIMHACKOM SI3BIKE




Ilpunoscenue

Kk npocpamme CIIO 10.02.05

Oobecneuenue ungopmayuonnoi d6ezonacnocmu
Aemomamu3zuposannvix cucmem
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1. OBIIASI XAPAKTEPUCTHUKA PABOYEI IPOr'PAMMBI IPO®ECCHOHAJILHOT'O
MOJYJISI
IIM.04 BLIMOJTHEHUE PABOT IO OJHOM WJIN HECKOJbKAM MPO®ECCHUSIM
PABOYUX, JOJKHOCTSIM CJIYKALIIAX

Leab u nianupyemblie pe3yJibTaThbl 0CBOEHUS NPOGecCHOHATLHOT0 MOLYJIS
B pe3ynbrarte n3yueHus: mporpaMmMel podeccuoOHAIBHOTO MOTYJIISl CTYJCHT JTOJIKEH OCBOUTH
BBITIOJIHEHHE paboT 1o npodeccun 16199 «Onepatop 3MeKTPOHHO-BBIUYUCITUTENHHBIX U
BBIYUCIIUTCIIbHBIX MAallIUH» U COOTBETCTBYIOIIIHUEC EMY O6IJ_II/IG )41 HpO(l)eCCI/IOHaJILHBIG KOMIICTCHIIUU.

KO,I[ HaI/IMeHOBaHI/IeBI/IILOBI[eHTGJ'IBHOCTI/II/IHp0(1)eCCI/IOHaIII:HI:IXKOMHeTCHL[I/Iﬁ

IIK 4.1. | OcymiecTBIATh MOATOTOBKY 000PY/I0BaHUSI KOMITBIOTEPHON CUCTEMBI K padoTe,
MIPOU3BOJIUTH MHCTAJUISIINIO, HACTPONKY M 00CITyKHBaHHUE MTPOrPAMMHOT0 00eciedeHus
[IK 4.2. | Co3naBath M yNpaBJsiTh HAa IEPCOHAIBHOM KOMITBIOTEPE TEKCTOBBIMH JIOKYMEHTAMH,
TabIUIIAMHU, TIPE3EHTALUSAMH U COJIepKaHueM 0a3 TaHHbBIX, padoTaTh B rpadUuecKux
penakropax

[IK 4.3. | Mcnonap30BaTh peCcypchl JIOKATbHBIX BEIYMCIUTEIBHBIX CETEH, PECYPChl TEXHOJIOTUM 1
cepsBucoB MHTepHera

I[IK 4.4. | O6ecnieunBaTh TPUMEHEHUE CPENICTB 3aAIUTHI HH(POPMAITUKA B KOMIIBIOTEPHOU CHCTEME

OO01I1e KOMIIETEHIIUN:

KO,Z[ HaI/IMeHOBaHI/IeBI/I,Z[OBI[eﬂTGJ'IBHOCTI/II/IHPO(i)CCCI/IOHaJ'H:HI:IXKOMHeTCHL[I/Iﬁ

OK'I. | Beibupars criocoOs! penenus 3a1a4 IpodeccHOHATBHOMN AeATeNbHOCTH MPUMEHHTEIBHO K
Pa3IUYHBIM KOHTEKCTAM.

OK2. | Hcnonk3oBaTh coBpeMeHHBIE CpeICTBA MOKCKA, AHATH3A H HHTEPIPETAIMH HHPOPMAIIMH 1
nH(OPMAIMOHHbBIE TEXHOJIOTUH JUISI BBHITIOIHEHUS 3a/1a4 TPO(ECCHOHAILHON AEATEIbHOCTH
OK 9. | ITonb3oBaThes npohecCHOHAIBHOM JOKYMEHTAIe Ha roCcy1apcTBEHHOM U MHOCTPAaHHOM

S3BIKAX

B pe3ynbraTe ocBoeHHS MPOPECCHOHATBLHOTO MOAYJIS CTYIEHT JOJIKEH:

HNmers BBITTOJIHEHUS TPeOOBaHUN TEXHUKH 0€30MacCHOCTH MPH paboTe ¢ BHIYUCIUTEIBHON
npaKTHYecKuii [TCXHUKOM;

OpraHmu3aiyy pabodyero Mecra orneparopa dIeKTPOHHO-BBIYHCIUTENBHBIX U
BBIYUCIIUTENLHBIX MAIIMH MOJTOTOBKH 000pY/I0BaHUSI KOMITBIOTEPHOI CHCTEMBI K
pabore;

WHCTAJUIAIUHN, HACTPOUKH U 00CITYy)KMBAHHS ITPOTPAMMHOTO 00eCTIeueHUs
KOMITBIOTEPHOM

yIpaBieHus danaamu;

MPUMEHEHHS O(UCHOTO MTPOTrPAMMHOTO OOECTICUEHHUSI B COOTBETCTBUU C
MPUKIaIHON 3a/1auei;

[pEIICHUS TPOOJIEM TEXHUUYECKOTO B MMPOTPAMMHOT0 00€CTIEYeHUS CBSI3aHHBIX C
OpraHu3anuen

BBOJIa/BBIBOJIA IU(PPOBOI HHDOpMaIH




OmnbIT

BBIYHCIINTEILHONTEXHUKOIA;
—OpraHu3aluupadoYeroMecTaonepaTopa’IeKTPOHHO-BBIUNCIUTENBHBIX U

BBIUMCIIUTENbHBIX MaIINH;
—IIOJTOTOBKHOOOPYA0BAaHUSIKOMITBIOTEPHONCHCTEMBI K padoTe;

—HMHCTaJSINHI,HACTPOHKHUHOOCITYKUBAHUSATIPOTPAMMHOT 000€CIICYCHHUST
KOMIIBIOTEPHOM CHUCTEMBI;

—ymnpaBieHus Qainamu;

—TpUMEHEHHs 0(QHUCHOTO MPOrPaMMHOI0 00ECIIeYeHHsI B COOTBETCTBUU C
MPUKIAIHON 3a1a4uei;

—HUCIIOJIb30BaHUSAPECYPCOBIOKAIbHONBBIYMCIUTEIbHONCETH;

—HCIOJIb30BaHUAPECYPCOB, TEXHOJIOTUIN CEpBUCOB IHTEpHET;

—TIPUMEHEHUSICPEICTB 3aIUTHIMH(POPMAITTUBKOMIIBIOTEPHONCHUCTEME.

yMeTh

—  BBINOJHITH TPEOOBAHUS TEXHUKH O€30MIACHOCTH MPHU paboTe
C BRIYHCIIUTEILHON TEXHHUKOM;

— IMPOU3BOAMTH MOJKIIOUEHHE OJIOKOB MEPCOHATBHOTO KOMITBIOTEPA
1 iepuepuiHbBIX YCTPONCTB;

— MPOU3BOJUTH YCTAHOBKY M 3aMEHY PACXOJHBIX MaTEPHAJIOB
115 IepuepruitHBIX YCTPOHUCTB U KOMITBIOTEPHON OPIrTeXHUKH;

— JIMarHOCTHUPOBATH MPOCTEHIINE HEUCIIPABHOCTH MEPCOHATILHOTO
KOMIIbIOTEpa, nepupepuitHoro 000pyI0BaHUS U KOMIIBIOTEPHOU
OpPITEXHUKU;

—  BBINOJHATh UHCTAUIALUIO CHCTEMHOTO U IPUKIIAHOTO MTPOTrPAMMHOTO
oOecIieueHus;

—  CcO3J1aBaTh U YIPABIATH COAEPKUMBIM IOKYMEHTOB C
MTOMOIIBIO TEKCTOBBIX MPOILIECCOPOB;

—  CO3/1aBaTh U YIPABIATH COAEPKUMBIM 3JIEKTPOHHBIX TaOHIL C
MTOMOIIIBIO PEIAKTOPOB TAOJIHIT;

—  CO3/1aBaThbUYIPaBIATHCOAEPKUMBIMIIPE3EHTALMHCIIOMOIIIBIO
PEIaKTOPOB MPE3CHTAIUH;

—  UCIOJIb30BaTh MYJIbTUMEAHA MPOEKTOP s
JIEMOHCTPAIINY TTPE3CHTALINM;

—  BBOJIUTH, PEJAKTUPOBATH U yJAISTH 3aMKCH B 0a3e JaHHBIX;

— 3¢ (}EeKTUBHO MOJIB30BATHCSA 3alpocaMu 0a3bl JaHHBIX;

—C03/1aBaTh U PelaKTUPOBATh rpaduueckre 00BEKTHI C TOMOLIBIO
porpamm it 00pabOTKU PacTPOBOW U BEKTOPHOI rpaduku;

— MPOU3BOAUTH CKAHHPOBAHME JJOKYMEHTOB M UX paclO3HaBaHUE;

— TpPOU3BOAMTH  pacreyaTKy, KONMUPOBAHME U  TUPAXKUPOBAHUE
JIOKYMEHTOB Ha MPUHTEPE U APYTUX YCTPONUCTBAX;

— YyIpaBisITh QailiaMu JaHHBIX HA JIOKATBHBIX ChEMHBIX 3alIOMUHAIOIIIX
YCTPOMCTBAaX, a TakKe€ Ha JUCKAaX JIOKAJIbHOM KOMIIBIOTEPHOM CETU U B
WHTEPHETE;

— OCYIIECTBIISATh HaBUTaIuio 1mo Beb-pecypcam MHTEpHETA C TOMOIIBIO
Opaysepa;

— OCYUIECTBJIATH MMOMCK, COPTUPOBKY U aHAJTN3 WH(POPMALIUU C TIOMOLIBIO
MOMCKOBBIX HHTEPHET CalTOB;

— OCYILECTBJIATh AHTUBUPYCHYIO 3aIIUTy MEPCOHAIBHOIO KOMIBIOTEPA C
MTOMOIIBI0 aHTUBUPYCHBIX MPOTpamMM;

—OCYIIECTBJIATh PE3EPBHOE KOIMPOBAHNE U BOCCTAHOBJICHUE JIAHHBIX.




3HATDb

—TpeOoBaHUs TEXHUKH 0€30MMaCHOCTH TIPH pabOTe C BHIYUCITUTEIBHON
TEXHUKOM;

—OCHOBHBIE IPUHLIUIIBI YCTPOICTBAa U pabOTHl KOMIBIOTEPHBIX CUCTEM U
nepuepuiiHbIX YCTPONCTB;

—KJIaccu(UKAIMIO ¥ Ha3HAUYEHUE KOMITHIOTEPHBIX CETEH;

—BHJIbl HOCUTENEeH HHPOPMALINK;

—TporpaMMHOe o0ecrieueHre s paboThl B KOMIIBIOTEPHBIX CETSAX U €
pecypcamu MHTEpHETA;

—OCHOBHBIE CPEJICTBA 3aIIUTHI OT BPEIOHOCHOTO MPOrPaMMHOI0
o0ecrnieueHrs 1 HECAaHKITMOHUPOBAHHOTO JJOCTYIIA K 3aIIUIIaeMbIM pecypcam
KOMIBIOTEPHON CUCTEMBI.

KoanuyecTBo yacoB, OTBOAUMOC HA OCBOCHHEC l'lpO(l)eCCHOHaJ'IbHOFO MOy

Bcero uacos

B TOM 4HCIIe B popMe MPAKTHUECKON OATOTOBKH - 408 yacoB

W3 sux Ha ocBoeune MJIK - 108 gacos
B TOM YHCJI€ CAaMOCTOsITeNIbHas paboTa 6
npoMmexxyTouHast arrectramus no M/IK 12
MIPaKTUKH, B TOM uncie yueOHas - 180 uacon

npousBojcTBeHHas - 108uacos

[IpoMexxyTouHast arTecTanus — 3K3aMeH 1o MOoAy 0 — 12 yacoB




2. CTPYKTYPAUCOJIEXKAHUEYUYEBHOM JIUCITATIINHBI

CTpykTypa npogeccioHATbLHOT0 MOIYJIsI
5 O6beM mpoheccCHoHATEHOTO MOAYJIS, aK. Yac.
m
]
Konsl o B Obyqerne mo MJIK [IpakTuku
= B TOoM yncne
npodeccroH a g - —
anpHBIX 1 | HauMeHOBaHHUs pa3esoB IpodeccHoHanbHOro | Beero & B @ g S = |3 X
’ o e = = g 2 «
00IHX MOZYJIsI Jac = £ | Beero 3 E E = 5 s A § = % ITpousBomacT
KOMITIETEHIIN e E o E = 53| 2 |g g . VyeOHas A
i = 28 | 28 | 5&| &|2g¢
= g ° S e R
g = S g ~E
1 2 3 4 5 6 7 9 | 10 11 12
[IK4.1- | Pazneanlmoayasi.BeimonHeHue paboT mo 108 108 108 14 76 6 6 6
11K 4.4. paboueit mpodeccuun «Oneparop IEKTPOHHO-
OK 1, BBIYUCIIUTENILHBIX M BEIYUCIIUTEIIEHBIX MAIITHH
OK 2, 0K 9
VYyeOHast mpakTHKa 180 180 180
IIpon3BocTBEHHAs IPAKTHKA, YACOB 108 108 108
IIpomexyTouHas aTTecTanus (IK3aMeH 110 12 12
MOJIYJTIO)
Bcero: 408 408 108 104 | 76 | 6 6 | 6 180 108




TemaTuyecKUHIJIAHUCOAEPKAHMEYUEOHOM TMCUMIIUHbBI

HaunmeHnoBanue
pa3iesioB M TeM
Conep:xanuey4e0HOro MarepuaJa,
npogeccnoHATbHOTO0 Oo0bem
JabopaTopHbie padoThl M NPAKTHYECKHUE 3aHATHS, BHeAYAUTOPHAasI (CaMOCTOsITe/IbHAsA) yueOHas padoTa
moayas (IIM), 4acoB
o0yyarommxcst
MEKIUCHUIIIMHAPHBIX
Kypcos (MJIK)
1 2 3
Pa3nesa moayas 1. BoinosiHenue pador no padoydeii npogeccnu «Oneparop 3/1eKTPOHHO-BbIYHMCINTEIbHBIX H BHIYHCIUTEIbHbBIX 108
MALIHH)
Tema 1.1. Texnuxa Conep:xanue 2
Oe3onacHocTH Npu pabore | HopmaTuBHBIE TOKYMEHTHI [0 OXpaHe Tpy/a npupabore ¢ [TK, nepedepuitHbIM, MYyJIbTUMEAUHHBIM
¢ IIK 000pyIOBaHUEM U KOMIIBIOTEPHON OpPrTeXHUKOM. Opranusanus pabo4ero MecTa U CaHuTapHble HOPMBI IIPH
pabote ¢ [IK
Tema 1.2. OcHOBHEIE Conep:xanue 2
npuHUBIE paboTel IIK 1 | ApxuTekTypa ¥ NPHHIMIBI paOOTH OCHOBHBIX JIOTMYECKHUX OJIOKOB MEPCOHATBHOIO KOMITBIOTEpPA, OpraHu3ausl
nepugepuiHbIX U TIPUHLUI paOOTHI MaMSITH, B3aUMOCBA3b C MepUPEpPUNHBIMU YCTPONCTBAMHU, OPraHU3ALINS U PEKUMBI paOOTHI
YCTPOMCTB npoleccopa, MCIoiab30BaHue npepbiBaHni. BzanmoneiictBue BHyTpeHHUX ycTpoucTB [1K. [TpaBuia
9KCILTyaTalliy PacXOJHBIX MaTepaioB U CMEHHbIX KOMITIOHEHTOB. Hocurenu nundopmanuu: BUIbI U OCHOBHBIE
MIPUHITUTIBI pa0OTHI
TemaTuKa NpaKTHYECKUX 3aHATHH M J1a00paTOPHBIX padoT 12
Hactpoiika napamerpoB yHkimonupoBanus [1K
[Monkmouyenue nepudepuitHpx ycrpoiicts. Kinaccugukaius moproB 1 pa3beMoB, yCTaHOBKA JpaiiBEPOB.
Crnioco0sI mogicoennaeHns nepudepuitHpIx yerpoicT. [loacoennaenne nepudepuitHbIX yCTPOMCTB MO CETH.
VYcTaHoBKa M 3aMeHa pacXOHBIX MaTepHAaIOB sl Tepru(epUitHBIX YCTPONCTB: BUABI PACXOIHBIX MaTepasioB,
METO/bl YCTAaHOBKU. CpOKH dKCIUTyaTaluu.
Tema 1.3. CucreMHOE U Conep:xanue 2
npukiagHoe 110 10O, ero Bumbl, GYHKIIMH, TUTIBI, KJIACCUDUKAITUS
TemaTuKka NpaKTHYECKUX 3aHATHH M J1a00pPaTOPHBIX padoT 8

YcraHoBKa onepalioOHHON CUCTEMBI
Hacrpoiika uatepdetrica OC (pabounii cToJ1, 6€30MaCHOCTh CTCTEMBI, TOAKIIOUYEHNE K CETH)
YcraHoBka NpUKIaAHBIX porpaMm: makeT Microsoft Office, apxuBatop, BeO-Opay3ep




Tema 1.4. /luarnoctuxa
HEHUCIIPAaBHOW CHUCTEMBI

Conep:xanue

OdopmiieHre 0TUETTHON JOKYMEHTAIMH B COOTBETCTBUH C NIEPEYHEM PaOOT, BBHITIOIHIEMBIX B MOPSIKE TEKYIIeH
JKCIUTyaTalluy KOMIIBIOTEPA

TeMaTuka NPAKTHYECKUX 3AHATHH U JIA00PATOPHBIX padoT

Jnarnoctuka npocrermux HeucnpaBHocrei 11K

VYcrpanenue npocrenmux HercnpaBHocten [1IK

YcTpaHeHre NpocTeHIInX HEeUCIpaBHOCTEH nepudepuitHoro 060pyoBaHus
VYcerpaHeHue MpoCTEUIINX HEUCIIPABHOCTEN OpraHM3allMOHHON TEXHUKHU

Tema 1.5. Brinosnnenue
BBO/Ia U 00pabOTKH

TEKCTOBOM MH(POPMAIIHH.

TexHomorust 06paboTKH
YUCJIOBOM MH(pOpMaIuu

Conep:xanue

Texnonoruu 00paboTku TeKCTOBOM nHpopManuu. TexHonorus o6padoTKu yncioBor HHGpopmanuu. Popmarsl
naHHbIX. CriocoObl BBO/Ia M 0(OpMIIeHUS TaHHBIX. Mcrionb30BaHue pa3nuyHbIX ClIOCOOOB BBOAA U O(hOPMIICHUS
JAHHBIX 0 331aHHBIM YCIOBHUSIM

TeMaTuka NPAKTHYECKHUX 3AHATHH U J1A00PATOPHBIX padoT

16

Tabnuibl B TEKCTOBBIX PEAAKTOPAX

dopmupoBaHue OONBIIUX TOKYMEHTOB

dopmaTupoBaHHe CTMBOJIOB U a03a1ieB

Cosznanue u popmaTupoBaHue TAOJIUIL IO 33JAHHBIM YCIOBUSIM

Hcnonp3oBaHue pacueTHbIX onepanuii B Tabnunax. [loctpoenne auarpamm. BeraBka runepechiiok, CHOCOK,
yKa3zaresiei, 3aKJ1aJIoK

Pacniedarka, KOnupoBaHNEe U THPAXUPOBAHUE T'OTOBOTO JTOKYMEHTA HA IIPUHTEPE U APYTUX KCTPOMCTBAX
['padpraeckue 0OBEKTHI B AJIEKTPOHHBIX TAOIUIIAX.

Opranu3anys pacyeToB B IEKTPOHHBIX TaOIUIAX.

OO0paboTka Tabnuil kKak 6a3 JTaHHBIX.

[TocTpoenue quarpamm 1o 3aJaHHBIM yCIOBHSIM.

Pacmmpennas puibTpanus 1 yciaoBHOE HopMaTHPOBAHUE.

Hcnonb3oBanue BozMoxxkHocTer DT 1o moucky peneHus.

Tema 1.6 Texnomorun
CO3JIaHUS
MYJTbTUMEHHHBIX
MpE3EHTaIHIA.
TexHonoruu oOpoTKH
rpaduuecKoit
uHpOpMaIU

Conepxanne

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

OcHoBBI paboTHI co ciaiiom B MS PowerPoint. Anumanust 00bexToB. Co3/1aHne aBTOMAaTHYECKON MTPE3CHTAIINH
Cosznanue nmpe3eHTauu ¢ mpuMeHeHneM TpurrepoB. Co3gaHue U pelakKTUPOBAHNUE N300paKEHHIMA
BOHpOI/I3Be,Z[eHI/I€ HpCBCHTaLII/II/I C UCIIOJIB30BAHUCM My.]'IBTMeI[I/Ia HpOGKTOpa.




Tema 1.7 ba3bl JaHHBIX
KomMmnbrorepHsle cetu

Conep:xanue

[IpoextupoBanue bJI. Monenu opranuzanuu bJI. OcuoBsl pabotel B CYBJ] MS Access. Knaccudukarus u
HA3HAYCHHE KOMITBIOTEPHBIX ceTeld. KaHasbl CBS3M U CPeICTBA KOMMYTAIUH.
[Iporpamoe obecnieueHue Ay padoThl B KOMITBIOTEPHBIX ceTsaX. CeTeBoe MporpaMMHOE 00ecTieUeHIE

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

BBon, penakTupoBanue U yaaneHue 3anucy B 0a3e qaHHbIX. Co3manne 0a3bl JaHHBIX, COCTOSAIIEH M3 HECKOIBKUX
tabmui.Co3gaHnue ¥ UCIOb30BaHKe 3apocoB 0a3bl naHHbIX. Co3aanne GopM U OTUETOB

Tema 1.8 ['nobansHas
KOMITBIOTEpPHAS CETh
NHurepHer

Conepxanne

TemaTuKka NpaKTHYECKUX 3aHATHH M J1a00pPaTOPHBIX padoT

10

[IporpamMmMHOe obecrieueHue aiisi paboThl ¢ pecypcamu IHTepHeTa: MHCTAIUISAIUS, TIPUHIIUT paOOTHI,
JCUHCTAJIALINSA.

Hapuranus mo Be6-pecypcam HTepHeTa ¢ momotisto Opaysepa. [Tonck nHbopMamuu ¢ MOMOIIBI0 HHTEPHET
caiitoB. Onpenenenue [P-agpeca

[Touck nokymeHTa B 6a3e JaHHBIX MOMCKOBOM CUCTEMBI C TIOMOILBIO BBEACHHUS 3ampoca.

CopTtupoBka 1 aHaiau3 HHOOPMAIIMK TOMCKOBBIX MHTEpHET caiiToB. CripaBOYHO-TTOMCKOBBIE ceT MIHTepHET
HHTepHEeT-TeXHOIOTHH KaK TEXHUYEeCKast OCHOBA MHTETpallui 00pa30bIBATENIbHBIX PECYPCOB, JOCTYIA K
00pa30bIBaTEIHHBIM PECypCcaM U MPUMEHEHUs AUCTAHIIMOHHBIX POpPM B 00pa30BaTeIbHON ACSITEILHOCTH.

Co3nanue 1 00MeH NMUCbMaMH 3JIEKTPOHHON TOYTHL.
[Touck,copTupoBka u aHaIM3 HHGOPMAIIMH ¢ TTOMOIIBIO TTOMCKOBBIX HHTEPHET caiiToB. [lepechuika u

nyOnukanus ¢aiinoB qaHHbIX B IHTEpHETE.

Tema 1.9 3amura
nHpopManuu rmpu padbote
¢ opUCHBIMH
MPUIIOKEHUSIMU

Conep:xanue

Kareropuun xomnsroTepHbIXx BUpycoB. OCHOBHBIE CpEACTBA 3allUThl OT BpegoHocHoro [10 u
HECaHKLMOHUPOBAHHOTO JOCTYMA K 3amuiaemMsiM pecypcam [1K.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Hcnonp30BaHNe MITATHBIX CPEICTB 3aLIUTHI ONIEPALMIOHHON CUCTEMBI M TPUKJIAIHBIX IIPOTPaMM.
IIpuMeHeHne MapoJIbHON 3aILUTHI.

YcTaHOBKa aHTUBUPYCHBIX IPOTpaMM, X HacTpoiika.OOHOBIEHHE Oa3bl.

BelnonHeHne apXUBUPOBAaHUS TaHHBIX.

PaboTa ¢ ”HTUBUPYCHBIMU MPOTPAMMaMHU

PasrpanunueHue npas qocTyna B CETU

Pe3epBHOE apXMBUPOBAaHUE U BOCCTAHOBIEHUE OIIPEALMOHHON CUCTEMBI




CamocrosiTesibHas paGoTa no pasaeny 6
Co3nanue obob1marorie npeseHun mo remMe «OCHOBBI pabOTHI € MMAKETaMU MPUKIAIHBIX IPOTPAMM»

IIpome:kyTOuHasi aTTecTANMS

Koncynpranuu 6
Ox3amen mo MJIK 6
VII1.04. YyeOHasi npakTuka 180

Buawi pador:
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Cobumroienne TeXHUKH 0€30MacHOCTH Mpu padote Ha OBM

Nzyuenue apxutekTypbl DBM, CTpyKTYphl U OCHOBHBIX NPUHLIKUIIOB DBM

PaGora ¢ nonomauTensHBIME BHEIIHUMU yeTpoiicTBamu [1K: mouck apaiiBepoB, moAKIIIOUEHNE, HACTPOMKA

YcraHBKa U 3aMeHa PaCXOAHBIX MaTEpPHAaJIOB Ui IPUHTEPOB, KCEPOKCa, IIIOTTEpa.

Br16op parnmonansHOM KOHPHUTYpaIiuu 000py10BaHUs B COOTBETCTBHH C PEIIaeMOM 3a1aueit

YcraHoBKa onepalmoHHOM cpefibl, HacTpoiika natepdeiica OC (paboumii CTOI, 6€30MaCHOCTh CUCTEMBI, TOKITFOYEHUE K CETH)
YcTraHOBKa MPUKIIATHBIX IPOTPaMM

VYnpasnenue (aiiraMu JaHHBIX Ha JIOKAJIbHBIX CheMHBIX 3alIOMUHAIOLINX YCTPOMCTBAX, a TAK)KE HA IMCKAX JIOKAJIbHOW KOMITBIOTEPHOM
CEeTU U B UHTEpPHETE

Jmarnoctuka npocrenmmx HercnpaBHocteit 11K, nepudepuitnoro 060pyaoBanusi 1 KOMIBIOTEPHOW OPTTEXHUKH

OdpmiteHne 0OTYETHON JOKYMEHTAITUU B COOTBETCTBHH C TIEPEUHEM PaOOT, BHIMOIHIEMBIX B MTOPSJIKE TEKYIIeH dKcITyaTaruu O BM
CkaHHpOBaHHE TEKCTOBBIX JOKYMEHTOB U UX PAaClIO3HOBaHHE

Co3nanue TOKyMEHTOB B TEKCTOBOM IPOLIECCOPE, CO3/IaHHE JOKYMEHTOB € IIOMOIIIBIO 1a0JI0HOB, BBOJ TEKCTOBOM MH(MOPMAIIH,
COXpaHEeHHE JIOKYMEHTOB

dopmatupoBaHHe U pEIAKTUPOBAHUE TOKYMEHTOB B TEKCTOBOM IIPOIIECCOPE

PaGora ¢ Tabnumamu B TEKCTOBOM MPOIIECCOPE

Pabora ¢ quarpamMmmamu B TEKCTOBOM IpoIieccope

PaGora ¢ rpadmdeckmMu 00bEKTaMH B TEKCTOBOM TPOIIECCOPE

[ledaTs TOKyMEHTOB B TEKCTOBOM IPOIIECCOPE

Co3nanue u hopmMaTupoBaHue TaOIUIBI B pEIAKTOPE IEKTPOHHBIX TaOIUIT

Beruncnenne ¢ momorpto (GopMyIl B 3J1€KTPOHHOM Talblie

Pabota co BcTpoeHHBIMH (PYHKIMSAMH B JIEKTPOHHBIX TaOJIUI]

Pabora co criuckamu B 2JIEKTPOHHOM TabmwuIe

Co3manue Gopm Ui BBOJIA TaHHBIX B TAOIHUIIBI

Coznmanue u paboTa ¢ quarpamMmmamu U rpadukaMu

OOMeH TaHHBIMHA MEXTY TEKCTOBBIM ITPOIIECCOPOM U AJIEKTPOHHOU TaOIuIIeit

PaGora ¢ pacimmpenHoit GpritbTpanuei 1 ycaoBHBIM (hOpMAaTHPOBAHHEM

[TocTpoenue mpe3eHTaly pa3InyHbBIMU crioco0aMu

O0paboTka 0OBEKTOB CIIANIOB MPE3CHTAITUN

Hactpoiika anumarmm 0o0beKTOB




29. Hactpolika moka3a u IeMOHCTpALUs pe3yIbTaToB pabOThl CPEACTBAMU MYJIbTUMEHA

30. IlpumeHeHne TpUITEPOB MPH CO3/1aHUU NTPE3CHTALUN

31. BBox maHHBIX B TaOIUIIBI Oa3bl TAaHHBIX

32. Co3aaHue MPOCTHIX 3aMPOCOB 03 mapamMeTpoB U ¢ napamerpamu. Co3qaHne OTYETOB.

33. Co3nanue GopM U UX 3aIIUTa

34. Co3nanue cBsizeld TabIuI TI0 TUITY MHOTH-KO-MHOTHM

35. PucoBanue 0ObEKTOB CpeCTBaMU IpaUUECKOTO peaKTopa

36. Pabora ¢ 3aimdraMu 1 KOHTYpaMu BIIPOTPaMMe BEKTOPHOU TpaduKu

37. Pabora ¢ TEeKCTOM B MpOrpamMMe BEKTOPHOU rpaduku

38. Pabora c apdexramu B mporpamee BEKTOPHOU rpaduku

39. BceraBka U peiakTUpOBaHUE TOTOBOTO H300payKeHHS C UCTIOJIb30BAHUEM IIPOTPaMM pacTpOBOM rpaduKu
40. PaGoTa ¢ IBETOM C UCIIOJI30BAHUEM IIPOTPAMM PacTpOBOM rpaduKu

41. PaGoTa co CIIOSIMHU C UCIIOJIb30BaHUEM IIPOTPaMM PACTPOBOM rpaduku

42. Pabora co criep(@eKkTaMu ¢ UCIOIb30BaHUEM ITPOrPaMM pacTpoBOr rpaduku

43. Co3nanue nporpaMMsbl B rpa)uuecKoM pe1akTope

44. Co3nanue 1 0OOMEH NMUCbMaMH 3JIEKTPOHHOM MOYTHI

45. Hourammsi mo Beb-pecypcam nHTEpHETA ¢ TOMOIIBIO TTporpaMMbl Be6-0paysepa

46. ITouck, cOpTUPOBKA 1 aHAJIN3 UH(POPMAIIHH C TTIOMOIIHIO TTOMCKOBBIX MHTEPHET CATOB

47. Ilepechiika U myosmKamus (paiyioB TaHHBIX B UHTEPHETE

48. Vcnonb30BaHKE MITATHBIX CPEICTB 3AIUTHI ONEPAITMOHHON CUCTEMBI U IPUKIIAAHBIX TPOrpaMM
49. ITpumeHeHre NapoIbHOM 3aIUATHI

50. YcTraHoBKa aHTUBUPYCHBIX MTporpamm. Mx HacTpoiika. O6HOBIIEHHE Oa3bI.

51. BeinonHeHne apXuBUPOBaHMSI JAHHBIX

52. BoInonHeHne pe3epBHOr0 KOMUPOBAHUS U BOCCTAHOBJICHUS JAHHBIX

53. Opranuzamus padoT M0 UCIOIB30BAHUIO i IPUMEHEHHIO MOJUTUKN 0€30MaCHOCTH OpraHu3alin
54. Tlepconanu3zarus paboThl aHTUBUPYCHBIX IPOTPaMM

55. Opranu3zanust MEPONPUITHN IO PE3EPBHOMY BOCCTAHOBJIEHUIO TAHHBIX

56. Ucnionws3oBanue cepBucoB cetd HTepHET B TPOPECCHOHATIBHON NeATEIbHOCTH

57. IlpuMeHeHne mporpaMM CpPEeACTB JIJIT MOHUTOPHHTA TpaduKa.

IIpousBoacTBeHHAS MPAKTHKA 108
Buasbi patdor

1. TexHuka 6€30MaCHOCTH IPU PabOTE C BEIYUCIUTENLHOM TEXHUKOW: N3yueHNEe HOPMATUBHOM JokyMeHTauuu. Opranusaius padoyero
MCCTa oreparopa 3JICKTPOHHO-BBIYCCIUTCIIbHBIX WU BBIYCCIIMTCIIbHBIX MAIIMH: YUCT aHTPOIIOMCTPUUCCKUX JTaHHBIX, BbIGOp
panroHaIbHOM pabouel MOBEPXHOCTH, (PU3MOJIOTHUECKH PAllMOHATILHOM pabodeil 1M0o3bl, OPIrTEXOCHACTKA, 3aIIUTa OT OJIECKOCTH

2. TloakmoMeHHe GJIOKOB NMEPCOHATHLHOTO KOMITbIOTEPA U MPUGPEPUIHHBIX YCTPOHCTB: KOHCTPYKTHUBHI (Pa3beMbl), OCHOBHBIE
XapaKTEPUCTUKU

3. Pabora ¢ nonogHUTEIbHBIMH BHEIIHUMU ycTpoiicTBamu [IK: mouck npaiiBepoB, MOAKIIOYEHHE, HACTPOIKa
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YcraHoBKa onepanmoHHON CHCTeMBI, HacTpoiika uHTepdeiica OC: cnenuaibHbIe BO3MOXKHOCTH H JIOMTOJIHUTEIIbHBIC TTapaMeTpPhI

WHcTamsamus J0MOJTHUTEIIEHOTO POTPaMMHOT0 00€CIIeYeHHS: 0COOCHHOCTH CITEITUATM3UPOBAHHOTO MPUKJIAJHOTO IPOTPaMMHOTO
oOecrieueHus

Hactpolika cHCTEMHOT0 ¥ MPUKIATHOTO POTPAMMHOTO 00ECTIeYeHHs B COOTBETCTBUH C IPUKIIAIHON 3a1aueit
VYcraHOBKa M 3aMEHA PaCXOJHBIX MaTepUalIOB Ul IPUHTEPOB, KCEPOKCa, IUIOTTEpa

JlnarHocTtuka npocteimmx HeucrpaBaocte I1K: 610k muTanus, MaTepuHCKas II1aTa, oepaTuBHAs MaMATh, BUICOKapTa, HEHTPATbHBIN
IIPOLIECCOP, KOHIEHCATOPBI

JIMarHOCTHKA MPOCTEHIITNX HEUCIIPAaBHOCTEN NepupepruitHOr0 000PYA0BaHUS M KOMIIBIOTEPHON OPTTEXHUKU: BBISBICHHE YCTPOMCTB,
BBIIICIITIINX U3 CTOPS, U TOA00D Uil HUX MOAXOSIIEH 3aMEeHbI

Co3znaHue TEeKCTOBBIX JJOKYMEHTOB : CO3[JaHHe JOKYMEHTOB C IIOMOIIBIO Aa0I0OHOB U (hopM
CkaHupoBaHHUE TOKYMEHTOB U X PACIIO3HOBAaHUE: CKAHUPOBAHUE MPO3PAYHBIX U HETIPO3PAYHBIX OPUTUHAJIOB

Pacneuartka, KonupoBaHKWE U THPAKUPOBAHUE TOKYMEHTOB Ha IPUHTEPE U IPYTUX YCTPOMCTBAX: MPOU3BEACHUE KOTUPOBAHUS
JOKYMEHTOB Ha pa3jNyYHble CheMHbIE HOCUTEJHN: YCTAHOBKA COBPEMEHHBIX MPUJIOKEHUI OeCITpOBOAHOM Nepeadun JaHHbBIX IS UX
MOCIEAYIOLIEH ITeYaTh

Coznanue U pelakTUpOBaHUE TOKYMEHTOB OpraHU3aliy ¢ mpuMeHeHneM JDT: skcnpecc-aHalli3, UCIIOJIb30BAHNUE CPENICTB IS
GbuIbTpaluU TaHHBIX

OOMeH TaHHBIMU MEX]Ty TEKCTOBBIM MPOIIECCOPOM U SJIEKTPOHHOM Ta0uilel B JOKYMEHTE: BHEIPEHUE TaHHBIX JINCTA B BEO-CTPaHHUILY,
obmeH sicramu Excel B onnaitH-BcTpede

Hcnons3zoBanne Bo3moxkHOCTeH DT M0 MOMCKY pelIeHUs: CO3/IaHKe TTOXOAIIEH CBOHON TaOIHIIbI, UCIIOJIH30BAHNE HECKOJIBKUX
TaOJIUI] TP aHAJIU3€E TAaHHBIX

Cosznanue nMpe3eHTaIuy ¢ MPUMEHEHHEM TPUTTEPOB: KOHCTPYKTOp B PjwerPoint
Cosznanue 1e1oBoi aHUMHPOBAHHOW MPE3EHTAIIMU: CO3aHKE MTePEX00B KHHEMATOrpaguueckoro ypoBHs ¢ TpaHpopmaiueit
Cosznanue OusHec mpe3eHTanuu ¢ G dekramMu aHuMaIuu. /JleMoHcTpanust npe3eHTauu

ba3bl TaHHBIX OpraHu3aluy: CO3JaHKe, 3anoIHeHne, opmaTupoBanue. COCTaBICHHE CIIOKHBIX 3apOCcoB 0a3 JaHHbIX, PuIbTpanus
JAHHBIX

Coznmanne GopM 1 OTUETOB C TOMOIIBIO MacTepa (popm Oa3bl TaHHBIX

[TpuHnU paboTHI JIOKAILHON BRIYMCIUTEILHON CETH OpraHu3aluy. YpaBieHue daiaaMu JaHHBIX Ha JTJOKAITBHBIX ChEMHBIX
3alIOMUHAIOIIMX YCTPOMCTBAX, a TAKXKE Ha AUCKAX JIOKAITbHON KOMIBIOTEPHOU CETH

JIMarHoCTHKa W yCTpaHEHHE MPOCTEUIINX HEUCIPABHOCTEH MpH paboTe B KOMITBIOTEPHOH CeTH

Hosuramus no Be6-pecypcam MHTEpHETa ¢ OMOIIBIO Opay3epa: 3arpy3ka JOKYMEHTa, YTeHHE CTPAHUIIBI, IEPEXO/] 110 TUIIEPCCHUIKH,
npocmoTp html-koma

[Touck, copTupoBKa U aHaIM3 MH(YOPMAIH C TIOMOIIBIO TTOUCKOBBIX HHTEPHET CATOB

Hactpolika mapamMeTpoB slIiKa 3JeKTPOHHOM MouThl opranu3anuu. Co3ganue 1 0OMEH MUCbMaMU 3JIEKTPOHHOM TTOYTHI
AHTHBHpYCHAs 3aIIMTa MEPCOHATILHOTO KOMIIBIOTEPA C IOMOIIHI0 AHTUBUPYCHBIX IPOTPaMM: HAaCTpolKa OpaHaMay?Ipa, IpoBepKa




(haiisIoB B pyYHOM pEKUME
27. Opranu3anus paboT Mo HCIOIH30BAHHUIO M IPUMEHEHIO TIOTUTHKU 0€30MaCHOCTH OpTaHU3aIuu
28. Tlepconanu3zarus paboThl aHTUBUPYCHBIX IPOTPaMM
29. OcymiecTBIIeHHE PE3EPBHOTO KOMTUPOBAHUS U BOCCTAHOBJICHHUS JaHHBIX: MPUMEHEHHE 00IauHbIX cepBrcoB u Drive Backup
30. Opraauszanust MEPONPUATUI IO PE3EPBHOMY BOCCTAHOBIJIEHHIO TAHHBIX

31. Ucnonb3oBaHue cepBUcOB ceTu MIHTEpHET B AESATEIbHOCTH OpraHU3alK, IPUMEHEHHUE ITPOrPaMMHBIX CPEJICTB AJI1 MOHUTOPHUHTA
Tpaduka

=)

Koncyabranumu
JK3aMeH KBAJIH(PHKANMOHHBIN 6

Bcero 408




3. YCJOBUS PEAJIM3AIIUA ITPOT'PAMMBI TIPO®ECCUOHAJIBHOT O MOAYJIS
J1si peaiu3anuu nporpaMmbl y4eOHOH JUCHUILINHBI I0JKHBI OBITH MPeIyCMOTPEHbI

cjeylolue crnenuaabHble NOMeleHns:

Peanuzanus nporpaMmMbl MOAYJIS MIPEATNONaraeT Haauuue Jadboparoprun HHGOPMAITMOHHBIX
TEXHOJIOTHIA.
O6opynoBanue 1adopatopu HHGHOPMAITMOHHBIX TEXHOJOTHI:

KoMmmbroTepsl,00 e IMHEHHBIE B IOKATBHYIO BEIYUCTUTENBLHYIO CETh, TPOEKTOP, DKPaH,
aKyCTHYecKas CUCTEMa.

[IporpamMmmMHoe obecrieueHue: (OnepalroHHbIe CUCTEMBI, TaKeT MPUKJIAJAHBIX IPOrPaMM,
rpadguvecKue peIakTophl, CIipaBOYHAas TpaBOBas CUCTEMa, Opay3ep, aHTUBHPYCHAs ITporpamMma)

YueOHO-HarISITHBICTIOCOOHSI: CXeMBI, TAOJIUIIBI, y4eOHBIE TPE3ECHTAITII

Pa3paTounblil 1MIaKTHYECKUA MaTepral.

NudopmanmnonHoeodecnedeHnepeasn3aluunporpaMmsl

OcHOBHBbIENEYATHbIEMCTOYHUKH:
1.Nudpopmaruka: Yuebnuk / CepreeBa WN.M., MysaneBckas A.A., Tapacosa H.B., - 2-e wu3n.,
nepepad. 1 ngom. - M.: UJI ®OPYM, HULl UHDPA-M, 2022 - 384 ¢
2 Undopmatuka u mHPOpMANMOHHO-KOMMYHUKalmonHuele TexHonmorun (MKT): yueb. mocobue /
H.I".IlnotHnkoBa. — M.: PUOP: UTH®PA-M, 2023 — 124 c.
3 Crpymm H.B. Oneparop 9BM: [Ipaktuueckue padotsl (9 -e u3n.) 2022 (36 AKAJIEMU )
4. Epmosa, H. FO. Opranu3anus BEIYUCIUTENBHBIX cucTeM: yueObHoe nocodue / H. FO. Epmiona, A.
B. ConoBbeB. — 3-e m3n. — Mocksa: UutepHer-YHuBepcurer Mupopmanmonusix TexHomorui
(MHTYUT), At Ilm Ap Memna, 2021. — 221 c.— ISBN 978-5-4497-0904-2. — Texkcr:
QJIEKTPOHHBIA  //  DNeKTpoHHBIM  pecypc uu¢ppoBoil  oOpasoBarensHOi  cpeapl  CIIO
PROFob6pazosanue: [caiit]. — URL:https://profspo.ru/books/102024

5. Kosran, H. M. Kowmmsiorepusie cetu: yuebnoe mocobme / H. M. Kosran. — MuHck
PecnyOnukanckuit MHCTUTYT TpodeccuonanmbHoro odpaszosanus (PUIIO), 2019.— 179 c. —
ISBN 978-985-503-947-2. — TekcT: »JeKTpOHHBIA // DIEKTpOHHBIM pecypc udpoBoi
o0pa3oBaTenbHOM Cpelibl CIIO PROFo6pa3zoBanue: [caiiT]. — URL:

https://profspo.ru/books/93384

6 Komnnaes B. /1., [TaBnoBa E.FO. CoopHuK 3a1a4 1 ynpakHeHU 1o nHPopMaTuke: yaed. mocodue /
B.JI. Konnaes, E.1O. I1aBnosa; nox pen.JI.I'. I'arapunoit —M.: U] «DOPYM»: UHOPA-M, 2022

7. Muxeesa, E. B. UndopmarimonHbsie TEXHOJIOTUH B MPOGECCUOHATBHON EATeIbHOCTH: YUeOHUK
CIIO / E.B. MuxeesBa. - M.: Akanemus, 2020

8. Muxeea, E. B. IIpaktukym 1o HMH(pOPMAIMOHHBIM TEXHOJOTHUAM B MPOQeCcCHOHATHHON
nestenbHOCTH: ipakT. mocobue s CIIO / E. B. Muxeesa. -M.: Akagemust, 2020.

9. HoBunkmit A.Il., Opranuszanusi nudpoBBIX BBIYUCIUTEIBHBIX MAIUH U CHCTEM : ydeOHOe
nocobue.-C.I16: Cankr-IletepOyprekuit nonurexundeckuil yausepcuret Ilerpa Benmkoro, 2019.-
URL: http://www.iprbookshop.ru/99824.ht ml

10. Ypb6anoruu, II. II. Kommbiorepusie cetn : ydyebnoe mocoome / II. II. VpGanoBuu, .M.
Pomanenko. — Mocksa, Bonorna : Muadpa-Unxenepus, 2022. — 460 c. —ISBN 978-5-9729-
0962-9. — TeKcT : AJEKTPOHHBINA // DIEKTPOHHBIA pecypc IUGPOBON 00pa30BaATEIHHOM CpEIbI
CIIO PROFo6pa3oanue : [caiit]. — URL:https://profspo.ru/books/124197

JlonoTHUTe/IbHbIE UCTOYHUKH:

11.IIpakTukym o uapoOpMaTHKE: yued. mocodue Il CTyA. yupekaeHui cpea. mpod. obpazoBanus/

E.B. Muxeesa. -14-e u3zn., crep. — M.: MU3narenbckuii eHTp «Akanemus», 2024 - 384 c.

12.C6opHuK 3a1a4 ¥ ynpaxHeHui no nadpopmatuke: YduedHoe nocodue/B.J[. Kongaes, mox pen.

JLI".I'arapunoii - M.: UJI ®OPYM, HULl UHDOPA-M, 2021 - 256 ¢ CoBpeMeHHBIE ONepalluOHHbIE

cuctembl. TanenOaym 3. 2023, 4-e u3x., 1120 c.

13.YcraHoBKa 1 00CITy)KUBaHHE ITPOTPAMMHOTO 00eCTIeUeHHS TePCOHATLHBIX KOMITBIOTEPOB, CEPBEPOB,

nepupepuiineix ycrpoiictB u obopynosanus. (CI10) boromasosa I'. H., 2022, 256c¢.



14.Anmapatnoe ob6ecrieuenne DBM. Ilpaktukym. (ms CCY3o0B) Ctpymmd H.B., Cunopos B./l. 2022,
160c.

15.0mneparop DBM. Ipaktuueckue padotsl: yued. mocodue mist HITO/H.B. Ctpymm. — 5-e usn., ctep.
— M.: Uznarenbsckuii neHTp «Akagemus», 2024 — 112c.

JIeKTPOHHbIE HCTOYHUKHU:
Enunoe okHO mocTymna k 00pa3oBaTenbHBIM pecypcam: http://window.edu.ru.
Lentp nadopmarmonHbIx TexHosnoruit: http:// www.citforum.ru
denepanbHbIi eHTp HHPOpMAITMOHHO-00pa30BaTeNbHBIX pecypcoB:http://fecior.edu.ru
Bce ms mporpammucTa: http://www.codenet.ru
NudopmanmonHo-cipaBouHblil moptat: http://www.morepc.ru
benses A.B. Mertonbl 51 cpelcTBa 3ALUTHI nH(popManuu:
http://www.citforum.ru/internet/infsecure/its2000 01.shtml
7. Jlaboparopus Kacniepckoro — AutuBupyc: http://www kaspersky.ru
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4. KOHTPOJIb 1 OINEHKA PE3YJIbTATOB OCBOEHUA
MMPOPECCHUOHAJIBHOI'O MOAYJIA

Kon u nammeHnoBanue
po¢eCCHOHATBHBIX
le8)11070.
dhopMupyeMbIe B paMKax
MOJTYJIS

u
KOMIICTCHITUH,

Kpurepun ouenku

Mertoanl OLlEHKH

[IK 4.1. OcyuiecTBasTh
MOATOTOBKY
o0opynoBaHuUs
KOMIIBIOTEPHOM CHCTEMBI
K paboTe, MPON3BOIUTH

JleMoHCTpHpOBaTh YyMEHHUS
Y IPaKTUYECKHUE HABBIKU B
MOATOTOBKE 000PYI0BAHMS
KOMIIBIOTEPHOM CUCTEMBI K
paboTe, TPOU3BOIUTH
MHCTaJUISILUIO,HACTPOUKY U

MHCTAIUIANMIO, HACTPOHKY | oGeryskuBanme

1 00CITy)KMBaHUE IIPOrPaMMHOTO
IIPOrPAaMMHOTO o0ecrieyeHus
o0ecrieueHust

[1K4.2 Co3naBath [IposiBnenne ymenus u

VIpaBIsATh Ha
MIEPCOHATHHOM
KOMIIBIOTEPE TEKCTOBBIMU
JTOKyMEHTaMH,
TaOJINIIAMU,
MIPE3CHTAIMSIMA U
cojepxaHueM 6a3
JTAHHBIX,pa0d0TaTh B
rpadUUecKuX peaaKTopax

MPAKTHYECKOTOOTBITAB padoTe
C TEKCTOBBIMHU
JIOKYMEHTaMU,Ta0IUIIaMIH
NIPE3CHTAIMSIMH ,a TAKXKE
0a3amMu TaHHBIX

[1K4.3 Hcnonb3oBath
peCypChI JIOKATbHBIX
BbBIYUCIIUTCIIBbHBIX ceTeﬁ,
peCypChl TEXHOJIOTUI U
cepsBucoB MuTepHera

YMEHHUEIOIb30BaThCS
pecypcamMmIOKaIbHBIX
BBIYHCIIUTEIIBHBIX CETEH,
OCYIIECTBISATHIIONCK,aHAIN3 U
WHTEPIPETALNIO

nHdOpMaUu

TECTUPOBAHUE, FK3aMCH
KBaTM(UKAITMOHHBIN,
AKCTIEPTHOE HAOIIOACHUE
BBITIOJTHEHHS JTAOOPATOPHBIX
paboT, SKCTIepTHOE HAOTIOICHNE
BBITOJIHEHUS TPAKTHUECKUX
paboT, olileHKa pelIeHus
CUTYaIMOHHBIX 3a/1a4, OI[eHKa
mporecca U pe3yJibTaToB
BBITIOJTHCHHS BHJIOB pabOT Ha
NPAKTHKE

[1K 4.4 O6ecnieunBaTh
MIPUMEHEHUE CPEJICTB
3aIuThl HHQOPMAITUHU B
KOMIIBIOTEPHOU CUCTEME

[Ipumenenue cpencTn
3aIUThl HHQOPMAIIH B
KOMIIBIOTEPHOMCUCTEME

OK 1.Bwibupats criocoOb1
pelIeHus 3a1a4d
npo¢eCcCuOHATBHON
ACATCIIbHOCTHU
MPUMEHHUTEIHHO K
Pa3JINIHBIM KOHTCKCTAaM.

000CHOBAHHOCTD ITOCTAHOBKH
11eJI1, BBIOOPA ¥ IPUMEHEHUS
METOJIOB U CIIOCOOOB peIeHus
Mpo(hecCHOHANBHBIX 3a71a4;
aJIeKBaTHAs OIlEHKa U
camooleHKa 3P PEeKTUBHOCTU U
KaueCTBA BBINOJHEHHS
npodecCHOHATBHBIX 3aa4




OK 2.Mcrnionb3oBarhb

COBPEMEHHBIE CPEICTBA

MIOUCKa, aHaJIN3a 1
WHTEPIpETAINN
uHpOpMaIUU U
nH(pOpMaIMOHHBIE
TEXHOJIOTUH IS
BBITIOJIHEHUS 32144

MCITO0JIb30BAHHUEC PA3JIMYHBIX
MCTOYHUKOB, BKJITIOYAst
DIIEKTPOHHBIE PECYPCHI,
Menuapecypcebl, IHTepHeT-
peECypChl, IEPUOINIECKUE
M3JIaHUS TI0 CIIEIUAIBHOCTH
JJI PCILICHU A
MpodeCCHOHAIBHBIX 3a]1a4

npodeccrnoHabHOM

TSI TeITbHOCTH

OK 9.ITonb30BatbcA (P PEKTUBHOCTD

npodecCHOHATEHON MCTIOJTb30BaHUS

JOKyMEHTaIlel Ha MH(pOPMAIIMOHHO-

TOCYJapCTBEHHOM U KOMMYHHKAIIHOHHBIX

MHOCTPAHHOM SI3BIKaX TEXHOJIOTUH B
npodeccuoHaIbHON

NEesTeTbHOCTH COTJIACHO
bopMUpYEMBIM YMEHUSIM U

OTBITY 3P HEKTUBHOCTH
MCIIOJIB30BaHUA B
npodeccuoHaIbHON
JACATCIIBHOCTHU HGO6XOHHMOﬁ

TOM YHCJIE Ha aHTJIMHCKOM
SI3BIKE

[10JIy4a€MOMY ITPAKTHYECKOMY

TEXHUYECKON JOKYMEHTAIINH, B
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